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BLOCKCHAIN AND LIGHTWEIGHT CRYPTOGRAPHY TECHNIQUES
IN ELECTRONIC HEALTHCARE SYSTEM: A LITERATURE REVIEW
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ABSTRACT

In the present era, healthcare sector is undergoing a
significant transformation by embracing innovative
advancements and adjusting to the changing landscape of
digital technologies and global transitions. This transition is
altering methods through which healthcare services are
provided and received, leading to a fundamental change in
industry. An essential element in healthcare is guaranteeing
optimal security for sensitive patient information, which is
crucial for upholding patient confidentiality & privacy. The
integration of blockchain technology in conjunction with
lightweight cryptography has attracted considerable
attention for its potential to improve data security through
decentralization and encryption mechanisms. By employing
blockchain technology, Electronic Health Systems (EHS)
improve patient data integrity & confidentiality, which
facilitates sharing of medical information in Electronic
Health Records (EHR) via online platforms. This sharing
may encompass data from various sources like Internet of
Things (IoT) devices as well as applications for mobile
health. In instances where resources are scarce, such as in
high-level cryptography scenarios, encrypting patient data
can present challenges. Yet, lightweight cryptography
methods present a more viable option for effectively
safeguarding patient information. The primary aim of this
review literature is to underscore significant function &
effect of blockchain technology in EHR. Additionally, article
intends to investigate application of lightweight
cryptographic techniques such as EDSCA with SHA-256,
utilization of blockchain technology in EHR systems,

together with identification of potential research needs.
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I. INTRODUCTION

The global community is currently witnessing a
noteworthy surge in volume of patients seeking medical
attention, while simultaneously facing difficulties in
ensuring an adequate supply of primary care physicians,
healthcare providers, & medical personnel. This escalating
situation poses a considerable challenge in maintaining
sufficient healthcare services to address increasing
requirements of general population. The capacity to manage
substantial volumes of data rapidly has been enhanced by
smart technology, which helps with disease diagnosis and
identification. By employing blockchain technology, both
patients and healthcare professionals can enjoy enhanced
efficiency in data management. Blockchain serves as a
decentralized and openly accessible digital registry that
securely logs transactions across numerous computers,
guaranteeingthe integrity of past records by preventing
alterations without affecting subsequent blocks. Blockchain
technology is currently utilized in the medical & biological
domains. The integration of blockchain with the Lightweight
Cryptographic techniques holds promise in guaranteeing the
reliability of data. Lightweight cryptography refers to an
encryption method that consumes fewer resources in terms of
memory, power, and computation while providing secure
Blockchain
technology has been applied to address challenges faced by

solutions for resource-limited devices.

resource-constrained nodes, such as IoT sensors, which have
restricted processing capabilities & energy resources. The
design of lightweight cryptography emphasizes simplicity
and a minimal footprint while maintaining an adequate level
of security. Compared to conventional cryptography, it is
anticipated to be more efficient and straightforward, though

potentially less secure
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EHR encompass patients' medical histories in a digital
format, are stored by hospitals or clinicians indefinitely,
providing a wide range of information like MRI reports, past
exams, vaccinations, test results, and allergies, accessible
only to authorized users for patient & healthcare provider
or EHRs,

straightforward way to store medical records and make

use. Electronic health records, offer a
it
easier to access patients' traditional paper medical records
electronically. Using this method, patients can help their
family members, medical professionals, & additional
authorized information consumers oversee, generate,
regulate, & disseminate EHRs. When a patient has the ability
to handle their electronic health records, health departments
can derive substantial benefits, particularly when the patient
seeks care at an alternative facility, other doctor may not have
to redetermine the patient's previous health status.

To protect patient data, an effective access control
protocol is necessary. Unauthorized individuals attempting
to access the information would require the appropriate
encryption key, which they do not possess. Furthermore,
numerous efforts are underway to develop new technologies
and methods for creating more environmentally friendly
communication networks. The approach also addresses the
The

an economical consensus

need for reduced energy consumption.
implementation of
mechanism for block addition can reduce overhead and
promote information exchange.

The primary contributions of research is to implement
secure and privacy of blockchain using lightweight
cryptography in electronic health records. In this approach
SHA-256 & EDSCA is used to integrate blockchain. In
blockchain- electronic health record (EHR) systems, SHA-
256 serves an essential function in preserving data integrity
& avoiding modifications. This algorithm generates a unique
hash for each patient record, enabling detection of any
unauthorized changes or tampering attempts.

The ECDSA algorithm serves two primary functions in
these systems: verifying the authenticity of transactions and
controlling user access. By employing lightweight digital
signatures, ECDSA facilitates efficient authentication and

data verification processes without imposing significant
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computational demands. Collectively, these encryption
methods offer a robust, effective, & adaptable approach to
safeguarding the confidentiality & authenticity of
confidential medical information within a distributed ledger-
based EHR framework.2. Literature Review

R.Sangeetha, B.Harshini, A.shanmu gapriya[9],The
authors proposed the SHA-256 algorithm, utilized to encrypt
all patient data into a singular A 256-bit encrypted string that
will be included in block on Etherscan.

Ibrahim Adunadi, Ramaswamy Lakshmana Kumar[4],
proposed blockchain security framework for effective &
secure storage of EHRs. Patients have free access to EHRs &
thorough, consistent records because to this approach. Here
merklee tree hasing algorithm for connecting the former
blocks.

A new block cipher method was proposed by Ravi
Raushan Kumar Chaudhary & Kakali Chatterjee [1] for safe
transfer of data from Internet of Things devices. Lightweight
cryptography techniques are appropriate for [oT devices. The
suggested technique relies on straightforward operations like
as XORing, swapping, & splitting.

Hong Jiao wu,Ashutosh Dhar Dwicedi,Gautan
Srivastava[14], suggested a blockchain-based approach
to safeguard medical system privacy data, and through
simulation experiments, demonstrated the method's
superiority regarding the efficiency of information
transmission and storage, as well as functioning of security
controls. Security issues include key being unintentionally
revealed during transmission. In order to protect user
privacy, paper's internal storage information is stored using
elliptic curve diffie-hellman key exchange.

Sobia Yaqoob,Muhammad Murad khan[16], Analyzed
the primary issues presented by various healthcare
stakeholders & explored the facets of blockchain technology
that may mitigate those concerns.

According to authors, the suggested system has
limitations that could be subject of further study.

Akifa Abbas, Rabia Aslam Khan, Hafiz Burhan UI Haq,
Ahmed Naeem Akhtar[15], recommended using a robust
encryption system that patients and medical professionals

can both use efficiently. In EHRs, blockchain technology is
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the most popular encryption method. Blockchain ensures
EHRs and protects patient privacy through decentralization,
cryptography, and hashing. The application and difficulties
revealed a healthcare weakness or gap in BC.

Sandeep Saxena, Namita Arya, Sunil Kumar Bharti[2],
Propose a straightforward & efficient blockchain-based
system for e-healthcare to resolve these issues, together
with lightweight & effective protocol for processing e-
healthcare information via blockchain technology. Through
a mechanism of reduced key complexity, protocol
guarantees privacy of all entities. We follow data access
rules & utilize symmetric encryption techniques to ensure
recipient's or user's information security.

R. P.Punecth, G. Parthasarathy[3],proposed Authorized
data storage and transmission was formed by integrating
blockchain function with the proposed IDSE (Intuitionistic
Derivative Symmetrical Encryption) algorithm-based
security mechanism. Reducing amount of encrypted data &
enabling high-speed data transmission, key pattern
extraction model based on Differential Hashing Patterns
(DHP) was employed for key pattern generation.

Martin Parmar, Parth Shah[5], constructed a diverse IoT
block chain system using both constrained & unconstrained
nodes, including Raspberry Pis & a PC with enough
processing power. The IBLWC approach was proposed by
the authors. According to performance analysis,
implementation of recommended strategy yields minimal
average CPU utilization & latency during mining activities.
To validate transactions, process can be optimized by
augmenting number of blockchain network miners' nodes

for enabling greater parallel processing.

III. RESEARCH METHODOLOGY
In e-healthcare systems, ensuring integrity, security, as
well as confidentiality of data is paramount. The
decentralized nature of block chain technology presents a
promising approach to tackle these issues. This
methodology examines how SHA-
hash function & ECDSA (Elliptic Curve Digital Signature

Algorithm) can be utilized to secure information within a

256 cryptographic

block chain-based e- healthcare framework, together with

the execution of smart contracts to automate procedures like
patient consent & access control.
3.1 Blockchain Technology in E-Healthcare

Blockchain technology has garnered lot of interest
because of its potential for securely managing & storing
EHRs. It provides a decentralized, transparent, and
unchangeable record that guarantees patient data is
fluently auditable and cannot be altered. Within the domain
of e-healthcare, where data security and sequestration are
crucial, blockchain is especially helpful. The medical field
continues to be among majority prominent research domains
in recent decades, with researchers constantly coming up
with new & more dependable ways to support healthcare
industry & community. various parties involved, including
medical professionals, doctors, hospitals, patients, and
others must safely, interoperable, & unaltered organize,
access, & distribute health records. To demonstrate the
authenticity of records, data provenance is also crucial.
Blockchain is utilized in various contexts & possesses the
ability to address primary challenges confronting healthcare
sector. Nonetheless, to actualize real-time uses of this
technology, additional targeted study is necessary.
3.2 Blockchain Ownership

Basically, two primary categories of blockchain:
permissioned & permissionless. A permissioned blockchain
is one that had been specifically designed by one or more
authorities. The verification procedure may be conducted by
a central authority or a consortium of trustworthy, pre-
selected entities. Data access had been limited to authorized
user group or coalition of blockchain-governing entities in
this private setting. Efficiency & scalability are enhanced by
a reduced number of players [18] [12]. Ultimately, these
blockchains possess central authority. Because a 51 percent
majority is needed to reach a consensus and it is simple to do
so in this controlled environment, setup's centralization may
allow for tampering [7]. Examples include Hyperledger,
Ripple, and FEris [6]. Permissionless blockchains are
inefficient & fully dispersed across numerous nodes [6].
People who utilize these blockchains are not required to
obtain prior authorization in order to mine transaction

blocks. For network tasks, anyone can donate their
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processing power and receive payment in exchange. This

blockchain is also referred to as a public blockchain because

it allows general public to view & publish publicly visible
transactions [18] [12]. Ethereum and Bitcoin are two

instances of permission less block chains [8][16][11].

3.3 Features of Blockchain technology

a) Decentralization: The blockchain, distributed digital
database, consists of many blocks that encompass
transactions. Each network node possesses access to
& wusage of decentralized database. Because
blockchain-based networks use end-to-end
replications, they do not require a single point of
failure, providing fault-tolerant design.

b) Immutability: The immutability of the blockchain
makes it a permanent and unalterable network. A
network of nodes is used by blockchain technology to
function. A transaction cannot be changed or deleted
after it has been recorded in blockchain. Because
blockchain records are unchangeable &
impenetrable, offering high level of security &
confidence.

c) Consensus Mechanism: The consensus feature of any
blockchain facilitates the network's ability to make
prompt, objective judgments. A consensus method is
used to make decisions so that the group of active
nodes on the network may come to a conclusion more
quickly & efficiently & ensure that system functions
flawlessly . Nodes may not trust each other, but they
may trust algorithm that makes decisions at center of
network. Many consensus algorithms are available,
each with advantages and disadvantages. A consensus
mechanism is essential to any blockchain; without it,
its value will be diminished.

d) Smart Contract: A set of terms or preprogrammed
computer logic had been referred to as smart contract.
Once encoded logic has been fulfilled, it
automatically initiates transactions between parties.
The blockchain is programmable and adaptable as a
result of this implementation [6], [19], [13]. In order
to facilitate management & administration, smart

contracts are programmed [10]. Supply chains,
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insurance claims, and clinical trials can all use smart
contracts [10]. To get certain results, clinical studies
often involve a series of dependent stages. After
network nodes reach an agreement, a smart contract
that encodes each phase can be activated [23], [22].
Therefore, smart contracts may fully govern related
processes while enforcing transparency and

traceability.

3.4 SHA-256's function in block chain technology

il.

iii.

The cryptographic hash function SHA-256 produces
256-bit hash result from supplied data. In blockchain
systems, it is especially important or guarantee
immutability & integrity of data kept in the blocks.
There are various applications for SHA-256 in the e-
healthcare system.

Hashing Data: Every piece of healthcare data (e.g.,
patient health records, prescriptions, diagnostic
reports) is hashed using SHA-256 before being kept
in blockchain. Procedure insures how any alteration
to original data will produce an entirely distinct hash,
hence indicating any attempts at tampering [11].
Block Generation: Every block in blockchain
contains hash of preceding block, so connecting them
into an unalterable chain. SHA-256 is employed in
Proof of Work (PoW) consensus process, which
miners use to validate blocks by solving complex
mathematical puzzles[11]. Assuring blockchain's
integrity & legitimacy.

Secure Hashing in Smart Contracts: Smart contracts,
which automate processes like patient consent and
record access, also rely on SHA-256 for securely
verifying conditions and transactions.When a patient
gives consent to a healthcare provider to access their
records, SHA-256 hash of consent agreement is
created & recorded on blockchain for subsequent

verification.
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3.5 Procedure for Carrying Out SHA-256 Hashing:

This phrase suggests the steps involved in using the
SHA-256 algorithm to convert data into a fixed-size string
of bytes.

L Preparation of Data: Medical records
by approved healthcare providers, information such
as patient ID, medical history, and prescriptions are
gathered. The information is formatted to meet the
blockchain network's requirements for structure.

1I. To generate a distinct hash for each piece of data,
SHA-256 method is utilized. The blockchain ledger
is then where the hash is kept.

II.  Verification: When accessing a patient's record,
system rehashes data retrieved as well as compares
same with blockchain's hash. When hashes are

identical, there has been no alteration to the data.

3.6 ECDSA'srolein blockchain.

1. Digital Signatures for Transaction Validation: When
submitting new medical records, requesting access
to patient data or authorizing a prescription,
healthcare providers, patients, & administrators use
ECDSA to sign their transactions. The private key
generates digital signature that verifies sender's
identity & assures message doesn't change while
being transmitted.

2. Access Control in Smart Contracts: e-healthcare
system, smart contracts might made to grant access
to medical records only after the patient's or
authorized personnel's digital signature has been
validated using ECDSA. This guarantees that
sensitive health data can only be accessed or

modified by authorized parties.

3.7 Techniques for ECDSA Implementation.

. Key Generation: Each participant utilized elliptic
curve cryptography producing pair of public &
private keys (healthcare provider, patient). While
public key is distributed to authorized parties,
privatekey is kept confidential.

il. Generation of Digital Signatures: When a party must
authorize transaction permission to view documents,
they generate a digital signature for the transaction

utilizing their private key.

iii. Signature Verification: Participants confirm
legitimacy of signature, utilizing sender's public key
subsequent to transaction being disseminated to the
blockchain network. The transaction is approved if
signature is authentic; else, it is denied.

iv. Smart Contract Execution: After a legitimate
signature has been confirmed, smart contracts carry
out predetermined actions, like allowing access  to

records or starting a new healthcare service.

4. Smart Contract Integration with E- Healthcare

Blockchain.

Blockchain technology has been applied through
mechanisms referred to smart contracts. Self-executing
agreements in blockchain network have been called smart
contracts[11] where terms are encoded directly into code.
Smart contracts are essential for automating a number of
tasks in the e- healthcare system, including such.

. Patient Consent: The process of getting and
documenting patient consent to access or share their
health data can be automated with smart contracts.
The smart contract ensures that request is
documented in blockchain that right people have
access after patient digitally signs the consent using
ECDSA.

il. Data Access Control: By enforcing stringent access
control policies, a smart contract can grant patients or
authorized healthcare provider's access to specific
sections of their medical records based on

predetermined criteria, like role or time-based

limitations.

IV. RESULT AND DISCUSSION
Data integrity is guaranteed by the SHA-256 algorithm,
which creates distinct and unchangeable hash values for

every transaction or record. Any change to data results in
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modifications to hash, which is easily detectable.
Transactions were secured on two levels by combining SHA-
256 hashing with ECDS A digital signing.

A completely transparent & traceable system for

handling healthcare interactions was made possible by built-
in features of blockchain technology, in addition to SHA-
256 & ECDSA. Thus, proposed system shows, resource
usage—in particular, CPU utilization—stayed within

reasonable bounds. The overall effectiveness of the system
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V. CONCLUSION AND FUTURE SCOPE
Integrating SHA-256 & ECDSA algorithms into
blockchain-based e-healthcare systems has been shown to be
a very successful way to guarantee data security,
transparency, and integrity. The o utcomes show how they

could be used to address important issues in themanagement
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of healthcare data. Further study & optimization are
necessary to address concerns with scalability, energy
efficiency, and regulatory compliance. Future research
should concentrate on integrating blockchain

with

technology
cutting- edge cryptographic methods and investigat
ing hybrid models to improve system performance &
flexibility in practical situations. Address regulatory issues
while maintaining fundamental advantages of blockchain
technology by implementing off-chain storage or zero-
knowledge proofs. To guarantee sustainability, future
systems should give priority to blockchain designs that use

less energy.
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