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ABSTRACT

In a mobile ad hoc network every node acts as a router
for its neighbor. The existing routing protocols a§Sume
fhat the all the nodes will fully participate in the
transmission of packets. Though usually a waiting time
is allotted for each participating node fo send its data,
some nodes, however, behave maliciously, by dropping
the packets. This paper aims at developing an algorithm
to detect misbehaving nodes and prevent such
misbehavior by incorporating promiscuous properties in
. AODV. The new routing algorithm extensions presented
in this paper make it possible to detect and isolate
misbehaving nodes with energy saving mechanism, thus
making it unattractive to deny cooperation. In the
presented scheme, trust relationships and routing
decisions are made based on experienced, observed, or

reported routing and forwarding behavior of other nodes.

Keywords : MANET,ACDV, PS_AODV, RIDAN, FSM,
back off. ‘

1. INTRODUCTION

A mobile ad-hoc network (MANET) is a kind of wireless
ad-hoc network. It is a self-configuring network of mobile
routers (and associated hosts) connected by wireless links
- the union of which forms an arbitrary topology. The
IEEE 802.11 MAC protocel (or variants thereof) has been

popularly considered for use in ad hoc networks. The
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decentralized random access nature of this protocol makes
it especially vulnerable to attacks. A station deliberately
misuses the MAC protocol to gain bandwidth at the
expense of other nodes; this misuse is also hidden and
independent from the upper layers and hence cannot be

detected by any mechanism used in those layers.

This paper describes about the research made on incursion
discovery for mobile Ad hoc networks. It mainly focuses
on vulnerabilities of existing (Ad hoc on demand routing
protocol) AODV protocol and attacks against AODV, The
solution is proposed in terms of a new protocol called
(Packet Saving AODV) PSAODV. The attack against
AQODV mainly concentrates on the nodes that fail to
transfer the initial hand-shaking messages. Hand-shaking
messages correspond to (Route Request messages) RREQ

and (Route Reply messages) RREP,

In this paper, section 2 explains in detail about the works
done in this field, section 3 discusses about the existing
AODYV protocol and its disadvantages. The incursion
discovery mechanism is presented in sections 4 & the
implementation of energy saving attack is described in
section 5. The implementation of the proposed solution
(Packet Saving AQDYV) is dealt in section 6 .The
Experimentation results are presented in section 7 and

finally conclusion is presented in section 8 .

2. RELATED WORK

Several techniques have been proposed to detect back-
off value violations (Selfish-misbehavior) at MAC layer
in Mobile Adhoc Networks.
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The Real Time Intrusion Detection for Adhoc Networks
{RIDAN) system can be characterized as an architecture
model for intrusion deteétion in wireless adhoc nctwqus,
while its implementation targets specifically the AODV
routing protocol [1]. It can be classified as an architecture
model because it does not perform any changes in the
underlying routing protocoel but merely intercepts the
routing and application traffic. Thus, the security
component operates in a different layer without interfering
with the normal operation of the routing protocol. Since
the RIDAN system does not utilize any cryptographic
mechanism to ensure protection from malicious activities,
it does not introduce any additional computation overhead
to the routing process. Furthermore, it does not require
additional packets to be sent and does not increase the

consumption of additional bandwidth.

Pradeep Kyasanur, Nitin H. Vaidya [2] proposes a solution
in which receiver (the node to which the packets are
destined) sets back-off timer for the sender. The number
of idle slots of the sender monitored by the receiver
anticipates the malicious sender. This scheme fails to
detect the in intermediate nodes that are malicious. Alvaro
A. Cardenas, Svetlana Radosavac and J ohn S. Baras [43
proposed an algorithm to ensure honest backoffs when at
least one, either the receiver or the sender is honest.
Damon McCoy, Doug Sicker, birk Grunwald
Misbehaving Node Detection (MIND) mechanism [5],
which integrates policy, detection and remediation
components for identifying and handling misconfigured,
misbehaving, or malicious devices. This systemrelies on
single frusted centralized node that monitors the entire
wireless traffic. This approach has a disadvantage as it is
based on centralized approach.'J ing Deng, Richard Han,

Shivakant Mishra [6], proposed a solution in which
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forwarding tables are constructed at each nodes to
facilitate communication between sensor nodes and a base

station.

3. Ap Hoc ON DEMAND RovuTING PrROTOCOL

The Ad hoc On Demand Routing Protocol (AODV)

routing protocol works on top of the Destination
Sequenced Distance Vector Routing (DSDV) protocol.
AODYV is an improvement of DSDV as it minimizes the
number of required broadcasts since it éreates routes in
an on-demand basis, in conirast to DSDV, which
maintains a complete set of routes [61[7]. It utilizes
destination sequence numbets to ensure loop-freedom at
all times and to avoid the count-to-infinity problem

associated with classical distance-vector protocols.

RREQ packets

X WA

Figure 1 : An AODV Example

When a node needs aroute to a destination it broadéasts
a Route Request (RREQ) message. The RREQ message
is spread throughout the network. As soon as the message
reaches a node with fresh adequate routes to the specific
destination 6r the destination node itself, a Routé Reply
{RREP) message is unicasted back to the requesting node.
In Fig.1 the node A tries to find a route to the destination
D by sending the RREQ. RREQ reaches the node B. when
it decides that it is not destined for itself, it will send
RREQ to the nextnode C. Node C acts in the same manner
and sends to the Node D. On receiving the RREQ) packets,
it knows that it is destined for itself and hence sends
RREP. Generally AODV offers low overhead, quick
adaptation to dynarnic link conditions and low plrocessing
and memory overhead. Thus the AODV routing protocol

is used in this research, as it is the widely used one in the
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development of the Real-Time Intrusion Detection
system. Tﬁe disadvantage with this protoco] is that it does
~ not consider the vulnerabilities. The nodes that fail to
. transfer the routing packets are not identified in normal
AObV. Thus a new routing protocol PSAOD-V is

proposed as an extension of AODV protocol.

4, INcursiON DiSCOVERY

A, Finite State Machine Constraints

The network monitor employs a finite state machine for
detecting incorrect RREQ and RREP packets. A finite
state machine is defined as an abstract machine consisting
~ of a set of states (including the initial state), a set of input
and output events and a state transition function. The
function takes the current state and an input event and
returns the new set of output events and the next state.
The state machine can also be viewed as a function, which
) maps an ordered sequence 6f input events into a

corresponding sequence of output events.

Timed finite state machines are an extension to normal
‘finite state machines that are used when real-time behavior
is required. Thus, timed finite state machines até state-
transition graphs with timing constraints using finitely
many real-valued clocks. Hence, a time related event

* might trigger the machine to move forward to a new state.
B. Assulﬁptions

For the RIDAN [1] system to work, some factors have to
be true. The assumptions that were made during the
implementation of this system are not farfetched or
unrealistic and can easily be realized in an ad hoc

* networking environment [3}. Our assumptions are:
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¢ Every link between the participating nodes is bi-

directional.

° Nodes operate in a promiscuous mode, which means

they can listen to their neighbor's transmissions.

¢ All the participating nodes have the RIDAN incursion

discovery component activated.
C. Energy Saving Attack

Mobile nodes due to limited battery life and limited-
processing capabilities may decide not to participate in
the routing process in order to conserve energy. Thus, a
malicious node upon receiving a routing packet that is
not destined for it drops the packet deliberately. Though
such nodes conserve energy, they may also cause network
segmentation. If some of the participating nodes are
connected only with the malicious node, they become
unreachable and isolated from the rest of the network.
This attack against AODV is realized as Energy saving
attack and is not handled by the normal AODV.

D. Energy Saving Attack Detection

All the nodes participating in the network are set to bein
promiscuocus rhode so that the neighboring nodes can
detect whether a malicious node has forwarded a routing
packet. However, some times a node may not forward
the routing packet due to traffic overload also. Those
nodes are not really malicious and are referred to as
offending nodes. The incursion discovery component
moves first to a pre-alarm state in order to prevent false
alarms caused by traffic overload and in this state it

unicasts the routing packet to the offending node again.
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AL-> If next node forwards the packet or replies with
RREP

B->RREQ forwarded.

C->if next node does not forward a packet
D->Inede does not forward second packet

Figure 2 : Finite State Machine

The presented Finite State Machine (FSM) is triggered
whenever a node sends or forwards a RREQ or a RREP
packet. It remains in state 1 for time t waiting for the
node to forward/reply to the routing packet. If the node
repiies or forwards the packet, it normally resets the FSM
with N_RESET as described in Fig.2 Finite state machine.
Ifthe node fails to appropriately respond to the forwarded
routing traffic, the FSM moves to a Pre-Alarm state and
remain there for time t. If the node manages to respond
) appropriately by forwarding the routing traffic or by
replying to a RREQ, it is removed from the suspécted

nodes list and the FSM normally resets.

Otherwise, the FSM goes to an alarm state and the
monitoring node marks this no_de as malicious. This is a
distributed approach and hence overcomes the
disadvantages of centralized approach [5] and as this
system monitors all the intermediate nodes it overcomes

the disadvantage of only monitoring sender or receiver [2].

Thus monitoring node does not forward any kind of traffic
through the node that is marked malicious by the FSM
and it also sends a RRER packet to the upstream neighbors
in order to prevent them from sending traffic through the

malicious node. Thus the mobile Ad hoc network is
secured as the malicious nodes are detected and logically

eliminated from the network.
5. ENERGY SAVING ATTACK - IMPLEMENTATION

A new routing agent is propoéed to detect the malicious
behavior of the nodes in energy saving éttack. The existing
AQDV protocol is eﬁctended as the new routing agent
PSAODV (packet saving AODV).

In this attack, the malicious node acts selfishly and drops
g]I routing traffic that it is not destined for itself. Thus,
upon a2 RREQ packet the nodé checks the destination.
Only if the déétination is the same node, it fﬁrther
processes the packet and sends a RREP. Similarly, when
the node receives a RREP packet, it will add the new
route to its routing table only after checking if it iad sent
the original request for the route. In all the other cases
the node just drops the received packet without
processing. The Route Error (RERR) packets are
processed normally in ali cases, which help in detecting

invalid routes.
A, Algorithm

Algorithm To Receive The Packet

® Extract the IP_header of the packet p
* Exfract the routing information included in the packetp

* Drop if this node I the source of the packet if I have
recently heard of this request.

® Check if this node is the destination of this RREQ
packet, if yes then process it.

* If this node is not the destination drop it

Algorithm To Reply For The Packet '

836

¢ Extract the [P_header of the packet p
¢ Extract the routing information included in the packetp
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Check if this node is the destination of this RREP
packet, if yes add the new route to the routing table
‘and further process the packet normally

If this node is not the destination then drop the packet.

Figure 4 : Data sent fromAto E via C. But P
drops the packet
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6. PACKET SAVING AobV
The FSM developed to detect this attack was incorporated
into the existing AODV routing agent. Since AODV does

' not operate in promiscuous mode by default, some

modifications had to be performed in the existing files of
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ns-2[2]. The fact that promiscuous mode was enabled in
AQODV had no impact in the overall performance of
AODV and the Enhanced tap module which is described
below will make the nodes overhear the forwarded traffic.

The FSM developed to detect this attack 1s'tr1ggered

I

whenever a node forwards routmg trafflc to its
neighboring nodes. A structure called PSUNode is
developed to hold information necessary o momt:)r ;tile
neighboring nodes that are suspected foi m;lié:ious

behavior. The PS Node data structure holds fﬁe followmg

AN

information:

node_id: The IP address of the no%lf,;_!to whlchthe
routing traffic is forwarded. o
send_reply: A Boolean value thaf béébﬁ%és ‘trﬁe
whenever the offending node replies  toia RREQ
packet that was forwarded to it.

pre_alarm: A Boaolean value that becomes true if the
node does not respond as expected to the forwarded
traffic.

Alarm: 2 Boolean value that becomes true whenever
we decide that the offending node performs the energy
saving attack. '

Time: a double vanable that keeps the nme when the
offending node was added in the data structure.

Hence, whenever a node forwards routing traffic for which
a neighboring node is not the destination it adds each
neighboring node to the data structure called monitoring
list and waits to observe their behavior. The monitoring
list (malicious node list) keeps track of the nodes which
are participating in forwérding the packets. Once the
packets have been forwarded by the node it will be

removed from the list,

In the Enhanced tap module modification is done such
that if it overhears that a neighboring node has replied to
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the forwarded RREQ), it means that the node has acted
appropriately and it can be removed from the monitoring
list If this is not the case and the packet was a RREP then
the‘oft'ending node has to forward the packet. If the
offending node fails to forward the routing packet within
a time limit, the FSM moves to the Alarm state. In case
of aﬁ alarm, the legitimate node marks this node as
- malicious and stops forwarding traffic to it for 2 seconds
and it also sends a RERR message to all its upstream
neighbors to inform them that all the routes that include

this node are not valid any more.

The pseudo code of the Enhanced tap module that realizes
‘the attack analysis and the countermeasure modules are

illustrated below.

1

Algorithm For Enhanced Tap Module:
Steps to find the non-malicious node

~ If the node exists in the monitoring list and if the

pre_alarm state is false

 Check the pre_alarm threshold against the time that
this no_de was added in the list, if the time threshold
has ekpired
¢  Remove the node form the monitoring list.

If the nﬁde exists in the monitoring list and if the

pre_alarm state is true

* Check the alarm threshold time against the time that
this node was in the alarm state, if the time threshold
has expired

*  Remove the node from the monitoring list.
Steps to find the malicious node

If the node exists in the monitoring list and if the

- pre_alarm state is false
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® Check the pre_alarm threshold against the time that
this node was added in the list, if the time threshold
has not expired

¢  Move the FSM to the pre_alarm state by setting

the pre_alarm value to true.

If the node exists in the monitoring list and if the

pre_alarm state is frue

¢ Check the alarm threshold time against the time that
this node was in the alarm state, if the time threshold

has not expired
¢ Set alarm value to frue,
°  Send RERR packet to upsiream neighbors.

®  Start timer for 2 seconds that the offending

(malicious) node will be penalized.
7. Accuracy OF RipaN SysTeEM

All incursion discovery systems suffer from false alarms
that occur whenever the system incorrectly sounds an
alarm when there is no malicious behavior present in the
network.]. However, the traffic patterns that denote that
an active attack is performed against the routing protocol
can be realized when the AODV operates normally dﬁe
to high application traffic and high node mobility. The
advantages of PSAODYV over AODYV can be well seen
from the graphs presentedr in Fig.6 and Fig.7. .

The system was tested in terms of detection accuracy and
it is found that it has greater accuracy in preventing the

attack.
8. ImpLEMENTATION IN N3-2

The proposed solution is tested with ns-2 simulator. The
testing was done with 25 nodes, in which 10 nodes are

malicious nodes. At the initial phase there was high
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percentage of loss of packets as shown in Fig.7. According
to the solution proposed, the malicious nodes that failed
fo transfgr the packets were detected and finally the
identified malicious nodes were re moved from the

network 6f 25 nodes.

The metric delivery ratio is defined as the ratio between
number of packets transmitted by the source and number

of packets received by the desfination.

The comparative study of the existing protocol ACDV
and the newly proposed protocol PSAODYV is made with
respect to the metric delivery ratio and the result is shown

" inthe Fig.6.
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Figure : 6 Delivery Ratio Comparison '

it can be seen from the graph that delivery ratio is high
when PSAODV is used compared to the ratio when
AQDV is used.
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Figure 7 : Accuracy of the PSAODV In Reducing
The Packet Loss

Fig.7. Depicts the accuracy of the new protocol PSAODV
inreducing the packet loss. The malicious nodes that have
been identified by the enhanced Tap module are being
assisted by the PSAODV in reducing the packet loss by
malicious node for saving its energy. Thus the graph
shows that there is constant decrease in the packet loss

against the packets gained in the network.
9, CONCLUSION

This paper identifies the special requirements of mobile
ad hoc network security, robustness, and fairness, and it
introduces a scheme to cope with them by retaliating for
malicious behavior and wamning affiliated nodes to avoid
bad experiences. Nodes learn not only from their own
experience, but also from observing the neighborhood
and from the experience of their friends [9]. Observable
attacks on forwarding and routing can be thwarted by the
suggested scheme of detection, alerting and reaction. Thus
a new routing algorithm Packet Saving Ad Hoc on
Demand Distance Vector was proposed with energy
saving mechanism from the MAC which improves the

delivery ratio and reduces the packet loss,

839 .
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