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ABSTRACT

The increasing reliance on wireless networks for
information exchange makes it critical to maintain reliable
and secure communications. Much' attention has been
focused recently on security aspects of Wi-Fi (IEEE
802.11) wireless AN systems. The paper discusses about
two main wireless security protocols — WEP and WPA,
used for secure transmission of data over wireless
networks. These protocols strongly increase the level of
data protection and access control for existing and future
wireless LAN systems. The above-mentioned protocols
will assure that only authorized network users can access
the network. Wireless LANs must be secured to ensure
protection of privacy and data integrity. The paper covers
the native security issues in IEEE 802.11, and how WEP
and WPA can be utilized to overcome the security

problems.
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1. INTRODUCTION

Wireless communications provide potential security
issues, as an intruder does not need physical access to
the traditional wired network to gain access to data.
802.11 Wireless LAN standard incorporates four

mechanisms to provide secure access to wireless LAN.
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The mechanisms are Service Set Identifier (SSID), Media
Access Control (MAC) address filtering, Wired
Equivalent Privacy (WEP) and Wi-Fi Protected Access
(WPA). _

The SSID segments the wireless LAN into multiple
networks, each of which has its own identifier. To access
one of the multiple networks within the wireless LAN,
the client and access point-devices need to be configured
with appropriate SSID. An attacker, so additional security
measures are needed, can compromise the SSID

identifiers.

MAC address filtering increases security by requiring
each wireless access point to be configured with MAC
addresses of authorized client devices. Only client devices
with listed MAC addresses can connect through that
access point. The weakness of this approach is that an
attacker can intercept the MAC address by sniffing and
then configure the attacker’s wireless card on a client
device with that MAC address to gain access to the
network. Strong encryption algorithms can provide

effective protection against sniffing [4].

Wired Equivalent Privacy (WEP) was originally designed
to provide encryption and authentication as part of the
802.11 standard. It employs an encryption algorithm,
which utilizes a key, With WEP, wireless clients and
access points are manually configured with same key,
which can be 40 or 128 bits in length. Publicly available
tools are available that are designed to enable the recovery
of encryption keys. It is possible for an attacker to sniff
network transmissions and then use these tools to

determine WEP encryption keys [1].
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The Wi-Fi alliance is developing its own standard known
as Wi—Fi Protected Access (WPA). WPA was developed
1o eljminate the vulnerabilities of WEP. WPA is based on
the 862.1 1i draft and will work on existing access points
and client cards. 802.11i standard was designed to
improve the security of WLANSs. The standard is based
around 802.1x port based authentication for both users
and devices. The standard includes WPA and Robust
Security Network (RSN).

WPA uses Temporal Key Integrity Protocol (TKIP) as
the protocol and algorithm to improve security issues of
keys used with WEP. It changes the way the keys are
derived and rotates keys more often for security. It also
adds 2 message-integrity-check function to prevent packet
forgeries. RSN uses dynamic negotiation of authentication
-and encryption allgorithms between access points and
mobile devices. The authentication schemes proposed in
the standard are based on 802.1X and Extensible
Authentication Protocol (EAP). The encryption algorithm
"'is Advanced Encryption Standard (AES) [71.

2. SECURITY IN WIRELESS NETWORKS

In wireless networks the threat to security of information
flow is the most common. Unlike wired networks that
have some degree of physical security, physical security
of the wireless networks is impossible and therefore
security attacks on information flow are the most
"widespread. Information security protocols must counter
these attacks under the assumption that hardware and
software compromises may occur. Most security protocols
and architectures designed for wired networks may not

be effective in wireless networks [10].

Currently most wireless networks rely on the inherent
- technical complexity as a principle means of security.
Only confidentiality and authentication are given

importance in current wireless networks. The key sizes
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used in current wireless systems are not sufficiently large
enough for good security. In IEEE 802.11 WLANs a 40-
bit key is used in encryption algorithm. In most cases the
size of identification parameter and the algorithms
employing it provide loopholes and vulnerability in the
protocol. Security issues outside of confidentiality and
identification are not often addressed in current wireless

networks [5].

The major drawback of current approaches is that they
do not consider security issues related to location,
mobility and radio resource management procedures. The
Internet Engineering Task Force (IETF) is now
investigating authentication, authorization and accounting
(AAA) procedures in the context of mobile IP. In WLANSs
the point of access (AP) is small and inexpensive, thus
WLAN APs must be authenticated. Finally, wireless
communication devices are expected to be mobile and
should thus consume as little power as possible while
performing computations for encrypting or decrypting

data {12].

3. Wirep EQuivALENT Privacy (WEP)

WLANs are vulnerable in various ways, and all the

vulnerabilities can be classified into two types:
e Unauthorized Access Threats
e Denial of Authorized Access

The first involves threats from hackets and viruses, in an
attempt to get into the network and access the data. Thé
second type is more or less like a Denial of Service (DoS)
attack, where some other device may affect the
functiohality of the network, either intentionally or
unintentionatly [3].

Wired Equivalent Privacy (WEP) is an encryption
standard for 802.11b networks. It was introduced a long

ago, and even though it was found to contain severe




JCS Vol. 1 No. 3 Nov - Dec 2005

security flaws, continues to be in use today by somewhat
outdated equipment. The figure: -1 shows a point to

multipoint mode connection with secured commection.

Access Point C Access Point D

N/

Access Point A

Secured
Connection / \

Access Point B Access Point E

Fig 1. Point to Multipoint Mode

The secured connection between the Wireless-enabled
device and the Access Point can be implemented using

WEP protocol. It is shown in figure:-2.

Secured

Connection via
Access | WEP or WPA | Access
Point A [Ees—

Fig 2. Wireless network using WEP

WEP is a form of encryption, which provides privacy
comparable to that of a iraditional wired network. If the
wireless network has information that should be secure
ther WEP should be used, ensuring the data is protected
at traditional wired network levels. This security protocol
is available in 40-bit to 512-bit encryption. Most access

points and interface providers offer these protocols {11].

WEP security is good enough and uses a common key
shared among all of the devices on the network to encrypt
wireless data. Unfortunately, WEP is a very weak form
of security. Hackers can access tools freely available on
the internet like WEPcrack, Aircrack, and Airsnort that
can crack a WEP key in as little as fifteen minutes. Once
the WEP key is cracked, the network traffic instantly tums
into clear text — making it easy for the hacker to treat the

network like any open network.
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WEP uses the RC4 encryption algorithm, which is known
as a stream cipher. A stream cipher operates by expanding
a short key into an infinite pseudo-random key stream.

The sender XORs the key stream with the plaintext to

produce cipher text. The receiver has a copy of the same

key, and uses it to generate identical key stream. XORing
the key stream with the cipher text yields the original
plaintext [8].

A high percentage of wireless networks have WEP
disabled because of the administrative overhead of

maintaining a shared WEP key.

WEP has the same problem as all systems based upon
shared keys: any secret held by more than one person
soonr becomes public knowledge. An example is an
employee who leaves a company and the employee still
knows the shared WEP key and could sit outside the
company sniffing network traffic or even attacking the
internal network. The initialization vector that seeds the
WEP algorithm is sent in the clear and the WEP checksum
is linear and predictable. The static nature of the shared
secret keys emphasizes this problem. 802,11 don’t
provide any functions that support the exchange of keys
among stations. As a result, system administrators and
users generally use the same keys for weeks, months, and
even years. This gives mischievous culprits plenty of time

to monitor and hack into WEP-enabled network.

WEP encryption standard only encrypts data packets, and

not any of the management

packets. Since the SSID (Service Set Identifiers) is sent
out in these management packets, namely the beacon and
probe management packets, it is not encrypted even if
WEP is turned on. The SSID goes over the air in clear
text, making it easy for an intruder to get hold of. It is
better off turning SSID broadcasts off, and forcing the

clients to do a network search when they boot up [6].
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Despite its flaws, WEP provides some margin of sccurity
compared with no security at ail and remains useful for
casual home users. For large enterprise users, WEP native
security can be strengthened by deploying it in
conjunction with other security technologies such as
Virtual Private Networks (VPNs) or 802.1x authentication
with dynamic WEP keys. Nevertheless, Wi-Fi users
demanded a strong, interoperable, and immediate security
enhancement native to Wi-Fi. The result of this demand

is Wi-Fi Protected Access (WPA).

4, Wi-Fi ProTECTED ACCESS (WPA)

IEEE is working on a number of security enhancements
to the 802.11 standard, collectively known as 802.111. It
accelerated the implementation of robust wireless LAN
security solutions by multiple vendors. The subset of the
802.11i draft standard is called Wi-Fi Protected Access
(WPA) and is forward compatible with future 802.111
standard. It provides WLAN users with data protection
while helping to ensure that only authorized users gain
access to the network. WPA is designed to address all
known WEP vulnerabilities, and can provide effective
protection against both non-targeted and targeted attacks.
WPA implementation will make it possible for enterprises
to protect their campus WLAN with scalability, without
deploying Virtual Private Network (VPN) or firewall
technology.

WPA had several design goals, that is, be a strong,
interoperable, security replacement for WEP, be software
upgradeable to existing Wi-Fi certified products, be
applicable for both home and large enterprise users, and
be available immediately. To meet these goals, two
primary security enhancements have been made. WPA
wag constructed to provide an improved data encryption,
‘which was weak in WEP, and to provide user

authentication, which was largely missing in WEP.

The first one, to improve data encryption, Wi-Fi Protected
Access utilizes its Temporal Key Integrity Protocol
(TKIP). TKIP provides important data encryption
enhancements including a per-packet key mixing function,
a Message Integrity Check (MIC), an extended
Initialization Vector (IV) with sequencing rules, and a
re-keying mechanism. TKIP, through these enhancements,
addresses all WEP’s known vulnerabilities. The second
one, WPA provides an Enterprise-Level User
Authentication via 802.1x and Extensible Authentication
Protocol (EAP). WEP has almost no user authentication
mechanism. To strengthen user authentication, WPA
implements 802.1x and EAP. These implementations
provide a framework for sirong user authentication. The
framework utilizes a central authentication server, such
as Remote Authentication Dial-In User Service
(RADIUS), to authenticate each user on the network
before they join. It also employs mutual authentication
so that wireless uger doesn’t accidentally join a dangerous
network that might steal its network credentials. The

figure: -3 shows a wireless network that uses 802.1x

security.

IEEE 802.1x Access
RADIUS Point
Authentication
Server

Fig: 3 Wireless Network using 802.1x
WPA will be forward compatible with IEEE 802.11i
security specification currently under development by the
IEEE. The main pieces of the 802.11i draft that not
included in WPA are secure Independent Basic Service
Set (IBSS), secure fast handoff, secure de-authentication
and disassociation, as well as enhanced encryption

protocols such as Advanced Encryption Standard -
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Counter Mode with Cipher Block Chaining Message
Authentication Code Protocol (AES — CCMP). These
protocols will require hardware upgrades to tmplement.
The latest version of WPA, named WPA-2, offers forward
compatibility with WPA. WPA-2 provides final 802.11i
standard and uses new AES cipher, but will require

hardware upgrade.

WPA effectively addresses the WLAN security
requirements for the enterprise and provides a strong
encryption and authentication solution. WPA should be
used in conjunction with RADIUS authentication server
to provide centralized access contrel and management.
In a home or Small Office/Home Office (SOHO)
environment, where there are no central authentication
servers, WPA nuns in a special home mode. This mode
called Pre-Shared Key (PSK) allows the use of manually
entered keys and is designed to be easy to set up for the

home user [2].

The intrinsic encryption and authentication schemes
defined in WPA may also prove useful for Wireless
Internet Service Providers (WISPs) offering Wi-Fi public
access in hot spots where secure transmission and
authentication is particularly imporiant to users unknown
to each other, The authentication capability defined in
the specification enables a secure access control
mechanism for the service providers and for mobile users

not utilizing VPN connections {9].

In a large network with many clients, some access points
may operate in a mixed mode, which supports both clients
running WPA and clients running original WEP security.
While useful for transition, the net effect of supporting
- both types of client devices is that security will operate
at the less secure level (WEP), common to all devices.
Organizations will benefit by accelerating the move to

WPA for all Wi-Fi clients and access points.

5. SEcuriTY MODEL

The proposed model assumes that no node trusts any other
noade, whether it is internal or external. Each node has to
implement a Firewall application with encryption/
decryption facility, to protect the threats from illegal
intrusion, The model also uses a centralized access control

and management through RADIUS Authentication Server.

Access points are connected to the RADIUS server
through secured WPA connection. In this model, double
security is provided using Firewall and WPA. The

architecture of the model is given in the fig: 4.
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Fig: 4 Security Model Architecture

Node B

Two more security enhancements are added to the model.
First one; the RADIUS Authentication Server can use a
three-way handshake method, for allowing a node to join
the network. Using this three-way handshake approach,
an added security in the form of confirmation can be
obtained.

Second one; a dynamic key exchange mechanism between
the nodes is incorporated into the model. Each time a

transmission is initiated between two nodes, they
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Despite its flaws, WEP provides some margin of security
compared with no security at all and remains useful for
casual home users. For large enterprise users, WEP native
security can be strengthened by deploying it in
conjunction with other security technologies such as
Virtual Private Networks (VPNs) or 802.1x authentication
with dynamic WEP keys. Nevertheless, Wi-Fi users
demanded a strong, interoperable, and immediate security
enhancement native to Wi-Fi, The result of this demand

is Wi-Fi Protected Access (WPA).

4. Wi-Fi1 ProteCTED ACCESS (WPA)

IEEE is working on a number of security enhancements
to the 802.11 standard, collectively known as 802111 It
accelerated the implementation of robust wireless LAN
security solutions by multiple vendors. The subset of the
802.111 draft standard is called Wi-Fi Protected Access
(WPA) and is forward compatible with future 802.11i
standard. It provides WLAN users with data protection
while helping to ensure that only authorized users gain
access to the network. WPA is designed to address all
known WEP vulnerabilities, and can provide effective
protection against both non-targeted and targeted attacks.
WPA implementation will make it possible for enterprises
to protect their campus WLAN with scalability, without
deploying Virtual Private Network (VPN) or firewall
technology.

WPA had several design goals, that is, be a strong,
interoperable, security replacement for WEP, be software
upgradeable to existing Wi-Fi certified products, be
applicable for both home and large enterprise users, and
be available immediately. To meet these goals, two
primary security enhancements have been made. WPA
was constructed to provide an improved data encryption,
which was weak in WEP, and to provide user

authentication, which was largely missing in WEP.

The first one, to improve data encryption, Wi-Fi Protected
Access utilizes its Temporal Key Integrity Protocol
(TKIP). TKIP provides important data encryption
enhancements including a per-packet key mixing function,
a Message Integrity Check (MIC), an extended
Initialization Vector (IV) with sequencing rules, and a
re-keying mechanism. TKIP, through these enhiancements,
addresses all WEP’s known vulnerabilities. The second
one, WPA provides an Enterprise-Level User
Authentication via §02.1x and Extensible Authentication
Protocol (EAP). WEP has almost no user authentication
mechanism. To strengthen user authentication, WPA
implements 802.1x and EAP. These implementations
provide a framework for strong user authentication. The
framework utilizes a central authentication server, such
as Remote Authentication Dial-In User Service
(RADIUS), to authenticate each user on the network
before they join. It also employs mutual authentication
so that wireless user doesn’t accidentally join a dangerous
network that might steal its network credentials. The

figure: -3 shows a wireless network that uses 802.1x

security.
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Fig: 3 Wireless Network using 802.1x
WPA will be forward compatible with IEEE 802.111
security specification currently under developmient by the
IEEE. The main pieces of the 802.11i draft that not
included in WPA are secure Independent Basic Service
Set (IBSS), secure fast handoff, secure de-authentication
and disassociation, as well as enhanced encryption

protocols such as Advanced Encryption Standard -
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Counter Mode with Cipher Block Chaining Message
Authentication Code Protocol (AES — CCMP). These
protocols will require hardware upgrades to implement.
The latest version of WPA, named WPA-2, offers forward
compatibility with WPA. WPA-2 provides final 802.111
standard and uses new AES cipher, but will require

hardware upgrade.

WPA effectively addresses the WLAN security
requirements for the enterprise and provides a strong
encryption and authentication solution, WPA should be
used in conjunction with RADIUS authentication server
to provide centralized access control and management.
In a home or Small Office/Home Office (SOHO)
environment, where there are no central authentication
servers, WPA runs in a special home mode. This mode
called Pre-Shared Key (PSK) allows the use of manually
entered keys and is designed to be easy to set up for the

home user {2].

The intrinsic encryption and authentication schemes
defined in WPA may also prove useful for Wireless
Internet Service Providers (WISPs) offering Wi-Fi public
access in hot spots where secure transmission and
authentication is particularly important to users unknown
to each other. The authentication capability defined in
the specification enables a secure access control
mechanism for the service providers and for mobile users

not utilizing VPN connections [9].

In a large network with many clients, some access points
may operate in a mixed mode, which supports both clients
running WPA and clients running original WEP security.
While useful for transition, the net effect of supporting
both types of client devices is that security will operate
at the less secure level (WEP), common to all devices.
Organizations will benefit by accelerating the move to

WPA for all Wi-Fi clients and access points.

5. Security MobEL

The proposed model assumes that no node trusts any other
node, whether it is internal or external. Each node has to
implement a Firewall application with encryption/
decryption facility, to protect the threats from illegal
intrusion. The model also uses a centralized access control

and management through RADIUS Authentication Server.

Access points are connected to the RADIUS server
through secured WPA connection. In this model, double
security is provided using Firewall and WPA. The

architecture of the model is given in the fig: 4.
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Fig: 4 Security Model Architecture

Two more security enhancements are added to the model.
First one; the RADIUS Authentication Server can use a
three~-way handshake method, for allowing a node to join
the network, Using this three-way handshake approach,
an added security in the form of confirmation can be
obtained.

Second one; a dynamic key exchange mechanism between
the nodes is incorporated into the model. Each time a

transmission is initiated between two nodes, they
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exchange the keys to be used for next transmission. For
initial transmission, a default key can be used which will
be decided by the RADIUS Authentication Server. By
dynamically changing the keys to be used for
transmission, protection from outside attacks can be
achieved. The mechanism can be implemented in two
ways: Centralized or Decentralized. In Centralized
dynamic key exchange, RADIUS Authentication server
will decide the dynamic kays to be used between the
podes, whereas in Decentralized scheme, the individual
nodes will decide the keys to be used for data

transmission.

The only drawback of this model is that data fransmission
will take time, as it has to pass through two security levels.
Since the wireless medium is not secured compared to
physical medium, the model has given more importance
to security than time. The time consumption problem
can be solved to a certain extent by using fast processors

and high-speed wireless data transmission devices.

6. CONCLUSION

The greatest threat to the security of an enterprise LAN
probably results from the failure to implement the
effective security solutions that are currently available.
While 802.11 WLANSs that only utilize WEP have
significant security vulnerabilities. VPN technelogy
provides additional protection for mission-critical data,
and it can be scaled to meet the needs of large netwoiks.
The IEEE 802.1x standard is 2 port-based authentication
framework with dynamic distribution of session keys for
WEP encryption. The availability of these solutions makes
it possible for enterprises to deploy WLANs with security.
The emergence of WPA-enabled devices provides
enterprises with a clear migration path from 802.11 with
WEP to 802.1x to WPA with TKIP, and ultimately to
802.11i security solutions with the robust encryption of
AES.
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