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Improved Algorithm for Elliptic Curve Scalar Multiplication Using wMOF
and Shamir Method

E.Karthikeyan', P.Balasubramaniam’

ABSTRACT

Since the inception of elliptic curve based cryptosystems,
numerous amount of research has been done to increase
the efficiency. ECC is accepied widely as a next
generation cryptosystem and is more suitable for limited
environments like cellular phones, PDA etc. Scalar
multiplication is the most time consuming operation in
elliptic curve based protocols. In this paper, we discuss
the new canonical form called MOF (mutual opposite
form) and propose a new method, which is an extended
version of Shamir’s method. It is found that our proposed
method significantly improves the performance of the

elliptic curve exponentiation.

Kevworps : scalar multiplication, elliptic curve, non-

adjacent form, mutual opposite form

1. INTRODUCTION

Elliptic Curve Cryptography (ECC) was independently
proposed by Miller [6] and Koblitz [2] in the year 1985
and it is gaining a wide acceptance as an alternative to
the conventional cryptosystems [4] like RSA and DSA.
The primary reason for the attractiveness of ECC over
the conventional systems is that it offers equivalent
security using far smaller key sizes. For example, RSA
needs 1024-bits but ECC needs just 160-bits to offer

similar level of security. These advantages are particularly
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beneficial in applications where bandwidth, processing
capacity, power availability, or storage is constraint. Such
applications include: smart cards, electronic commerce,
web servers, cellular telephones, PDA and pagers (See
more details in {3]f5]).

Elliptic curve based protocols such as ECDH (Elliptic
Curve Diffie-Heliman},

ECDSA (Elliptic Curve Digital Signature Algorithm) and
ECIES (Elliptic Curve Integrated Encryption Schemes)
involves scalar multiplications. The speed of scalar
multiplication plays an important role in deciding the
efficiency of the whole system. In particular, fast
multiplication is more crucial in some environments such
as central servers, where the large number of key
agreements (ex. e-commerce server) or signature
generations occur, and in handheld devices with low

computational power.

The rest of this paper is organized as follows. In section
2, the standard scalar multiplication algorithm is
explained including NAF (Non-adjacent Form)
conversion. New canonical representation of binary string
called MOF (Mutual Opposite Form) is discussed in
section 3 and in section 4 an efficient method for
exponentiation called window method is discussed. Our
proposed method is illustrated with example in the

section 5.

2. ScaLAR MULTIPLICATION

Scalar multiplication is the calculation of the form Q=k
P where P and (@ are the points on the curve and k is an

integer. This is simply calculated by adding P repeatedly
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k times. i.e. P+ P + P... P. The binary representation of
I-1

k ie, k= ij‘?'J , where kj e {1,0} can be used for

j=0

the computation of kP by repeated “point additions” and
“point doublings” (i.c. ECADD and ECDBL) and the
following is an algorithm, Algorithm-1 for the

computation of kP.

{Input:k and P
(k is an integer and P is point)

Output : Q =kP

Begin
Q€0
Forj=1-1DownTo 0
Q € 2Q (ECDBL)
If (uj=1)
Q€ Q+P (ECADD)
Retumn Q
End

Algorithm-1 ; Binary Method
The expected number of 1’s in the binary representation
ofk is //2 and .the expected running time is approximately
1 ponit doublings and //2 point additions for /-bit integer
k. The non-zero digit of the binary representation requires
an extra operation than the zero entries. For example, if
the bit is 1, then two operations are to be carried out
(ECDBL and ECADD) and if the bit is 0, only one
operation 1.e, ECDBL is carried out. So the computation
with many zero entries of the binary representation
becomes faster exponentiation. Signed representétion is
an alternative representation for binary strings, which is'

discussed in the next section.

3. Non Apiacent Form (NAF)

Subtraction of points on elliptic curve is just as an addition
operation and this leads to the signed digit representation
called Non-adjacent Form (NAF). In case of NAF, integer
k is converted to the signed binary representation using

three digits, namely ‘0°,°1” and ‘-1°. Here, integer k is

) I ) :
i
represented as k = ZI{ j2 , where each kj € {-1, 0,
i=¢

I}. So the signed binary representation of an integer
minimizes the number of addition / subtraction operation
and it becomes an efficient method for scalar mutiplication.

NAF of an integer k can be converted by the Algorithm-2.

Input : k¥ where k is an Integer
Output : NAF representation of k
c<k;l<0
While (¢ > 0)
If (c is odd)
ufl] € 2—(cmod4)
c < c—ufl]
Else
ufl] €0
EndIf
cécf2 1€i+1
End While
Return u

Algorithm-2: Computation of the NAF

The revised binary method is called ‘addition-
subtraction’ method, which is described in draft standard
IEEE P1363 [7]. The algorithm-3 performs addition /
subtraction operation depending upon the sign of each

digit, scanned from left to right.

Input : NAF(k) and point P
Qutput: Q=kP
Begin
u[ ] € NAF(k) Q€O
Forj=1-1DownTo 0
Q< 2Q
If (= 1)
Q€ Q+P
If (uj=-1)
Q&€ Q-P
EndFor
Return Q
Algorithm -3: Addition-Subtraction
method

The above algorithm performs / doublings and #/3

additions on an average for the /-bit integer k. Fork=7

(111),, the binary method would require 3 doublings and
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'3 additions. In case of addition-subtraction method (NAF
(7)is 1 0 0 —1), it would require 4 doublings and only 2

additions. The variation can be realized for large k.

Conversion of an integer k to NAF (k) starts with the
least significant bit; each bit must be shifted by single
digit from right-to-left. This conversion process, however,
has the drawback that involves duplication and as a result,
the conversion time becomes longer for large k. This is
the disadvantage of the scalar multiplication algorithm,

which uses NAF of an integer.

5. Mutuat OprosiTe Form (MOF)

Mutual Opposite Form (MOF) is a new canonical
representation of signed binary strings proposed in
CRYPT 2004 [1]. Recoding can be done from left-to-
right or right-to-left. Since the left-to-right conversion
scheme saves the time and memory, MOF is preferable
on constraint devices. A property of MOF is that signs of
adjacent non-zero bits (without considering 0 bits) are
opposite, and most non-zero bit and the least non-zero

bit are 1 and -1, respectively,

5.1 MOF Conversion

Let us see the conversion from n-bit binary string to (n-+1)-
~ bit MOF. The n-bit binary string d can be converted to a
signed binary string by computing md=2d-d, where *-*
stands for a bitwise subtraction and the algorithm is given
below. Finally, MOF is converted according to the
property i.e. (1,-1)=>(0,1) and (-1,1)=> (0,-1).

2d=4dp;  di2 diy d do
4= dat d; d, d, do
md = dn.] dn.g-dn.l di-l'di d;-dz do-d| *dn
nput : n-bit binary string d=dn.i|dn-z|. .- {dilde
Qutput : MOF mid,)...jmd,|md, of d
mdn= dnAl
fori=n-1downtoldo
md; = dj. - d;
md() = -do
retun (md,, md,.1, ..., md;, mdg)

Algorithm-4 : Left-to-Right Generation from Binary to MOF
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The output of the algorithm-4 is the MOF(d} and it can
be used in ‘addition-subtraction’ method. For example,
binary equivalent of an integer 2393is°1 01101101
111 and the MOF 0f2393is°01100-100-1000
—1°. So it is found that the MOF of any integer is having

less hamming weight than the binary string of the same.

5.2.Window Method

The number of non-zero entries can be further minimized
by window method, which is the most common method
for computing exponentiation of random elements in
Abelian groups. This approach enhances the efficiency
of the binary method ai the expense of some
pre-computations. It significantly reduces the number of
point additions required, but the number of point
doublings remains essentiafly the same. The following is
an algorithm for conversion of an integer to wMOF of

the same.

Input : width w, n-bit binary string
d:dﬂ—!ldnél- . !di Idﬂ
Output : WMOF sd,isdp.1|...isdg of d

d;<-0:d,<-0
i<-0
whilei>=w-1do

if di = di-l then

sdi<-0;i<-1-1
¢lse
(sd;, sdi1, ..y 8diws1) <- Tablewsw(di - di
di—2 - di-l; ey di-w - di-w-l—l)
i<-i-w
if i >= 0 then
(sd;, sdiq, ..., sdp) <- Tablei:sw(di: - d;,
di2 - di-1, ..., do - dj, -do)

return (sdy, sdp.1, ..., sdp)

Algorithm-4: Left-to-Right Generation from
Binary to MOF

The average density of non-zero bits is asymptotically 1/

-+

(w=1) for n->e0, and the digit set equals T={=1, £3,...,
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(2**-1)} which seems to be minimal. The conversion of
an integer to MOF(d) illustrated with the following
example. Integer k=345; width w = 3. Some predefined
replacements are: 1-11, 10-1 =003, -11-1, -101 =>00-
3, 1-10=> 010, -110 => 0-10.

101 011 001 {Binary)

1-11-110-101-1 (MOF)

603 -11606-101-1

003 0-10 -101 -1

003 0100 0-3-1(wWMOR).
The number of zero entries and non-zero entries can be
compared from the above example and found that wMOF
has less number of non-zero entries than other
representation. So that window method is the best method

for the computation of kP with some pre-computation,

6. PROPOSED METHOD

There are vast amount of researches being carried out
for speeding up the scalar multiplication. Even a small
improvement is also welcome, because ECC is most
suitable for the consiraint devices, In some elliptic curve
based protocols we need to compute kP and, some cases
like signature verification requires the computation of
aP+bQ. Shamir proposed a simple method [8] to compute
aP+bQ simultaneously and he considers NAF of binary
string for the calculation ie NAF(a) and NAF(b). Sclinas
[2] also proposed a new method of computation of aP +
bQ (More details of various representation can be found
in [10]). In this paper we extend Shamir’s method using
wMOF of binary representation for doing paralle]
computation and it is illustrated in the Table-1. Let us
consider that a=687 and b=729, binary equivalent is 1 0
10101111and1011011¢01 and wMOF
equivalentof aandbis300-31000 -1and30 0-
10-1001.

a=687 3 0 o -3 1 0 0 0 -1

=729 3 0 { -1 1] -1 0 1] 1

Double 1 o OF | 12P | 24P | 42P | 86P | 172P | 344P | 688P
6Q | 12Q | 24Q | 46Q | 92Q | 182Q | 364Q | 728Q

+3P 3P

3P 21P

+3Q | 3Q

-G

+P 43p

-P 91Q 687P

+Q 7200

23
Q 0

Table-1: Example for the Proposed method

From the Table-1, it is found that the number of additions
required depends on the joint weight of a and b and the
mumber of doubling required is one less than the number
of bits in wMOF(a) or wMOF(b). Thus minimizing the
joint weight could speed up the computation. If we use
the conventional method for exponentiation of 687P +
729Q independently, it requires 18§ ECDBL and 11
ECADD operation and one more addition in the final.
But if we use our proposed method to perform the same,
it requires 8§ ECDBL and 6 ECADD operations only.
Computation of the row ‘Double’ is done simultaneously
by “Multi Threading” concept of JAVA. The proposed
method is tested on Intel Pentium IV machine using J2EE,
JCE (Java Cryptographic Extensions) and the result is

given in the Table -2,

Coordinate Algorithm Time
(ms)
Binary Method [2] | 0.63
Affine g, ted Binary Method [7] | 0.46
coordinate 1gned Binary Method [7] -
Proposed Method 0.31
Protect: Binary Method 0.52
rojective . .
Coordinate Signed Binary Method 0.39
Proposed Method 0.30

Table-2: Experimental Result of the Proposed Method

From the result obtained by our proposed method, we

found that our method significantly improves the speed
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of the scalar multiplication. There are many other
parameters that could change the efficiency of the
algorithm. The coordinate representation will change the
efficiency of the algorithm little more. Affine coordinate
requires a division in every addition and doubling
bpération but require fewer multiplications than the
projective coordinate. On the other hand, projective
coordinate does not require any division in either addition
or doubling but does require a division only once in the
final stage of the computation. Another coordinate system
called Jacobian coordinate system offer a slower addition
but a faster doubling [9]. So changing various elliptic
curve parameters may improve the performance of the

algorithm.

7. Concrustons & Future WoRxk

Since the inception of ECC, vast amounts of
researches are being carried out to increase the efficiency,
because it is accepted widely as next generation
cryptosystem very much suitable for the constraint
devices. Scalar multiplication is the most time consuming
operation in all elliptic curve based protocols. In this
paper we discussed the new canonical representation
called MOF and proposed a new method, which is an
extended version of Shamir’s method. It is found that
our proposed method significantly improves the speed of
scalar multiplication.
In the near future almost all the areas of ECC can further
be enhanced, because of its attractiveness and even a smail

amount of developmient is also most welcome.
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