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ABSTRACT

An elliptic curve cryptography co-processor using the
Modified Programmable Cellular Automata (MPCA) is
proposed, which can perform the scalar multiplication
over the GF (2°'"). The novel elliptic curve cryptography
(ECC) co-processor is parallel and polynomial basic with
high throughput, better efficiency and less memory area.
The proposed architecture can perform the doubling
operation maximum of 187 MHz frequency and occupy
418 slices, and addition operation is performed maximum
of 185 MHz and occupies 163 slices. With projective
coordinate, the co-processor is implemented using very-
high-speed integrated circuits hardware description
language (VHDL) and simulated using QrCAD

simulator,

Keywords - Elliptic Curve Cryptography (ECC),
Modified Programmable Cellular Automata (MPCA),

Scalar Multiplication.
I. INTRODUCTION

When the sensitive information is stored and accessed

via networked environment, considerable attention must

be taken to ensure data protection. A suitable encryption

and decryption methodology is adopted both at the server

and at the client end to safeguard the critical data. Very
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recently, the field of cryptography has grown
unprecedentedly because of the rapid growth in data
communications and internet services. The main
characteristics of the cryptography are data
confidentiality, authentication, data integrity, and non-
repudiation, zccess control and availabilities of service.
There are iwo types of cryptography, viz. secret-key
cryptography and public-key cryptography. Secret-key
cryptography [1]-[4] has a secrete key, which is used for
both encryption and decryption. Public-key cryptography
has two pairs of key; one pair is used for encryption while
another pair is used for decryption also having technology
for key agre'ement and digital signatures. Public key
cryptography has been widely used today for Information
security and E-commerce. The security of public
cryptosystems is based on number-theoretic hardness of

discrete logarithm problem.

In 1978, Riverst, Shamir and Adleman [5] had proposed
a well-known public key cryptography scheme is RSA.
The security of RSA is based on the difficulty of the
integer factorization problem. Elliptic curve cryptography
(ECC) was introduced by Victor Miller [6] in 1985 and
Neal Koblitz [7] in 1987. The ECC operations can be
implemented either over binary field GF {2™) or prime
field GF(p)[8]. The ECC over GF(2™) is easy to
implement on field programumable gate ammay (FPGA) -
because it is having only logic operations and shift

operations.

A fast paralle] architecture for the implementation of
the elliptic curve scalar multiplication using a novel
Modified Programmable Cellular Automata (MPCA) is

proposed. The proposed co-processor is parallel and
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polynomial basic with high throughput, better efﬁ%@éncy
and less memory area. The architecture can perform the
doubling operation maximum of 187 Mz frequency and
oceupy 418 slices, and addition operation is performed

maximurm of 185 MHz and occupies 163 slices.
IL. STATE-OF-THE-ART

The cellular automata (CA), proposed by Von Neumann
and Stanislav Ulam, are a bio-inspired paradigm highly
addressing the soft computing and hardware for a large
class of applications including information security [9].
The cellular automata technique used in parallel
processing and number theory appﬁcations. Jun-Cheol
Jeon [9] has proposed an efficient division architecture
using restricted irreducible polynomial on ECC based
on CA. An arithmetic computations architectures using
programmable cellular autornata has been proposed by
Zhang et al[10]. P.P. Choudhury et/ [11], have proposed
a LSB multiplier based on CA. Petre Anghelescu et al
[12] have proposed an efficient encryption algorithm
based on hybrid additive programmable cellular autornata

(HAPCA).

Anghelescu, P[13] has proposed a high-performance
encryption system base on bio-inspired based
cryptosystems. Sheng-Uei Guan [14] has developed a
new class of cellular automata, self programming cellular
automata (SPCA), with specific application to
pseudorandom number generation. Petre Anghelescu et
al [15] has presented an originally encryption system
implemented on a structure of hybrid additive
programmable cellular automata (HAPCA), which
support both software and Hardware implementation.
Petre Anghelescu {16] has proposed an encryption and
decryption modules and a cascadable structure of PCA

is used in order to ensure the security of the algorithm.

Nandi.S et al [24] has presented the theory and
application of Cellular Automata (CA) for a class of block

ciphers and stream ciphers to provide better security
against different types of attacks. Based on CA state
transitions certain fundamental transformations are
defined for block ciphering functions to generate the
simple (alternating) group of even permutations which
in turn is a subgroup of the permutation group and these
functions are implemented with a class of programmable
cellular automata (PCA) built around rules 51, 153, and
195. For streamn ciphers, high quality pseudorandom
pattern generators built around rule %0 and 150
programmable cellular automata with a rule selector (i.e.,
combining function).K.N. Vijeyakumar et al [25] , have
proposed Low- Power High-Speed Error Tolerant Shift
and Add Multiplier ,which enables the removal of input
multiplexer, switching of adder cells and bypassing adder
for zero bit values of the multiplier constant. Ning Zhu
et al [26],[27] , have proposed Low-Power High-Speed
Truncation-Error-Tolerant Adder, which is able to ease
the strict restriction on accuracy, and at the same time
achieve tremendous improvements in both the power

consumption and speed performance.
II1. ECC MATHEMATICAL BACKGROUND

Many public key cryptosystems are based on the finite field
GF(2™) in order to achieve a high level of security. The
factoring large numbers or computing discrete logarithms
for integers are computational complexity of anunderlying
mathematical problem for providing the security of public
cryptosystems. An ECC cryptosystem is defined as the tuple
T = (a, b, G n, h, GF(2™), where, ‘a’ and ‘b’ define the
eltiptic curve on GF(2™), G is a generator point of the elliptic
curve, ‘n’ is the order of ‘G’, that is, the smaller integer
such that ‘nG = O’ (identity point in the additive group).’
H’ is called the co-factor and it is equal to the total number
of points in the curve divided by ‘n’, and GF(2™) is a finite
field.

The most time consuming eperation on the ECC s the scalar

multiplication, which is depending on the tuple T. In BCC




A Novel Parailel Architecture for Elliptic Curve Cryptography
Based on Modified Programmabile Cellular Automata

security services perform the key agreement, dig@é]
signature and bulk encryptions. The hierarchy of various
ECC operations is given in Fig.1. A scalar nultiplication
can be defined as adding the point ‘P” to itself ‘{n —~ 1)
times. That is, kP=P+P+ P+ -- + Ptok times. To
perform the Scalar multiplication, the first operation is Finite
field arithmetic , and the next level performance using two
kinds of sumns: the Elliptic curve addition which consist of
the sum of two different points (P + Q} and Elliptic curve
doubling which consist of the sum of the same point (P +

P).

Fig.1 Hierarchy of operations in ECC

. There are two types of coordinates, one is affine coordinate
representing (x,y), which involves the most time consuming
operation called finite field mversion [17]. In order to avoid,
the projective coordinates are preferred. The finite field
operations viz. multiplication, .inversions, squaring and
adding are performed in different ways. In elliptic curve
cryptosystem, one of time consuming operation is scalar
multiplication and number of effective attempts are made
to improve the performance of the scalar multiplication kP
in both hardware/software implementations. In order to
perform scalar multiplication faster, the flexible architecture
can be developed to a required security level. This implies

a carefuil selection of algorithm and brilliant implementation.

There are two types of coordinates, affine coordinates
and projective coordinates. Non-super singular elliptic
curve equation defined over a binary field GF (2™) in

affine coordinates can be denoted as
yirxy=x+ax’ +b (1)
To perform addition ,
let P =(x,, y,) € GF(2") and Q = (x,, y,) € GF(2™),
if P#+Q. then P+ Q= (x,, y,},
where
X, =&+ E+x +x,+a and
v, =Etx)Ex oy,
withé =(y, +y,)/{x, +x,).
To perform doubling
letP={(x,y) GF@2M,
where P = -P.then 2P = (x,,y,),
where x, =&+ ¢ + a and Y, =X e X, T X,
with& =x +y, /x.

Lopez and Dahab [28] proposed alternative projective
coordinates’ operations, which avoid the inversions
operation. The projective point (x: y: z) #0, corresponds
to the affine point (x / z , y / 2%). The elliptic curve

equation in projective coordinate is

¥+ xyz =X’z +ax?z? + bzt 2
IV. PROGRAMMABLE CELLULAR AUTOMATA

The CA is a computing model of complex system using-
simple rule{21],[23]. In CA the problem space into
nurnber of cell and each cell can be one or several final

state. Cells are affected by the simple rule of their left
and right neighborhood. CA is completely parallel and
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discrete dynamical systems and said to be reversiylé in
the sense that the CA will always return to its initial state.
Each cell in grid is one of a finite number of states, such
as “on” or “1” and “off” or “0”. The neighborhood of
the each cell is defined as all cells which are relative to
the specified cell including the cell itself. The
neighborhood conditions are determined by a pattern
invariant in time and constant over the cells. At the time
t = 0, cells in the grid are in arbitrary states and the CA
evolves changing the state of all cells in the grid at
discrete times, according to a local rule. Cellular automata
are also called “cellular spaces™, “tessellation automata™,
“homogeneous structures”, “cellular structures”,

“tessellation structures™, and “iterative arrays

The one-dimensional nontrivial CA is base model, which
consist of two possible states[23] per cell and a cell’s
neighbors are defined as the adjacent cells on either side
of it. The possible patterns of a neighborhood are 2* =8,
because of a cell and its two neighbors form a
neighborhood of 3 cells. There are 25%=256 possible rules
have been generated [20], [22], which are number from
0 to 255. The next-state function describing a rule for a

three neighborhood CA cell can be expi'esses as follows

al.(t + l):f[a‘.(r),am (t)» Qi (f)] (3
Where 1 is the position of an individual cell in one

dimensional array of cells, t is the time step, and f is the

rule of CA.

The rule 30 and rule 110 CAs [20] are particularly
interesting. The rule 30 says that, an infinite one-
dimensional array of cellulaf automaton cells with only
- two states is considered, with each cell in some initial
state. At discrete time intervals, every cell spontaneously
changes state based on its current state and the state of

its two neighbors. Tablel, shows the Rule 30, the rule

set which governs the next state of the automaton.

Table 1 Rule 30 for celiular automaton

Current Pattern 7L 110110 | 101|100 | 1L 010 | 401 | 000

New state fac centercell " 170 .71 0 [ 0~ | RSt BN

Rule 30[20] has also been used as a random number
generator in Wolfram’s program Mathematical, and has
also been proposed as a possible stream cipher for use
in cryptography. The function of the universal machine
in Rule 110 requires an infinite number of localized
patterns to be embedded within an infinitely repeating
background pattern. The background pattern is fourteen
cells wide and repeats itself exactly every seven
iterations. The pattern is 00010011011111.Fable 2,

describe the Rule 110 for cellular automaton.

Table 2 Rule 110 for cellular automaton

Curers Pates. [ 111 110 101100 G11 [910 001 000

Ncwstatefqrcént'ercg-u RS R R B 01 HENNY ]

The behavior of cellular automata are defined in four

classes, they are

Class 1: All initial patterns evolve quickly into a stable,

homogeneous state.

Class 2: All initial patterns evolve quickly into stable or
oscillating structures. Local changes to the initial pattern

tend to remain local.

Class 3: All initial patterns evolve in a pseudo-random
or chaotic manner. This class is suitable for pseudo-

random number generation.

Class 4: All initial patterns evolve into structures that

interact in complex and interesting ways.

Programmable CA (PCA)[18] is a structure where the
combination logic {CI.) of each cell is not fixed but it’s
controlled by a number of control signals such that
different rules can be realized on the same structure, This
architecture used PCA based modular multiplication

algorithml [18]-[19].
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PCA based modular multiplication algorithm ] éf '

Input: A(x), B(x), P(x)

Output C = AB mod P(x)

Reset PCA

Configure Coefficients of B(x) as Cm, and
Coefficients of P(x) as Cr

Run PCA m clock cycl

Y. PROPOSED ARCHITECTURES

The proposed architecture is based on the projective
coordinate over the GF(2™) . Let us take two points on
the curve from (2) , P = (%, z,) and Q = (x,, z,) The
point doubling 2P = (x,,y,,z,) is converted to projective

coordinate representation, becomes,
4 4
x,=x +bz 4)

2.2
I3 = X2 (3)

Fig. 2 Montgomery point doubling architecture

The architectures [18] of point doubling formulas are
shown in Fig. 2. In Fig. 2, the ‘sqr’ perform the squaring
operation of eight bit, thirty two bit and sixty four bit
values. ‘Mux’ act as muItipiexef for select appropriate
input and "Mult’ is used to perform the multiplication
operation and Registers are used to store the values
temporarily. To perform the point adding P + Q in
projective coordinates can be computed as the fraction

x,/z, and are given by
Xy = X2y +(x.2,(x,.2,) . : (6)

2, = (X%, + X,.2,) ' (7

SRS P

L, 5

Fig. 3 Montgomery point adding architecture

In Fig. 3[18], the "Mux’ is used to select required input
from x1, x2, zI and z2 inputs. ‘Sqr ‘modqie is used to
perform the squaring operation and ‘Mult’ for performing
the multiplication operation. Reg A, B, C and D are used
to store the temporary values. The algorithm? describes
the Montgomery point multiplication algorithm [18] is
used to perform the scalar multiplication. The advantage
of the Montgbmcry point multiplication algorithm is that
it occupies the less memory and it is very difﬁéu[t to
cryptanalysis in timing attacks and power analysis attacks
because of main loop perform same operation in every

iferation.

Input = (K_ 1k k k)

P(xy) & GF(2")
Output: Q(x, ,y, ) =kP
Procedure: MontPointMult (PK)
L Set X ¢~ x, Z1¢ LX, ¢ x*+b, er<— x?
2. for i from n-2 down to 0 do |
2.1 if (k,=1) then
Madd(X ,Z ,X,.,Z,);
Mdouble(Xl,Zl);
2.2 else
Madd(X,,Z,,X,.Z,);

Mdouble(X ,Z );
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3x, < X/2, {
43 « (xtx,/z, ) (X +XZ WX AxZ)Hx +yNL,2,)
(xZZ,y' +y

5Return(x,, ¥, ).

In proposed architecture is shown in the Fig.4. It con-
sists of input and output buffer interface, MPCA mod-
ule and ECC operation module. ECC operation module
performs the fundamental ECC operations. Several ar-
chitectures are available for restricted irreducible poly-
nomial on ECC based on CA. The parallel architecture
is proposed for the implementation of the elliptic curve
scalar multiplication using programmable cellular au-
tomata. But the scalar multiplication adds hardware la-
tency and degrades the performance of the ECC system
when put in real time data encryption. Hence a modified
CA that uses an efficient scalar multiplier is coined. Since
the scalar multiplication is a process of repetitive addi-
tion, the Modified CA uses an efficient adder that mini-
mizes the hardware latency and increases the perfor-
mance of the system to a considerable extent. Conven-
tional adder circuit, the delay is mainly attributed to the
carry propagation chain along the critical path, from the
least significant bit (LSB) to the most significant bit
(MSR). Therefore, if the carry propagation can be elimi-
nated or curtailed, a great improverﬁent in speed perfor-
mance can be achieved. The design of the Modified cel-
Iular Programmable Autornata computation Engine us-
ing high performance adders is based on the following

procedures {part-1 — part-3)[25]-[27].,.

ECC Opesatious - Poaint
Addition , Point
Troubling

—F

i ] [

y >

Cnutgr Tneetface st & o dified Collular
Erag ble Celular
Ancmanta [NPCA} -

o Tapor Torerfae [t Computation Eugine

Reset Cll:  Enable

Fig.4 Proposed architecture
Part-1
First, the input operands are split into two parts:

a) An accurate part that includes several higher

order bits

b) Inaccurate part that is made up of the remaining

lower order bits

¢} The length of each part need not necessary be

equal
Part—2

a} The addition of the higher order bits (accurate
part) of the input operands is performed from
right to left (LSB to MSB) and normal addition
method is applied.

b) This is to preserve its correctness since the
higher order bits play a more importani role than

the lower order bits
Part -3

a) The lower order bits of the input operands
(inaccurate part) require a special addition

mechanism.

b} No carry signal will be generated or taken in at
any bit position to eliminate the carry

propagation path.

¢) To minimize the overall error due to the
elimination of the carry thain, a special strategy

is adapted, and can He described as follow:
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i.  Check every bit position from left to right (M§:B
to LSB)

If both input bits are “0” or different, normal
one-bit addition is performed and the operation
proceeds to next bit position

iii. If both input bits are “1,” the checking process
stopped and from this bit enward, all sum bits

to the right are set to “17.

The main feature of proposed architecture is eliminating
the carry propagation path in the inaccurate part and
performing the addition in two separate parts
simuitaneously, the overall delay time is greatly reduced
and hence the latency is minimized and throughput is
increased. Moreover, significant proportion of the power
consumption of an adder is due to the glitches that are
caused by the carry propagation. Since the carry
propagation is eliminated, it makes the system extremely
power conservative. However proposed architecture is
applicable only for the error tolerant systems since the

accuracy of the system is compromised for performance.
VL. SimuLaTioN RESULTS

The proposed architecture stimulated using OrCAD
stimulator version. ’f‘he results shows that proposed
architecture efficiently perform the scalar mu]tip[ication
using MPCA. Fig.5 describes that MPCA achieves the
high throughput, high efficiency and low combinational

logic block compare to normal ECC.

LA FC
L i=)

KR
- &
Ferformants gt

Fig. 5 Performance Comparison

- Fig, 6 implies the performance results of Normal ECC

114

and MPCA of Point doubling. MPCA achieves the point
doubling operation in 418 slices at the frequency of
187MHz.
ECC and MPCA of Point addition. MPCA achieves the

point addition operation using 163 slices at the frequency

Fig. 7 shows the performance of Normal

of 185MHz. Fig. 8 shows the squaring performance of
Normal ECC and MPCA. MPCA achieves the squaring
operation using 230 slices at the frequency of 372MHz.In
point addition and point doubling operation one and five
squaring operations are used respectively. Inversion
operation is performed during the coordinate conversion.
Fig.9 shows the performance analysis of inversion
regarding ECC and MPCA. MPCA occupies less number
of slices at higher frequency compare to normal ECC
during inversion process. Synthesis results of ECC

fundamental operations are shown in the Tabie 1.

900
£060
700
§00

= Doubling ECC

& Coubling MPCA

Frequency (hHz) QceupationiSiices)

Fig. 6 Performance Analysis for Doubling

= Adtition £0C
# Addition MPCA

Frequency (MHz) Occupationtsiices)

Fig 7: Performance Analysis of Addition
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/

5 Sepuaring ECC

% Squaring MPCA

Frequency iMHz) Decupation{Sices)

Fig 8: Performance Analysis for Squaring

860
00
P -
500°
00
00 5 -
w
100

8 ‘rversion £0C

& e jion MPCA

Frafuansy ibaby}  DospationSiest

Fig 9: Performance Analysis for Inversion

Table 1 Synthesis Results

Operations | Frequency (MHz) | Occupation (slices)
Inversion 196 890
Squaring 372 230
Doubling 187 418
Addition 185 163

In this work, OrCAD simulator is used to stimulate the
key generation process. Fér-‘generating the proposed
- architecture select the random number in the elliptic curve
and obtain the different key for each process. Fig.10

shows the results of key generation.

115

Fig.10 : Simulation results of key generation

VII. Conclusion

In this work an efficient, high throughput and less area
elliptic curve cryptography co processor over GF (2°")
using the modified programmable cellular automata
(MPCA) is proposed, which is perform in parallel and
polynomial basic. A Cellular Automata is a computing
model of complex System using simple rule. Using
Lopez and Dahab proposed projective coordinates
operations the point addition and doubling is performed.
The Montgomery point multiplication algorithm used to
perform the scalar multiplication. Source code is written
in VHDL synthesized using Xilinx Spartan 3Excs250e.
The experimented result shows that proposed co
processor having better throughput, frequency and less

number of slices.
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