Detection Of Transmission Data Error in Distributed Computer System Through Umi

Detection of Transmission Data Error in Distributed

Computer Syst

Through UML

Vipin Saxena' Deepak Arora?

ABSTRACT

In a distributed computer system, the communication is
done by using point-to-point or broadcasting technique
among the processes running concurrently. Any process
running in a distributed system can access the any
resource or communicate with another process that can
reside locally or on a remote site. There can be error
occurred in data or message bit streams or it may be
altered during the transmission from one machine to other
machine over the network,

Cyclic Redundancy Code (CRC) is a well-established
method for ensuring the data integrity during data
transmission. In the present paper, authors have
proposed a UML medel for detection of transmission
data error in distributed computer system. The purpose
to design this model is to minimize the data transmission
error over the network. UML class, sequence and activity
diagrams are presented for the computation of
transmission error. The performance of this model is also

reporied in this paper through a case study.
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1. INTRODUCTION

UML is a powerful modeling language used to represent
visually the software and hardware design problems. The
diagrams used in the, Unified Modeling Language are
proposed by Booch et al. [2-3]. The objeci-oriented
concepts related to the unified modeling language are
explained by the OMG Group [6-7]. Recenﬂy the data
transferred techniques are shifted from centralized
computer system to distributed computing system. The
Distributed Computing Syste{p‘-‘allovﬁ more than one
process, run concurrently, For ijrqces’s synchronization
purpose any process can send éyncﬁronizaﬁ011 messages
to other process in the distributed system. The error can
occurred in the message due to noisy channels, less
reliable storage media or any other cause. One can define
the error detection as the ability to detect the presence of
errors and error correction as add-on ability to reconstruct
the original, error-free data.

A limited research papers are available for the UMIL.
modeling related to the distributed computing system. In
this direction lot of research work done by Pllana, 8., T.
Fahringer [9-10] and proposed the performance of the
parallel and distributed applications through the unified
modeling language. Recently Saxena & Arora [11-12]
proposed performance oriented UML models for
distributed computer architecture research problems. In

[11] they described the object oriented distributed In the
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architecture system for distributed computing, while in
[12] they proposed a new mutual exclusion algori ym for
distributed system using bi-directional ring technology.
Cyclic Redundancy code {4, 8, 13] is a commonly known
method for detecting tﬁc erTOI.

In the present paper authors have done the UML
modeling [2, 3, 5] of cyclic redundancy check, through
which one can better understand the hidden design
aspect of this method, while implementing it to a software
component for any industry application development.
The performance of the model has also been evaluated
through a performance evaluation too! and found
satisfactory. A case study based on the model designed,

is also discussed in this paper.
2. DistrisuTED COMPUTER SYATEM

One can consider any huge scientific problem as a
collection of tasks that has to be performed for determining
the solution of that problem. Now these tasks can be
assigned to more than one autonomous computer or
node, which is responsible for the execution of the
assigned task at their own end. In this way one can
achieve a form of distributive parallelism. Later on after
completion of the assigned tasks, one can combine the
results from different nodes, and get the complete result
of the scientific problem. Nodes involve in the true
distributed computing doesn’t share memory or clock,
comnected by a communication network [14]. For
execution purpose, nodes have to communicate each
other by using message-passing mechanism. It resulis in
less throughput and turnaround time, regarding overall
execution of any program or problem but simultaneously
reliability, availability and security are the major strength
of distributed computing. A distributed computer system

is shown below in figure 1.
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Figure 1 : Distributed Computer System

In the figurel, for execution client 1 can also use the
resources, available with client 2. These resources can
be shared in a synchronized manner through message
passing technique [12]. Therefore it is must that
transmission between two should be error free. For this
CRC method is a most popular approach. In a cyclic
redundancy code, a bit stream of 0 and 1 represents
polynomial coefficients. The coefficient list of any
polynomial having n term can be represented by n bit
fram e sarting from ¥ to x™' [13]. In this case the degree
of polynomial will become n-1. For example one can
represent the polynomial with coefficient x®+x*+x® in bit
representation as 1000101, In the polynomial arithmetic
like addition and borrow, carries are not taken into
consideration, In this way these operation become
identical to Exclusive OR (XOR) operation. The division
(modulo-2 division) operation remains same as in the
binary, except that after division, subtraction will be
performed as XOR operation.

In this method, sender and receiver have to agree for the
usage of similar generator polynomial, in which the lower
and the higher bit must be 1. For computation of CRC for
any frame, it is also necessary that frame of k bits should
be greater in size than generator polynomial (divisor)
agreed by sender and receiver. The key idea is to create

the Fransmitted frame, is divisible by generator

'polynomial, by appending a CRC at the end of the frame.
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When this Transmitted frame is reached to the receiver, it
divides the frame by the generator polynomial. If this
division yields the remainder as 0, then there is no error
» occurred during transmission of this frame otherwise
there is an error. A CRC code having n check bits can
| detect burst error of length not more than n. Also a valid
CRC [4], have exactly one bit less than the divisor and
after appending to the end of frame, the resultant frame
should be divisible by the divisor. In this paper this
concept for error free transmission of data is presented
through the Unified Modeling Language. The following
algorithm [4, 13} is used for detection of data error:

1. A string of n 0’s is appended to the end of the
frame, which is supposed to be transmitted. Here
n should be equal to the degree of predetermined
divisor,

2. Now divide the resultant frame by a
predetermined divisor, using a process called
binary division.

3. The remainder got, after the division is CRC.,

4. Now replace all the 0’s appended at the end of
frame, by this generated CRC. This will create
the Transmitteq frame for transmission,

5. Afterreceiving the frame, receiver will divide it
again by the same prcdetefmined divisor. After
division if receiver gets no remainder then
received frame contains no err;)r otherwise frame

is erToneous.
3. UML DzsiFN FoR DETECTION OF TRANSMISSION
Error
A. Process Definition

In this paper anthors have assumed that processes are
runsing concurrently in a distributed computing

environment. One can define the process, which is going

1123

- to be executed in the distributed environment. The process

can be classified as a macro, subprogram, subroutine or
block of code etc., which has an identification number
called as process_id, processing unit as Meta Class,
shown in figure 2(a).

The UML class diagram of process consisting of the
mutnber of attributes and methods is shown in figure 2(b).
The instance and multiple instances of the process
through the objects are also represented as in figure 2(c)
& 2(d), respectively [10, 11].

Base Class

<<stereotype>>
processing_unit

process_id : Integer
process_lype : String
process_cardinality : Integer

{a) UML Class Diagram of Stereotyped

Processing Unit

<<processing_unit>>
process

process_id : Integer
process_size ; Integer
process_in_time : String
process_out_time : String
process_priority : Integer

process_create()
process_delete()
brocess_update()
process_join{}
process_suspend()
process_synchronize(}
process_terminate()

{b} UML Class Diagram of Process

«processing_unit»
abc :process

(c) Instance of UML Class Process
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I
«processing_unit» 4,{

_ process

{d) Multiple Instances of UML Class Process
Figure2: UML Class and Instances Representation

of Process
B. Communication in Distributed Computing System

The communication among the processes in the
distributed environment can be handled by the
synchronization technique if the common resources are
available at the client computer systems as shown in figure
1. The communication can be of the two types; one
approach is point_to_point (P2P} protocol method and
other technique is broadcast protocol method [9]. UML
class diagrams P2P and broadcast signals are given in

figure 3.

«signal»
P2P

source_lid: integer
destination_id: integer
msg_length: integer

(a) UML Class Diagram of P2P Signal

«signal»
Broadcast

source_id: integer
broadcast_address: string
msg_length: integer

(b) UML Class Diagram of Broadcast Signal
Figure 3 : UML Class Diagram for P2P &
_ Broadeast Signals
C. UML Class Model for Detection of Transmission
Data Error
The class diagram for the CRC computation is shown
below in figure 4. One can see that CRC_Compute

class has four components, Binary Divider,
Binary Subtractor, Divisor (generator polynomial) and
Dividend {data frame). CRC_Checker and CRC Generator
ate the inherited classes, responsible for CRC checking
at the receiver end and CRC generation at sender end
respectively. CRC_Generator class will also interact with
the Binary_Adder class for preparing the final
Transmitted frame for being sent from the sender end.
CRC_Generator class will generate the CRC code and
submit it to the Binary Adder class, which is further
responsible for replacing the corresponding least
significant bits (LSB) in the frame with CRC generated,
and to generate the final Transmitted frame. The Divisor
class is interacting with the polynomial class, which
contains bits stream corresponding to the polynomial
coefficients, agreed on, by sender and the receiver.
Dividend class, will also interacting with the Bit_Shifter
class for left or right bit shift operation. The message
class will accumulate all the send/receive operations of
synchronization and data messages and will interact
directly with the communication network and

Binary Adder class.

CRE_Chacker CRC_G 1 TR
I ¥
1
CRC_Computo Binary_Adder [
1) 01 T1 g
Tranpmitted Framm|  (©
1 1 < Message Y
Divisor Pividend 3 Frarea 7 g
01 1 E
¥ T1 Mosxagas
Polynomial Blnary_Shifter Mk
Communication_Natwork
1l——|1
Biriary_Divider | |Blnary_Subiractor

Figure 4 : UML Class Diagram for CRC Computation
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D. UML Sequence Diagram for Detection of

Transmission Data Error {

The sequence diagram for CRC generation is shown
. above in figure 5. One can easily notify the sequence of
messages gets passed, while generating the CRC code
and final Transmitted frame. F irstly CRC_Generator will
communicate with the Divisor for getting binary
representation of polynomial coefficient. Now
CRC_Generator will communicate with the Dividend. Now
Dividend will interact with the Polynomial for getting its
degree and message. Now Dividend will append 0’s
(Equals to the polynomial’s degree) at the least significant
bit (LSB) end of message frame. Now CRC_Generator
will start the division. To perform the division opération,
Polynomial as Divisor and message frame appended with
0’s as Dividend, can be done with the help of
Binary_Divider, Binary Subtractor and Binary_Shifter,

Complete Dividend can be considered as different

- segments. Here segments are equivalent to the remainder

obtained after one division step, shifted right by one bit.
‘When the division completes, the remainder is CRC code
that should be replaced in the place of (s in the message
frame, which is Transmitted frame. Now this Transmitted

Frame is ready to send.

The sequence diagram for CRC checking is shown above
in figure 6. In this diagram one can see that when
Transmitted frame reaches at the receiver end, the
CRC_Checker will start the checking of the arrived frame
whether it contains error or not, After getting the divisor
and dividend frame CRC_Checker will start division
process. After division has been completed, the remainder
bits are submitted back to the CRC_Checker by the
Binary_Divider. Here CRC_Checker will check the
remainder bits whether all the remainder bits are zero or
not. If zero then declare the frame is error free otherwise

there must be an error in frame.

;% CRC_Genarator Binary_Civider ' Binary_Subfractor| l Binary, Shifter Divigor Pol 1] Bivids D
Sender H T ' T H i i H
Generaie CRC 4 ! Gt Divspr : o | Gel Polynomig | i
B H _DivisorBitpaer R X Polynomiat :
e Ve K Gel Divideng 3 j T N H
y :’ : E 1 Gel Degree Gel Frama _ |
H H ; !
H H Palynaml; Fra
: .= ; s Bromeriasogd . rome
! : : H !
| | Dividend Frame | ! ! :l Append 0's ¢
........................................ A LT U R SR :
Slant Division ; R i E H ' H
Divice Next H ! E H H H
il H h
SUNCBIS i sl Divisens ity } : ! i
- Remalning Dividend i : i
A - ERERAEE LA L EE e v v ]
Divide Nox H i :
SR Bs R ot ovidend Bl | : : i
 Remaining Oividend @ " ] ] ; :
! } H H .
V H ' ' i H
. : i H } }
Civide H H ' | i
! ! ; i
il : ' '
Sybiract Bils Shift Dividend Bty i ; ; ;
. o H ! H :
. ._Remainder{GRC) _ | | emainng Divicend T 3 i : : i
A + 1 ' 1
. Repiace 0's of v H N !
o nSited Frame Dividerd Frame | : : H H
[ ' by CRC Bils i : : ; ! i
! !
;

Figure 5: UML Sequence Diagramfor CRC Generation at Sender End
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CRC_Chacker Binary_Divider
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Binary_Shifter Oivisor
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” Remaining Cividend
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Figure 6: UML Sequence Diagram for Checking Transmitted Frame at Receiver End

E. UML Activity Diagram
A UML activity diagram is shown above in figure 7. One

can see that what are the important activities and decision

Load Polynomial

e [ Appendzeros in Frame

sinclude » / " % Include
Caleulate Degrea
of Polynomial C?:ano. oF Zates

Fi

Transmitted Frame

ErmrF Frame
Erromacus Frame &

Figure 7: UML Activity Diagram for CRC

Computation

taken by the systemn while generating and checking the
CRC code and Transmitted frame at the sender and receiver
end, respectively. After loading the polynomial, divisor
generation will start.

After loading the message frame, if it is sender end then
CRC code generation will start otherwise in the case of
receiver end checking of Transmitted frame would be
started, whether it is error free or not. The activity append
zero frame will further includes activities calculate degree
of polynomial and count number of zeros to be appended.
Similarly divide frame activity will further include bits

subtraction and bits shifting like activities.

4, CompuTation oF DETECTION OF DAt Enron i Faang -

A Case Stupy

In the distributed computing scenario, the above model
is tested, by comsidering the following set of values,
In this one can see the role of individual classes given in
“the model in the CRC code generation at the sender and
checking of the Transmitted frame at the receiver end as

well.
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Let us consider the following:
Message (8 bit Frame): 10010100
Generator Polynomial agreed on: x* + x* + x2 + 1 (CRC-

: 5-ITU Standard) [15]

# Divisor (Binary representation of generator polynomial):

110101
Dividend (Frame after appending 0’s by Binary_Adder):
1001016000000

The following Table ! shows the computation of CRC
generator & Transmitted frame, generated by
CRC_Generator by replacing 0’s, by CRC code, in the
message frame with the help of Binary_Adder.

After division the CRC 01110 is generated. Now to
generate the Transmitted frame, these CRC bits have to
be appended at the end of the frame and the resultant
frame is produced as 1001010001110. Now this frame is
transmitted to the receiver. At the receiver end

CRC_Checker, will check this Transmitted frame, by

dividing it by the predetermined Divisor. At the receiver
end, one must consider the following two cases, if there
is mo error occurred during transmission of this frame
and another for the possible error occurred in the frame.
Table 2 and Table 3 given below are showing these
scenarios.

Here one can see that, after division if CRC_Checker gets
all the remainder bits zero after division of received frame,
shows that data is error free.If CRC_Checker finds any
remainder after division of received frame, then there
must be an emror occurred during transmission.

CRC method of error detection is heavily dependent on
the polynomial (divisor) chosen by both sender and
the receiver. The polynomial should be divisible by x
and at the same time it should not be divisible by x+1.
This method detects the bust errors of length, equal to
the degree of polynomial chosen in odd number of bits

frame.

Table 1: Computation Of Crc_Generator At Sender End

Binary_Shifter
Binary_Divider Binary_Subtractor (Left Shift Remazinder by 1 Bip)
Step | Divisor Dividend
(Quotient) (Remainder) A 4
Next Dividend
1 110101 1001010000000 1 (100000000000 100000000000
2 110101 100000000000 1 010101000000 106101000060
3 110101 101020006000 1 01111100000 111100000
4 110101 1111100000 1 0010110000 010110000
3 | 110101 010110000 \ 0 010110000 10110000
6 110101 10110000 . 1 01100100 1100100
7 110108 _1100100 1 0001110 001110
8 110161 001110 0 0c1119 01110 (CRC)
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Case 1: Message (Received Frame ): 106101 000? 10

Table 2 : Cre_Checker At Receiver End (No Error In Data)

Binary_Shifter
Binary_Divider Binary_Subtractor (Left Shift Remainder by 1 Bit)
Step ; Divisor Dividend
{Quotient) (Remainder) A4
Next Dividend
1 110101 1001010001110 1 0100000001110 100000001110
2 110101 100000001110 1 010101001110 10101001110
3 110101 10101001110 I 01111101116 1111101110
4 110101 1111101110 1 Q010111110 010111110
5 110101 010111116 0 010111110 10111110
6 110101 10111110 1 01101010 1101010
7 110101 1101010 1 0000000 000000
8 110101 000000 0 000000 00000 (No Error in Frame)

Case 2 : Message (Received Frame ) : 1001110001110

Table 3 : Crc_Checker At Receiver End (Error In Data)

Binary_Shifter
Binary_Divider Binary_Subtracter (Left Shift Remainder by 1 Bit)
Step Divisor Dividend
(Quotient) (Remainder) V
Next Dividend
1 110101 1001110001110 1 0100100001110 100100001110
2 110101 100100001110 1 000001001110 C0001001110
3 110101 0000100110 0 0000100110 0001001110
4 110101 0001001110 0 0001001110 001001110
5 110101 001001110 0 001001110 01001110
6 110101 0t0011§0 -0 010011190 1001110
7 110101 1001110 1 0100100 100100
‘ 8 110101 100100 1 010001 10001 (Error in Frame)

1128




Detection Of Transmission Data Error In Distributed Computer System Through Uml

5. CoNcLUuDING REMARKS

From the above it is concluded that the CRC is very
effective error detection method for the data fransmission
error in any distributed computer system. Also UML is
very popular and dominating visual modeling language
widely used for modeling the complex software and
hardware problems. In this paper authors have presented
the UML design of error detection method, through
which one can easily understand the complexities behind
the design of any error detention method for the
distributed computing scenario. Also authors have
evaluated the performance of the model, found
satisfactory. With the help of this UML modeling one
can casily develop the application based on error
detection for any distributed computing environment.
This work can be further extended for the real time

environment using UML,
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