Karpagarn Jes Vol. 7 tssue § July - Aug. 2013

A NOVEL SECURE CODE APPROACH USING LATIN SQUARE
CRYPTO SYSTEM AGAINST REVERSE ENGINEERING

N.Sasirekha’, M Hemalatha®

ABSTRACT

Security is of fundamental importance to deliver software
to the customers. Reverse engineers can extract the source
code from the binary file which is given to the clients.
There are several methods to protect software from
reverse engineering. This paper proposes the
implementation of Latin Square (Quasi group) based
permutations that have very good encryption properties.
Latin Square scrambles the binary file and makes the job

of a reverse engineer a tough task,

Key words @ Reverse Engineering, Latin Square,
Encryption, Decryption, Indexed Table, software

protection.
I. INTRODUCTION

Conpiled form of the software is sold to the clients instead
of its source code. This is compiled form is usually in
machine language, which only the computer, and not
hurans, can understand. The original language in which
the software is W;ritten, is not given to the clients. The
source code language couid be C or C++. Reverse

engineering is the process of discovering the functions
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of software through the analysis of its machine code by
the observation of its actions. Reverse engineering merely
studies the software without changing anything. If the
software is changed in any way, then that process is

known as cracking.

Reverse engineering is done for a number of reasons.

" The one most familiar to software users is probably piracy,

where one gets fully working software without paying for
it. Other reasons include discovering various
vulnerabilities in the software so as to attack other users
of the software, and stealing the algorithms or
computations used in the software. It is for preventing
reverse engineering that software developers now
commonly protect their software before releasing it to the
public. Ftis used ag a learning tool; as a way to make new,
compatible products that are cheaper than what is
currently on the market; for making software interoperate
more effectively or to bridge data between different
operating systems or databases; and to uncover the
undocumented features of commercial products. Reverse

engineering can be used for both good and bad.

° ~ Find vulnerabilities

o Analyse patches

® Write exploits and malware
¢ Develop security patches
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If people use the reverse engineering for bad things,
commercial softwares has to be protected. Software
protection is the use of special techniques to deter or

prevent a malicious user from modifying the software.

Random numbers have applications in lottery games,
shuffling cards, online gambling and secure
communication. They may be used in generating random
element for information dispersal {1] [2] and secret sharing
algorithms [3]. Another application may be found in
generation of shared secret keys between sensors in a
sensor network [4] using factors of randomly generated
matrices. A random number generator, with good statistical
properties, based on a recursive algorithm is proposed in
[5, 6]. Several factors are involved in choosing a
pseudorandom number generator i.e. memory constraints,
computational power available etc. This paper presents

pseudo random number generator based on Quasigroups.

Quasigroups or Latin Squares are # x n matrices similar
to Sudoku. The computational cost of the scheme is very
low, because it needs only table look up operations to
create sequence of numbers and storage requirement for

two 1 x 1 matrices.
II. LITERATURE SURVEY

Gosler's software protection survey (1985)[12] examine
circal985 the protection technologies which includes of
hardware security tools, foppy disc signatures (magnetic
and physical) and analysis of refutation approaches and
slowing downward the interactive dynamic analysis. The
major goal is software copy prevention, but Gosler
experiential that the effectiveness of resisting copying

ought to be balanced by the potency of resisting software

analysis and that of software modification. Useful

tampering is generally headed by reverse engineering.

Collberg et al. [7] provided a compact outline of the
approaches to protect against these threats. Software
watermarking for instance focuses on protecting software
reactively against piracy. It usually implants hidden,
distinctive data into an application in such a way that it
can be guaranteed that a particular software instance
belongs to a particular individual or company. When this
data is distinctive for each example, one can mark out
copied software to the source unless the watermark is
smashed. The second group, code obfuscation, protécts
the software from reverse engineering attacks. This
approach comprises of one or more program alterations
that alter a program in such a way that its functionality
remains identical but analyzing the internals of the program
becomes very tough. A third group of approaches focuses
to make software “tamper-proof”, also called tamper-

resistant.

Cappaert etal. [8] presented a partial encryption approach
depending on a code encryption approach. In order to
utilize the partial encryption approach, binary codes are
partitioned into small segments and encrypted. The
encrypted binary codes ate decrypted at runtime by users.
Thus, the partial encryption overcomes the faults of
illuminating all of the binary code at once as only the

essential segments of the code are decrypted at runtime.

Jung et al. [9] presented a code block encryption approach
to protect software using a key chain. Jung’s approach
uses a unit block, that is, a fixed-size block, rather than a

basic blpck, which is a variable-size block. Basic blocks
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refer to the segments of codes that are partitioned by
control transformation operations, such as “jump” and
“pranch” commands, in assembly code. Jung’s approach
is very similar to Cappaert’s scheme. Jung’s approach tries
to solve the issue of Cappaert’s approach. If a block is
invoked by more than two preceding biocks, the invoked

block is duplicated.

Gutmann {10] put forth an apparent conversation of the

security concerns facing cryptographic usage in software

under general-purpose operating systems, and analyzes

the design difficulties in nullifying these concerns faced

by using secure cryptographic co-processors.

However, the above discussed schemes did not meet the
security requitements and moreover had an efficiency
- problem. Moreover, time cost and space cost should also
be taken into consideration. Thus, a novel cryptographic

technique is proposed in this approach.
T1I. REVERSE EENGINEERING ATTACKS

Software re\'fe‘rse';angineering is the method of getting the
original sour;e co.(.lie_'from the binary sourcé code.
Competitors may use reverse engineering to number out
how to il‘nplemenfgghat codl characteristic. Crackers may
use it to see how tﬁéy can bypass their Eice.;‘lse 'policy
(Roshen Chandran, 2008). This section presents a few
reverse enginéering attacks (Matias Madou, 2005;
Sebastian Schrittwieser and Stefan Katzenbeisser:”i()ll;
Larry D-Anna et al, 2003). Attacker can utilize these attacks

8

to understand functionality of software.
A. Static Analysis Attack

Tn this attack, attacker builds Control Flow Graph (CFG),

it is a higher level representation of code of software. It

contains a set of nodes, indicating instructions in code
and 2 set of edges between nodes representing possible
control paths. CFG of program helps attacker to

understand the functionality of software.
B. Dynamic Analysis Attack

'The dynamic analysis attack in Wthh the ‘att‘acker must
executes software using set of inputs and‘r the output of
software by ‘creating execution traces. Atiacker can also
outline the soft\;\fare ‘to make known of actual paths
-sele‘:cted -fdf'program execution. Dynamic analysis
providgs'significant influence in locating secret
information (Example: cryptographic keys) present in
software. Dynamic analysis is harder than stagnant
analysis because software needs to be run on .diffc-arent
inputs. ' .

C. Code Clone Detection Attack

In this code clone dei.e(_;tion attack, the attackers detect
and take away ;the code clones present in program to
understanci‘thg functiconality __of software. Attackef can
make :;se of existing code clo-ne detection techniques such

as matching Abstract Syntax Tree (AST) (described by

Baxter and others (1998)) to detect and remove code clones. -
IV. NEED FOR'SOFTWARE PROTECTION

The security level in an application consists-of the
necessary resistance of the application beside reverse
engineering and tampering attacks. By means of some

model parameters of this level is discussed below:

e  Vulnerability: Open systems are more vulnerable
to attacks than closed systems. Des-ktops, mobile
devices are additionally vulnerable to white-box
attacks compared to physically protected servers

easy to get by means of a network link.
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e Value of contented: Type of attacks and the
amount of resources invested by an attack
depend on the value of the content (code or data)

and on the nature of the application.

¢ Content [ifetime: Content or properties with a
longer lifetime require a higher level of trust and

security.

e Security life cycle: The security ofan application
can be designed to be at regular-'ir};i‘ervals.
Systéms without promote possibilities need a
higher security level than syster'ns with

systematic upgrades.

s Sensitivity for global attacks: Global attacks are
éttacks con'éerning a whole group of software
inslances. This is feasible when codé contains a
“global secret”. A single key for all legitimate

users or an unpatched security flaw allows an

attacker to develop an automated attack and

spread it through the Internet.

The actual security level is always a exchange between
the need for software protection and to implement these

software protection techniques.
V. METHODOLOGY

A éode encryption scheme is proposed with the use of an
indexed tabie to protect the software. The indexed table
can solve the problem of multiple paths. Furthermore. it
sobves such problems as loops, recursions, and multiple

calis.

Step [: Source code compiling process illustrated in Figure
1. After this step, the source code is compiled and outputs

a binary image.
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Figure I: Compilatien Process

Stéi:» 2: Construction of the indexed table pro'po-sed by
Sungkyu Cho et al(2011)f11].

Step 3: Input the Indexed table to Quali group encryptor.-
A . o

Latin square(Qilasigroups) distribute a narration with the
popular game Sudoku and the long lived Latin‘squares.
The coré of a Quasigroup is denied in the same manner as

a Latin square. These consist of an n2 set of ordered

.triples “having - the form (T, Cj, Vi), Iy, G, vy €

“Integ--er.s, wit_h‘.th“e additional stipulation that for
each(ry, Vijjénd (c]-,v-?-j) is unic;ue. This Telation can be
represented asan n x n square matrix with Iy and Cj being
the row andrcdiumn indices and Vjj is the value in the
r'ith.. rqw aﬁd Cjth column. The difference between a
Quasigroup and a Latin square is the delinition of an
operator “” ona Qﬁasigroup. This operator is _sgméwhat :
simple in that it performs a table/matrix lc;okl.ip from the
Ql_ia{sfigi(‘)il-p. A-Quasigr_oup equation of the form x - y=z
traﬁslates directly. to the ordered triple (ry ¢y v} where.
Zi= Vyy By these déf'mition, the Quasigroup operation

is together closed and invertible, making Quasigroups

prime candidates for encoding systems.

Latin squares have been formerly investigated for their

a'[;plication to encryption, where they are known wholly

~
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by their Quasigroup name. Gligoroski et al. (2004) look at
tributary cipher and public key implementations with
quasigroups. A multi-level quasigroup accomplishment
was proposed by Satti and Kak (2009)[15]. Satti and Kak
(2009) united the execution with indices and nonce’s to
look up on the potential of the encryption. On the other
hand. their system also focuses on a stream cipher
execution. Marnas et al. implement a qﬁasigroup all-or-
nothing system. Though, quasigroup encryption used
here is to substitute the XOR operation inside the‘other
system, for this reason at the end of the actual encryption
the other cryptosystems is used. Quasigroups have also

heen applied 1o error correction and in construction of

message authentication codes (MAC).

One can outlook the quasigroup transformation as a

replacement or substitution and permutation operation.
These operations form the basis of a variety of encryption

systems nainly in spe¢c11 encryption (Borujeni, (2000){ 14].

Furthermore, the algorithms proposed in this paper do -

not require any computations to be performed but only

table look up operations for encryption and (_iecryption.

The output of the proposed encryptor is rehant in the

lead of the index numbers and the orders ofthe mat1 ices

(r. s} which are-sent by the trusted influence. The -

encryption is also dependent on six multlpher e!ements
that are generated by a secret algorithm based on the
index numbers, the order of the matrices under
contemplation and nonce (random number generated by

trusted autherity). This key is rationalized by tbe network
| on a normal basis (a long time ago in eQery time interval
that is far less that T, the time needed to use bru'te forceto

decrypt the key that is sent by the trusted authority).

Figure 2 illustrates the quasigroup encryptor. The
component has takes the raw data stream and randomizes
it based on the encryption key (the encryption key), and

the output data has popular autocorrelation properties.

S
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Figure 2: Quasi Group Encryptor

Latin Square definition and Theory

A Latinsquare(quasigroup) is denoted as G can be defined
as a group of elements (1, 2, 3... n) all along with a
mualtiplication operator such that for every element x and

y there exists a only one of its kind solution such that z

“such that the subsequent two conditions are satisfied:

Xxad=Z

y«b=z (5.1)

In equation 5.1, the elemenis a, b and z belong to the
Quasigroup*G*. Or, 2 quasigroup is a binary system (Q,*)

satisfying the two conditions.

Foranya, b belongs to Q there exists a unigue x belongs

10 Q such that a*x=b

For any a, b belongs to Q there exists a unigue y belongs

to Q such that y*a=b.
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Quasi

Input data: d1,d2, d3,... dn
Output data: el, €2, e3,...en
The two matrices: R, S

Multiplier Elements: ql, g2, g3,... qn
The indices: 11,12,13, ... In

The encryptor is defined by QE '(stands for Quasi-
Encryptor), and the decryptor is defined as QD (stands
for Quasi-Decryptor).

Encryption:

It should be that if Q is a quasigroup such that al,a2, a3,...
an belong to it then the encryption operation QE, which
is defined over the defined elements, maps those elements
to another vector by,b,, bs, ...b, such that the elements

of the resultant vector also belong to the same

quasigroup.

The mathematical equation used for encryption (basic

level} is defined by:

Ea(a1,8z,23,-,2,)} = by, by, by, by 5.

where the output sequence is defined by:

by=ax* ay

b; = bj—; » a;

where i increments from 2 to the number of elements that
have to be encrypted, and a is the hidden key (leader in
Markovski and Dimitrova terminology (Dimitrova and
Markovski, 2004) [13]. Equation (5.2) describes a typical

single level quasigroup encryptor. It is assumed that the

initial input data given by the vector
2,,8y,8z,84,a5,8¢. It is mapped to the vector
by, b,,bs, by, bs, b by equation (5.1). The following
steps are used during the process of encryption:

by =a*a, =2x%2=1

by =byra,=1x4=1

by =hby*a;=4+1=4

by=hyxa,=4+2=5

bg =by*a; =5*3=1

bg=bsg*ag;=1%3=2
The series of the sequences obtained is given as an input
to another level of the encryptor. This procedure is
repeated for several times. Multiple levels of mapping give
lesser surety with similarity of the output data to that of

the input data. This makes the decryption of the original

data very hard.

In certain implementation, the multiplier element is varied.
The multipliers are constructed by a special algorithm
called “MEG1” that constructs the multiplier elements
depending on the index numbers, Nonce, r and s given by
the following equations [13}{Dimitrova and Markovski,
2004):

Ei‘ll,hz,h3....hn (a11 23,43 . l?11'1) (5 3)
= g4,85,E9,...6p
where

g, =a*a;ande =g —~1=*q

In the above equation, the incoming data is first mapped
through the first multiplier element h,then the resultant

data is mapped taking into account the second multiplier

elernent h,. This process continues till ail the multiplier

elements are exhausted.
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bl=h1*al; bz =b1*az;... bn
= b, -1=a,

cp=hy*by ¢ €y = Cg * by
-cn-—l*b

(5.4)

el =hn=+si; e2 =el+5; ..€
= en-—l ¥ Sn

where the vector (hy, hy, hg,... By) comprises of all the

multiplier elements. In this approach, this encryption key
is communicated all along by means of quasigroup
encryption. It is to be cbserved that in the above two
techniques another reliable encryption approach is
necessary to preserve the secrecy of the encryption.
Moreover, it is essential to broadcast the quasigroup that
is being used for encryption, which is one of the main
precincts of the above technique. Suppose the
cavesdropper (a secret listener to private conversations)
breaks the cn:capsulating cipher, it is possibie to get access
to the quasigroup used for the encryption and all the

other needed data to get the data.

This approach uses the index based approach where the
given data is encrypted through a nurnber of levels of
encryption. Consider that this distorted order encryptor
is given the input of all 1s. It is to be experiential that
behind the second level encryption, the input vector is
mapped to the sequence which has symbols ranging from
1 to the order of the second matrix. Thus, if an inde;; keyis
prescit which references the matices sto}\.d in the wemory
of the reception Jevice, the intruder would not know which

matrlx is stored at a given index.

In order to further improvement the efficiency of this
quasigroup encryptor, an additional function can be built-
in that arranges the quasigroups. According to the Nonce

and this makes the encryption moze time dependent and

it can be experiential that at any given point of time the
sutput of the encryptor is different even if the same set of

indices are given to the technique.

The Multi Level Indexed encryptor is denoted as

ap) =

Irls
QE hl,hZHn-,hn(al’ a2; a3 ey
elr ez; 93, vy en

(5.5)

where (a,ag,a; ..., ay) is the imput data and ey, €3,€3 . Bp
is the output vector I and g are called indices that are
arrays which have the indices of quasigroups having
corresponding order. The vector (hyhy, ..., hy) is the

Hidden key or the Secret key. It is the output of the

MEG-1 algorithm.

The methodology is implemented. Figure 3 shows the
generation of the Indexed Table. Figure 4 shows the
generation of the Latin Square and the Quasi group
encryption applied on the Indexed table is shown in Figure

5.

Ganaiase Lutio S

Figure 3: Generation of Indexed Table
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Figure 4: Generate Latin Square Matrix
(Quasi Group Matrix)

{oooEnEE @

Figure 5: Generate Quasi Group Encryption on the
Indexed Table

Decryption: -

This process is highly alike the process of encryption
which has presently been discussed. The key point to be
considered is the construction of the inverse matrix, The
left inverse \" is used for the quasigroup decryption. The

fundamental equation for decryption is;

5.6
D{ay az,a; ...a,) = e, 85,65, .., 8, (3.6)

a aj—-1
e;=— and g = —-
a) i

1

where

In order to carry out the process of decryption, the inverse
matrix of a given quasigroup has to be constructed and
execute mapping procedure as described in the previous

section, equation (5.7) has to be used instead of (5.6).

The decryptor for a multilevel indexed based algorithm

may be defined as follows:

Izl —
QDhri_ﬁzp_",hn (ep eZJ 63, Ty en) -
Ay,dp,d3 ., dp

(5.7)

The elements of the inverse (left-inverse) of quasigroup
are labeled as v the indices along the horizontal are labeled
w and the indices along the vertical are labeled u=*. The

implementation of the decryption process is shown in

Figure 6.

AT
IR
ERLUISTE B

Figure 6: Decryption

VI. EXPERIMENTAL RESULTS

The performance of the proposed approach is compared
with the (Sungkyu Cho et al. 201 1) code encryption scheme.
For instance, if a program P and its modified version P’ is
available. Then, the time cost £, and the space cost . 1s

defined as

L) -
c.lppP =@ ' (6.1)

M . S8 .
C,(P, P 5P (6.23

where T(X) is the execution time of program X, and $(X)
15 its size.

The encryption time and decryption time of three
programs are evaluated. At the moment, external libraries
such as *.dII” files are eliminated as they are implemented
externally to the executable file. The results are shown in
Table 1.
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Table 1: Results Comparison

Sungkyu Cho et al,, Code Proposed -
Features | .Encryptlon'.Sch‘_e_m_:. | ‘ Latm_ S_quar_g Cryptg System
' Pgmlexe | Pgmlexe. | Pgm3.exe | Pgml exe | Pgmlexe | Pgml.exe
Original file 3584 4096 3072 3584 4096 3072
size (B)
Number of
blocks 12 26 18 12 26 18
Decryption and
re-encryption 0.0016 0.0032 0.0024 0.0012 0.0024 0.0018
time (s)
C. 6.680 6.119 10,985 5.985 5.845 9,215
C 1.027 1.674 1.047 0.925 0.942 0.895

VII. CONCLUSION

Confidentiality and data authenticity are mainly focused
in assuring efficient security. Several teclmiques are
available in the literature for providing security to the
software. However, most of the schemes do not meet the
security requirements for code encryption schemes, and
also had efficiency problems. Recently, encryption has
provided the means to hide information. This paper
presented and discussed code encryption schemes for
protecting software against various attacks like reverse
engineering, tampering etc. A new code encryption
approach based on an indexed table to guarantee secure
key management and efficiency is proposed in this paper.
The performance of the proposed approacii is evaluated
based on the time cost and space cost, It is observed that
the proposed Latin Square Crypto System shows 25%,

10.33% and 22.72% decrease in Decryption Re-eﬁcryption

time, Time cost and Space cost respectively when
compared with Sungkyu Cho et al code encryption

scheme.
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