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ABSTRACT

Due to the high mohility and infrastructure free
environment MANET suffers from plenty of security
threads. The proposed system deals with the problem of

mobile clone attack, which also known as spoofing attack,

The attacker may use the mobile node id and other details -

and can create duplicated nodes in the netivork. Those
clone nodes can be used for data stealing and other

misbehaving activities. The proposed system addresses

- the node cloning attack in MANETs. This has been

implen_lentedmfrom- the perceptidn lthat mobility,
sfnchrohization, fast and cost effective. The aim of this
system is.prqvi'ding anew mechanism which is named as
CCCh (Clistomized Ciock based Clone D'électioh)
protocol, which helps to com;:).utino eﬂ‘écfi\kely and with
lumted resource usage network globa] security propemes
The proposed system unl;zes Port hoppmfr melhod for
different clock timings. Based on the clock settings the
moblie node will transmit the time and location stamp to
the control units, The experiment and sunulatlon resulis
show the performance of the proposed pmtocol CCPH
with FCD algorirt-hin earns better results than the e'xisting

systeni.
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LABoUT MANET

MOBILE ad hoc networks (MANETSs) have expanded a
great deal of concentration since of its considerable
advantages brought about by multichip, infrastructure-
less 'h:ansmission. Due to the error prone wireless channel
and the dynamic network topology, reliable data delivery
in MANETS, especiatly in challenged environments with
high mobility remains an issue. Oftentimes these services
are required over highly dynamic networks, such as mobile
ad hoc, vehicular, or wirsless sensor networks (WSNs).
These networks are dynamic due to the mobility of the
nodes in the network and/or the random sfeep/awakc
cycles that are often utitized to minimize energy dissibaﬁon
of the devices. Providing robust data sharihg and rotiting
in such dyhamic network environments is an important
design challenge for supporting .these applications. In
some wireless applications, the source and intermediate
nodes are mobile, but the intruders effectively corrupt
the contents in this thesis, in order to support any type of
clone detection service to particular devices, the source
nmodes and route node must know the locations of the
infruders. This can be provided by a service discovery
prbtoco] that sits outside the routing protocol, updating
the source with the current location of‘ the sink nédes. In

either case, the routing protocol can assume knowledge
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of the sinks’ locations. We can exploit this knowledge to

design a stateless multicast roufing protocol. { '

The proposed system effectively identify the clone nodes
with customized clocks, user can set their time details
efficiently , inter cluster and selfish node identification is

too difficult, modern world process are done scheme,

1.1 Introduction To Mobile Adhoc Network

The field of wireless and mobile communications has
cxperienced an unprecedented growth during the past
decade. Current second-generation (2G) cellular systems
have reached a high penetration rate, enabling worldwide
mobile connectivity, Mobile users can use their cellular
phone to check their email and browse the Internet.
Recently, an increasing number of wireless Iocél area
network (LAN) hot spots is emerging, allowing travelers
with portable computers to surf the Internet from airports,
I'hil\véyé, hotels and other public 100atio§1§._ Broadband
Internet ak:ccss i-s:dri\f_ing Wirelgss LAN solutions in the
homs for sharing access between éombutérs. In the
mcantim_c, 2G ccllulaf n_et_worksrare evqlviug 103G, oifex'isl 4
!ﬁgher data rates, iﬁfot_aimnent and loéation-based or
personalized services. However, all these networks a..re

conventional wireless networks, conventional in the sense

that as prerequisites, a fixed network infrastructure with-

centralized administration is required for their operation,
potentially consuming a lot of time and money for set-up

and maintenance.

Furthermore, an increasing number of devices such as
iaptops,'personal digital assistants (PDAs),-pocket PCs,
tablet PCs, smart phones, MP3 -plaﬂ*ers, digital cameras,
ete. are providéd with short-range wireless interfaces. In

addition, these devices are getting smaller, cheaper, more

user friendly and more powerful. This evolution is driving
a new alternative way for mobile communication, in which
mobile devices form a self creating, self-organizing and
self-administering wireless network, called a mobile ad
hoc nenwork. This paper discusses the characteristics,
possible applications and netwaork layer challenges of this

promising type of network,
1.2 MANET Applications

With the increase of portable devices as well as progrees
in wireless communication, ad-hoc iietworking is gaining
importance with the increasing number of widespread
applications. Ad-hoc networking can be applied anywhers
wlere thers is little or no communication infrastructure or
the existing infrastructure is expensive or inconvenient
to use. Ad hoc networking allows the devices to maintain
connections to the network as well as easily adding and

removing devices to and from the network. The set of

applications for MANET is divefse, ranging from Iafgé—

séalé? mobile, highly d)-’r_lémiP ﬁelwbrks, to én)all, static
networks that are constrained'by power.sou'rces. Besides
the legacy applications that move ﬂ'om traditional jnf_r;l
structured environment into the ad hoc cc.).nltext,r a great
deal of new services can and will be generated for the

new environment.
1.2.1 Military Battlefield:

Military equipment now routinely contains song sorf of
compuler equipment. Ad- hoc néiworking woulJ allow
the military to take advantage of commonplace network
technology to maintain an information network between
the soldiers, vehicles, and military information
headquarters. The basic techniques of ad hoc n'el{vo'rk

came from this field.
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1.2.2 Commercial Sector:

Ad hoc can be used in emergency/rescue operatiorf/ for
disaster relief efforts, e.g. in fire, flood, or earthquake.
Emergency rescue operations must take place where non-
existing or damaged communicatibns infrastructure and

rapid deployment of a communication network is needed.

Information is relayed from one rescue team member to

another overa small hand held. Other commercia] scenarios
include e.g. ship-to-ship ad hoc mobile communication,

law enforcement, etc,
1.2.3 Local Level;

Ad hoc networks can autonomously link an instant and
temporary multimedia network using notebook couiputers
or paimtop computers to spread and share information
among participants at e.g. conference or classroom.
Another appropriate local level application might be in
home networks where devices can communicate directly
10 exchange information. Similarly in other civilian
environments like (axicab, sports stadinm, boat and smali
aircraft, mobile ad hoc communications will have many

applications. .
ll.2.4 Personal Arca Network (PAN ):

Short—ranﬂe MANET can simplify the mtercommumcaiion
between various mobile devices (such asa PDA, a laplop,
and a cellular phone) Tedious wir ed cables are replaced
wnh wrreless connecnons. Such an ad hoc nelwork can
also extend the access 1o the Intez net or other networ ks

by mechamsms e.g. Wireless LAN (WLAN) GPRS, and

UMTS. The PAN is potentially a promising application

field of MANET in the future pervasive comnputing context.

1.2.5 MANET-VoVoN:

AMANET enabled version of JXTA peer-to-peer, moduiar,
open platform is used to support user location and aundio
streaming over the JXTA virtual overlay network. Using
MANET-JXTA, a client can search asynchronously for a
user and a call setup until a path is available to reach the
user. The application uses a private signaling protocol
based on the exchange of XML messages over MANET-

JXTA communication channe]s.
II. RrLATED WoORK

Cloning attacks can further facilitate a variely of {ralfic
injection attacks [1], [2], such as attacks on access cbnti'ol
lists, rogue access point (AP) attacks, and eventually
Denial of Service (DOS) attacks. A broad survey of
possible cloning attacks can be found in [3], [4]. Moreover,
in a large-scale network, multiple adversaries may
masquerade as the same identity and collaborate to launcl:
malicious attacks such as network resource utilization
attack and denial-of-service attack quickly. Thex efore it

is 1111p01tant to

1} Detect the presence of cloning attacks, 2) determine
the number of attackers, and 3) localize multiple

adversaries and eliminate them,

The traditional approach to prevent cloning attacks is to
use cryptographic-based authentication [5]; {61, [71. Have
introduced a secure and efficient key management (SEKM )}
framework. SEKM builds a Public Key Infrastructure (PKI) -
by appiying'a secret sharing schelﬁe and an underlying
management mechanism with periodic key refresh and host
revocation to prevent the compromise of authentication

keys. An authentication framework for hierarchical, ad hoe
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sensor networks is proposed in [7]. However, the
cryptographic authentication may not be alw;‘ys
applicable because of the limited resources on wireless
devices and lacking of a fixed key management

infrastructure in the wireless network.

To detect anode cloniﬁg attack, the author of [8] proposed
a location information-based detection method by using
cryptography with a GPS and a time stamp. This approach
requires each node to advertise its position obtained by
the GPS and the time stamp to enable each node to obtain
the location information of the other nodes. This approach
detects the node cloning by calculating the distance
between two nodes that claim to be neighbors and
checking the likelihood that the link is based on a maximum
transmission range. The main drawback of this approach
is that it might not work in a situation whére all MANET
nodes are not equipped with a GPS. Furthermore, attackers
can still advertise false information and make it hard for
other nodes to.detect the attack. Through siﬁlulations,
the authors show that node cloning can have a
devastating impact on the target node. Then, the éuthors
present a technique to detect the node cloning attack by
adding two-hop information to a HELLO message. In
particular, the proposed solution requires each node to
advertise its two-hop neighbors to enable each node to
learn complete topology up to three hops and detect the
inconsistency when the node cioning..attack is lannched.
The main advantage of this approacﬁ is that it can detect
the node cloning attack withoﬁt‘ using special hardware
such as a GPS or requiring time synchronization. One
limitation of this approach is that it ﬁ:ight not detect node

cloning with nodes further away than three hops.

II1. ProroseEp MoDEL

This Proposed Model describes the methodology and
contribution of the proposed system. First the overall
in_troduction to the proposed is given, advantage of the

proposed system also discussed in this chapter.
3.1.1 Proposed System

The proposed system extends the work on a CCCD
(Customized Clock based Clone Détection) protocol. The
protocol performs set of processes which are helped to
identify the clone nodes. Applying clock values, port
hopping process and resynchronize the node details. The
protocol applies the isolation step after detection of clone
attacks. So that our protocol’s can detect node clone
with high security level and holds strong resistance

against adversary’s attacks.

Base on the clock settings at the server, the nodes send

their location and time stamps. This helps to identify the

‘clone nodes in the network.

3.1.2 Advantages

» To performs FCD algorithm to detect mobile clones
with minimizing the time.

» The DHT-based protocol can detect node clone with
high security Jevel and holds strong resistance against
adversary’s attacks.

» Randomly directed exploration, is intended to provide

highly efficient communication performance with

adequate detection probability for dense sensor networks.
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3.2 Contributions Of The Proposed work

» The system proposing protocol performs s@( of
processes which are helped to identify the clone nodes.
Applying clock values, port hopping process and

resynchronize the node details.

> System enables sensor nodes to distributive construct
an overlay network upon a physical sensor network and
provides an efficient key-based routing within the overlay

network,

> Hash table is a decentralized distributed system that
provides a key-based lookup service similar to a hash
table: (key, record) pairs are stored in the DIIT, and any
participating node can efﬁcienﬂy store and retrieve records

associated with specific keys.

> Another port-hopping scheme for the client-server mode
proposed this'system there; time s divided into discrete
ti:ﬁe slots. 5. The clients and the server share a pseudo-
random function fo, compute which port.should be used

ina Random Time slot.

> System fully deceﬁtralized, key-based cabhiﬁg and
checking system is constructed to catch cloned nodes
effectively. And provide Location Information Exchange
Protocol use to exchange some information they are - Time

& location in all nodes.
IV. IMPLEMENTATION OF TUE PROPOSED WORK

The CCCD protocol has been applied. Detecting clone
attacks is very crucial in WSN due to node mobility. The
protoco! performs set of processes whi'ch are heiped to

identify the clone nodes.

Clocks of sehsor nodes should normally operate

unsynchronized at their own pace, but should synchronize

whenever Sensors synchronization is needed. Local
timestamps of two sensor nodes at the occurrence time
of an event are synchronized Iater by extrapolating
backwards to estimate the offset between clocks at a
previous time. Our proposed 2 new technique, called poﬁ
hopping where the port number used by the server varies
as a fuﬁction of time and a shared secret between the
server and the client. Strength of the mechanism Hes in
the simplification of both the detectlon and filtering of

Clone attacks packets.

Port hopping technique, the port numbers change
dynamicaily as a function of time and key shared between
the server and the client. Authorized c!ient_s who have the
key will be able to determine the current port number used
by the server, this scheme, and time is divided into discrete
slots time slots for the same service. In order to take into
consideration the Time synchronization errors between
the server and the client, two po}ts are used at the _

boundaries of time slots. Distributed hash table (DHT)

‘by which a ﬂlily decentralized, key—based Caching and

checkmﬁ system is constructed to catch cloned nodes. A
message assoctated with akey will be_transmltted through
the ovérlay network to reach a destination node that is
soIély determined by the key; the source node does not
need to specify or know which node a message’s
destination is—the key-based routing takes care of
‘rransportatlon details by the message’s key. Disft‘lbtlted
hash table is a decentralized distributed system tlnt _
provides a key-based Iookup service similar o a hash
table: (key, record) pairs are stored in any participating
node can efficiently store and Retrieve records associated

with specific keys.
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The protocol’s performance on memory consumption and

a critical security. { '

The detailed description of the CCPH protocol follows:
Protocol 1: CCPH protocol steps

Input : Node 1D of the node. aid: 1D of the met node. ta:

Present time of node a. CTa : Check.
Table stored in node 2 memory. RTa: Revoked.
Nodes table stored in node memory. TTa : Time.

Out table stored in ode a memory. A: Alarm time.G: Time

for the clone node to prove its presence.
CCCD steps:
Stage 1: Initiatization

To activate all nodes $tarting a new round of node clone
detection, the initiator uses a broadcast authentication
‘scheme to release an gction rﬁgssage meluding a tediously
increasing nonce, a random round seed, and an action

fime.
Stage 2: Claiming Neighbors information:

Upon receiving an action message, a node verifies if the
message nonce is greater than last nonce and if the

message signature is valid. -

Stage 3: Processing Claiming Messages:

A claiming message will be forwarded to its destination
node via intermediate nodes. Only those nodes in the

network layer need to process a message, whereas other

nodes along the path simply route the message to

temporary targets.

Stage 4: Clock based synchronization:

Based on the clock settings at the server, the nodes send
their location and time stamps. This helps to identify the
clone nodes in the network. Time synchronization is

needed by almost all Clone detection Nevertheless; it is

 still a challenging task to synchronize the time of nodes

in the network, even though loose time synchronization
is sufficient for the detection purpose. Hence, as we know
that time synchronization algorithms currently need to be
pgrformed periodically to synchronize the time of each

node in the network.
Distributed Hash Table :

This maps Data items, key value pairs, on node 1Ds. Key
is computed via hash function from string describing data
item. Distributed hash table (DHT), by which a fully
decentralized, key-based caching and checking system is
c'onsfructed tb catch cloned nodes. The ﬁrotoco]’s
pe‘rforinahce on memory consumption and a critical
security metric are theorstically deducted through a
probability model, and the resulting equations, with
necessary adjustment for real application, are supported
by the simulations. In accordance with our analysis, the
comprehensive simulation results show that the DHT-
based protocol can detect node clone with high securiﬁy
level and holds strong resistance against adversary’s

attack;.
V. ExpERIMENTAL RESULTS

The propdsed system efficiency is analyzed using some
experimental analysis. The experiments are taken by using

the sample input values and the corresponding output

values are noted for plot the chart. The following factors
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are experimented with some input values to make sure

that Quality of Service is achieved in the proposed sysﬁ;n.
A. Performance Analysis
For the Customized Clock based Clone Detection

protocol, we use the following specific measurements to

evaluate its performance:

* Average number of transmitted messages,

representing the protocol’s communication cost;

*  Average Time Delay, standing for the protocol’s

storage consumption;

~* . Average number of witnesses, serving as the
protocol’s security level because the detection

- protocol is deterministic and symmetric,

Figuﬁ: 'l':.-CCCD Protocok

The ratio of number of packets send from source and

namber of packets reach the destination. The packet

delivery ratio is calculated as follows:

v

PDR'= (Né of packets Received / No of packets seng) *
100 o

Table 1: PDR Cemparison Table

Existing Proposed
95 99
94 9%
92 o8
89 97
PDR comparison chart
=
h=]
£
o
E 5 i0 15 20
%, Number of Packets
5 SRR |
——— Rundonsized Muiticast

> CCCH Protocol

Figure 2: PDR Cémparison Chart

In the existing system the packet delivery ratio decreases
due (o high mobility, security problems and propagaﬁon
delay in communication even tholtfgh multiple rcd‘unda}nt h
pails are available. The proposed sySlc-m C:is!bmiz&l :
Cioék based Clone Detection uses (o send the packet
from source fo destination thus the packet delivery ratio

increases,
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B. Packet overhead :

The number of transmitted routing packets. For exarrﬁe,

a HELLO or TC message sent over four hops would be-

counted as four packets in this metric. Overhead has been

plotted against number of nodes.
Delay Time

The proposed system disseminate the message in multiple
shortest paths and the message reach the destination in
any of the available shortest paths . Thus Delivery time of
proposed system increases when compared to the existing

system. Delivery time is calculated as follows:
Delivery Time = Receiving time —Sending time

Table 2: Delay Time

Number of | Existing Proposed
receivers System system |
5 5 3
10 7 5
13 15 5
20 50 —;

are experimented in the implemented system. The diagram
clearly shows that the proposed system have taken less

time when compared with the existing system.

Delay time
25 - '

Nnkmts . =g Randomize
packets 1g 1o d Multicast
5 ~|=CCCO
 Protocel

0+ -
1'-2_34"‘

Time

‘ Figurc 3: Delay

Thie below chat is plotted-using the table values which

Table 3: Clone Node Identification Accuracy

Existing Proposed ]
Fystem system
1.5 3.5
4.0 7.5
7.0 13.5
9.5 19.5

The above table contains the estimated time for detecting
the clone nodes in the network by existing and proposed.
The plotted chart shows that the proposed system more

efficient to detect the clone nodes.

Clone Dection Accuracy

it Randomized Multicast - * - CCCD protocol

Figure 4: Clonc Detection Accuracy

VI. ConcLUSION

The system has proposed a clone detection scheme for

mobile Adhoc networks based on the time syu_chrdﬁ ization

. and port hopping schemes with CCCD .p_rmocol

{Customized Clock based Clone 'De_teclion). This also
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performs FCD algorithm to detect mobile clones with
minimizing the time. So this implemented by usinﬁ'ﬁe
basic idea that a mobile node Should send periodical
hopping details according to the clock . The proposed
scheme quickly detects mobile clone nodes with very small
number of efforts and claims, F urthermore, his also
introduces solutions for two types of attacks that might
be Iauuched by the attacker and discussed the defense
strategies against those node replica attacks. Moreover,
the system also indicated that the Simulation and results
shows the proposed System finds the attacker with
milnimum Energy and cost. overhead of the ﬁro-].aosed
CCPH protocol should not be large. The proposed
simulation and results shows the proposed system finds

the attacker with minimum energy and cost.
VI, Furure ENINANCEMENT

The system coﬁsiﬁered that the ideas and protocols
introduced in this paper covered the cost and energy base
issues in clone detection system. This providesa way for
further research in the area of accuracy; this can be
extended by considering the elimination of false alarms.
Furthermore, this can be apb]ied and suited to address all
major security threats;’this can be examined and

implemented in real systems.

Turthermaore, this can be evaluatin g the proposed scheme
against various types of attacker. models. fn particular,
this can be extended in explorin g how a variety.of altacker

models impact on the security of the scheme.
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