Karpagam Jcs Vol 9 issue 5 Jul. - Aug. 2015

SMCRP : A SECURE MULTICAST CERTIFICATELESS ROUTING
PROTOCOL FOR NETWORK SECURITY IN WBAN

Sujatha Rajkumar’, Ramakrishnan. M?

ABSTRACT

In Wireless Body Area Networks (WBAN), key factors
are important issue to be considered for confidential data
transmission that includes data security and privacy in
emergency medical response systems. Comparing to
Sensor Ad hoc Networks (MANET), security is 2 major
concern in WBAN. Hence in this research, a Secure
Multicast Certificateless Routing Protocel (SMCRP) for
withstanding attacks in body area networks. It consists
of three phases. First, the secure cluster topology is
constructed in the body sensor networks based on path
reliability and trust recommendation of sensor nodes,
Second, the si@cwption'ahd unsigncryption phases are
.performed together to.verify the authenticity of sensor
niodes. Third, the secure multicast group mianagement is
performed to avoid replay attacks and to keep network
connectivity. Last the packet format of proposed protocol
ensures high confidentiality between the sensor nodes
located in body area networks. Based on the extensive
theoretical and practical simulation results, the proposed
protocol achieves better performance interms of
computational cost, time, delay, packet drop, delivery ratio,

end to end delay.
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L INTRODUCTION

The concept of WBAN is discovered by Zimmerman
which is otherwise defined as Wireless Personal Area
Network (WPAN) [1]. WBAN is the network that permits
the combination of smart, small scale, minimum power,
aggressive/discreet sensor nodes which monitors body
activities and neighboring environment. Every intelligent
node in the network has potential to forward the
information to the base station after processing to obtain
the diagnosis and prescription [3]. The application of
WBANSs is concerned with medical field and it also

upholds consumer electronics applications concurrently

(2].
The features of WBAN are listed below [3]:

® It is a miniature wireless network for communicating
within 3 m gap - The speed at which the data is

transmitted varies from 10 Kbps to 10 Mbps

® The star topelogy is the fundamental arrangement
considered in WBANs and BAN Nodes (BNs)
communicate with BAN Network Controller (BNC)

alone
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é‘nd

Energy efficient

° BNs possess restricted power, calculation
communication capabilities -
security mechanism is required with reduced
overhead and also the requirement such as data
integrity, authentication and encryption should

be fuifilled

e The network surrounds the body closely for

implanting its communication system,

° BAN mainly detects, collects and transmits the

biomedical information

In general, BAN applications deal with sensitive patient
medical information but it has significant security, privacy
and safety ihplications which may prevent the wide
adoption of this technology. It has great privacy concerns
in the public towards interoperable medical devices

(IMDs) [4]; however, data security in BANs has not drawn

enough attention, although the lack of it would lead to -

fatal consequences [5], [6]. Node authentication is the
fundamental step towards a BAN’s initial trust
establishment and subsequent secure communications.
Since IMDs transmit critical health monitor reports to
and receive commands from the CU, if an attacker
successfully pretends to be a legitimate sensor node or
CU and joins the BAN, it can either report wrong patient
health status information or inject false commands which
may put the patient’s safety at risk. In current practices,

IMDs are not designed with enough security

considerations. Over the years, a number of remote

‘hacking incidents of individual IMDs [7], [8] are reported,
which exploited unprotected wireless channels. In BANs,
the situation is even worse if attackers can spoof multiple
medical devices simultaneously. Thus, an effective node
authentication mechanism is the key to BAN's security

and patient safety.

Certificateless Signeryption ensures more confidentiality
and data integrity. It avoids key escrow problem in
identity based cryptography technique, In our proposed
we achieve less computational cost, computational time
because of integration of secure multicast and

certificateless verification.

. RELATED WORK

Mohammed Mana et.al [9] presented a secure and
efficient key exchange for wireless body area network to
solve the problem of security and privacy in WBAN. The
main of this fcey exchange was to generate and distribute
securely and efficiently the session keys between sensor |
nodes and the base station to secure end to end
transmission. The secure communication links were
established between the nodes themselves using
biometric data. The problem of this key exchange was

lack of security and privacy.

Yuling Liu et.al [ 0] proposed an effective hashing method
for image authentication. The log-polar coordinate
transform and invariant centroid algorithm can be applied
for geometric correction, Theoretical analysis
demonstrated that the proposed feafure is robust to the
some geometrical attacks, such as translation, scaling,
totation, etc. This algorithm cannot only tolerate the
perceptually similar manipulations, such as JPEG
compression, low-pass filtering, median filtering, Gaussian
noise, etc., but also can distinguish two visually distinct

images.

Aftab ali and Aslam Khan [11] proposed and evaluated
an energy-efficient key management scheme for WBANs.

It was taken into account available résources of a node
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during the whole life cycle of key managemeprt.'{lg{“ his
scheme was a cluster-based hybrid security framework
- that supported both intra-WBAN and inter-WBAN
communications. By using multiple clusters, energy-
efficiency was ensured. The cluster formation process
itself is secured by using electrocardiogram (EKG)-based
key agreement scheme. The ptechnique is hybrid because
we use both preloading of keys and physiological value-
based generated keys. A highly dynamic and random EKG
values of the human body was used for pairwise key

generation and refreshment.

Lu Shi eta.al [12] proposed a lightweight body area
network authentication scheme that does not depend on
prior-trust among the nodes and can be efficiently realized
on commercial off-the-shelf low-end sensor devices. This
was achieved by exploiting physical layer characteristics
unique to a BAN and an off-body channel. This finding
was that the latter is more unpredictable over time,
especially under various body motion scenarios. This
unique channel characteristic naturally was originated
from the multi-path environment surrounding a BAN, and
cannot be easily forged by attackers. Including this, the
clustering analysis was also adopted to differentiate the

signals from an attacker and a legitimate node.

Chungiang Hu et.al [13] developed the Fuzzy Atiribute-
Based Signcryption that makes a proper tradeoff between
security and elasticity. Fuzzy Attribute-based encryption
‘was le\'feraged to enable data encryption, access control,
and digital signature for a patient’s medical information
in a BAN. It also combines digital sigﬁatures and
encryption, and provides confidentiality, authenticity,

unforgeability, and collusion resistance. It allows a

patient to specify a set of attributes and a physician is
expected to possess in order to access a certain piece of
sensitive information, If also allows a physician to access
the data if the intersection between the physician’s
credentials and the required ones exceeds & pre-

determined threshold.

Siva Sangari and Manickam [14] proposed a low cost and
high quality electro cardiography and diagnostic system
for healthcare applications. A major issue was how to
preserve security and privacy of patient’s medical
healthcare information over wireless communication. The
energy consumption and data security are still major
challenges in healthcare applications. The scheme was
based on light weight security algorithm. Skipjack is the
secret key encryption algorithm which provides the secure
communication between sensor node and sensor node.
This algorithm protects the patient data against

eavesdropping attack.

Ming Li et.al [15] proposed group device pairing (GDP),
a user-aided multi-party authenticated key agreement
protocol. Devices authenticated themselves to each other
under the aid of a human user who performs visual
verifications. This pairing supports fast batch
deployment, addition and revocation of sensor devices,
does not rely on any additional hardware device, and is

mostly based on symmetric key cryptography. It also sets

‘up an authenticated BAN group with much fewer human

interactions than establishing authenticated individual
shared keys between the nodes one at a time using
traditional device pairing techniques. In GDP, each device
authenticates itself to every other device in the group as
a legitimate member, which can be verified visually by a

human.
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t the message authentication. The proposed

signal-based key establishment protocol to secure re e 'ECG IJS key agreement can secure data communications

communication between every sensor and the control
unit before the physioiog.ical data are transferred to
external networks for remote analysis or diagnosis. The
uniqueness of ECG signal guarantees that our protocol
can provide long, random, distinctive and temporal variant
keys. Biometric Encryption technique is applied to
achieve the mutual authentication and derive a non-
linkable session key between every sensor and the
control unit. The correctness of the proposed key

establishment protoco! was formally verified.

Sarah Irum et.al [17] proposed technique that was based
on preloaded keys as well as keys automatically generated
from biometrics of the human body. The biometric-based
calculations are of linear time complexity to cater the strict
resource constraints and security requirements of
WBANSs. The proposed security mechanism provides an
efficient solution for the security of both intra- WBAN
and inter-WBAN communications. The proposed inter-
WBAN communication was purely based on preloading
of kéys. The minimum number of keys was used for
preloading in the sensor’s memory due to its small storage
capability. This technique was efficient in terms of
memory utilization and also in terms of security because
the combination of auto key generation and preloading

of keys strengthens the security of the technique.

" Zhaoyang Zhang et.al [18] presented a novel key
agreement scheme that allows neighboring nodes in
BANs to share a common key generated by
electrocardiogram (ECG) signals. The improved Jules
| Sudan {1IS) algorithm .was introduced to set up the key
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over BANs in a plug-n-play manner without any key
distribution overheads. The ECG-1JS scheme shared a
key in energy-efficient manner for BANs and a novel
hash-based authentication approach was used to measure
ECG signals at both sender’s and receiver’s sites. In this
approach, ECG signals were used as biometric to generate
keys in data encryption and hash-based message

authentication.

Jingwei Lin et.al [19] presented a pair of efficient and
light-weight authentication protocols to enable remote
WBAN users to anonymously enjoy healthcare service.
These authentication protocols were rooted with a novel
certificate less signature (CLS) scheme, which is
computational, efficient, and provably secure against
existential forgery on adaptively chosen message attack
in the random oracle model. These designs ensured that
application or service providers have no privilege to
disclose fhe real identities of users. Even the network
manager, which serves as private key generator in the
was prevented from

authentication protocols,

impersonating legitimate users.

Lu Shi et.al [20] proposed a lightweight body area network
authentication scheme that does not depénd on prior-
trust among nodes and can be efficiently realized on
commercial off-the-shelf low-end sensors. A unique
physical layer characteristic was exploited naturally
arising from the multi-path environment and the distinct
received signal strength (RSS) variation behaviors among
on-body channels and between on-body and off-body

communicati_on channels. Based on distinct RSS
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variations, clustering analysis was adopted in BA{ to
differentiate the signals from an attacker and a legitimate
node. It also make use of muiti-hop on-body channel
characteristics to enhance the robustness of the

authentication mechanism.

" Daojing He et.al [21] proposed a lightweight and
confidential data discovery and dissemination protocol.
It used low-complexity symmetric cryptographic
techniques for maintaining confidentiality. The
encryption key was changed on a per-packet basis to
prevent the intermediate nodes from forging the keys,
ensuring authenticity of the broadcast data items. This
solution conformed with the resource limitations of a
WBAN. This dissemination protocol also presénted the
design, implementation, and evaluation of a secure,
lightweight, confidential, and denial-of-service-resistant
data discovery. Based on multiple one-way key hash
chains, this protocol provided instantaneous

authentication.

Osman Salem et.al [22] proposed a lightweight anomaly
detection approach for medical WSNs, where fanity
measurements and injected malicious data could threat
the life of the monitored patient. This approach was based
on wavelet decomposition, non-seasonal Holt—Winters,
the Hampel filter, and boxplot. It allowed achieving spatial
and temporal analysis, without prior knowledge of fault
signatures. It was suitable for online detection and
isolation for faulty or malicioﬁs}y injected measurements
with low computational complexity and storage

requirement,

Our aim is to arrive at a multicast protocol which strikes a
balance between defending against attacks and more

energy consumption of nodes.

L Overview OF OQpriMizED MULTICAST ROUTING -

ScHEME

In this research, a certificateless secure protocol is
proposed for WBAN. It consists of set of body area
networks connected to the sub server. This server
communicates the biometric information calculated by
the sensor node to the main server through the online
mode. Once the information is established, all sensor
nodes will determine the main server based on the sensor
node id. The main server will then create a single secret
key for each node. When a sensor node wants to join a
network in the region, it forwards a Hash based MAC
{(HMAC) protected message to the main server via the
sub server. The main server verifies the HMAC and
calculates a data key and a main key for the sensor node
and sends it to sub server. The sub server encrypts data
key with main key and sends it to the sensor node that
initiates the joining procedure. After all the sensor nodes
receive key information from main server, the cluster
server schedules re-generating period to restore the main

key.

Secure Cluster WBAN Construction based on Reliable

Paths:

Cluster is formed based on reliable neighbor nodes using
trust vector value. It is derived from how much of packet
information is successfully carried via neighbor nodes
from source node to destination node. The packet
integrity should be maintained through the entire route.
Each node has routing table which contains packet
information, packet id, cluster member id, node to node

connectivity, neighbor coverage rafige, link quality etc.
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Based on high and medium trust vector value, theé{i)de

is considered as a cluster head otherwise cluster member.

Trust Vector Tt is given by,

Dutcoming deliverad packets from node B ~ Packets sent frow node B to A
Incoming received packats from node B — Packets sentfrom node Ato B

(H

After calculating trust vector value, each node chooses

one node that has highest trust value, it is called trust
authenticator. Then the trust authenticator becomes
cluster head and the chooser is considered as cluster
member node. If the chosen sensor node is already a
member of another cluster region, & sensor node of high
trust value is selected. In this way, the cluster region is

formed.
Route establishment:

Route is established between the nodes based on link
stability. For transmission range T, link stability L
between any two nodes overtime peridd t can be

calculated by:

T

LS _ . r
’ \/{(ul - D, )+t(n] cos9, +7, c0sd, ) }2

4G - 4 )16 sin, + n,5ind,) ¥

L, is the link stability of individual links between any
two nodes and for a path and it is same as the minimum
~ link stability along the pafh. Once the stability is
calculated, the route discovery pracess is initiated by
means of flooding route request packet from source to
destination. If any destination node replies with roufe
reply within periodical time, stability rate is high
otherwise it is low. Cluster head maintains the link

stability status among all the cluster members to the

destination. If any route having high stability rate, that
route is given with first priority for packet fransmission.
All cluster members update route establishment status
to cluster head based on link stability rate. In order to
avoid link break or failure by means of malicious

attackers, link stability is maintained among all cluster

members and cluster head.
Certificateless Routing:

The proposed protocol consists of two parties namely
sending sensor node and receiving sensor node. Three
phases are present in this protocol based on elliptical

curves as follows:
e Key generation

s  Signeryption

e Unsigneryption
Key Generation:

In this key generation p.rocess, the encryption and
authentication are essential for message transmission in
the network. In the initial phase, main server generates
and publishes all the public parameter of elliptic curve as
well as each sensor node chooses his own private key

and calculates his related public key.

In this phase, main server generates the parameter

based on elliptical curve proéedure.

L p is a prime number.
2 Initialize the (a, b) two integer element and
(a, b) < p that satisfies 4a° + 275 # Omod p.
3. Define the elliptic curve over finite field ' with
order n, which satisfy equation

yz=x‘+ax+bmod“p.
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4. Set the base point G of F. F/
5, Find the hash function H : {O,I}‘ —>Z,
6. Publish parameters (p, G 4, b,H, n).

Generating Privéte key and Public key of sending

sensor node by main server

Privatekey: X, € [1,2, ..... (n — 1)] Public Key :
L =X,G= (Yn:er)

Calculating the public key and private key of receiving

sensor node

PrivateKey: X, € [1,2, ..... (n - l)] Public Key :
Ym =XmG =(le5Ym2)

Signcryption:

Signeryption is a cryptographic primitive which achieves
| integrity and confidentiality in a single logical step.
Signature then encryption requires two steps but by
signeryption only one step is sufficient for achieving
confidentiality and integrity so signcryption reduces the
communication as well as computation cost and increase

the efficiency.
Step 1: Select the random integer w [1, n- 1]

Step 2: Determine the secret key from the main server

K=tY, =(k,,K,)

Step 3: Derive the session key for encryption as

k=Hlx, | ID,, |9, 11D,,)
Step 4: Compute the ciphertext C = F x, (m)

Step 5: Determine the masterkey B = H(m, K ,)

Step 6: Compute the digital signature
§={t-B.X,)modn

Step 7: Send the signcrypted text & = (¢, B, 5)
Unsigneryption

Receiving node receives the signerypted text and decrypt
the text to extract plain text and verify the digital signature

as follows:

Step 1: Computes the session key based on master key

and digital signature

K' =sY,+BX.Y, =(K,,K,)

m

Step 2: Recover the message from signcrypted text is

m =D, (c)

Step 3: Verifies the authenticity by following condition
B =H(m,K;)

Physical Authentication Model:

From the proposed model, wireless devices can
authenticate themselves through wireless data channel
for assisting physical data transmission among devices.
The physical data transformation involves the user’s
actions such as replication of the data output from one
device to the other device, comparison of output of two
devices, entering similar data into both the devices. This
process does not require the user to enter long strings of
digits. In general, the user has to either enter or evaluate

approximately 32 binary digits.
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Secure Multicast Group Formation: ﬁ{

In the proposed secure multicast, hop by hop encryption
is adopted. Packet is multicasted with its level key. Each
member node that is a logical child of the cluster head
will then decrypt the message. If the member node
.receiving the packet is a parent of a subsequent level,
the node will re-encrypt the message using its parent
level key and send the message onto each of its children,

The packet format is given as,
Cluster group ID + MAC ID+ Seq.No+ Message  (3)

At each level the packet will be decrypted and re-
encrypted with the next level’s keys before being sent
on. An alternative would be to have the cluster head
generates & random key, K, and encrypt the message
with this key. At each level, the parent decrypt.s and re-
encrypts K, but not the entire message. This would speed
propagation of the message by saving us from having to
decrypt and re-encrypt the entire message at every level

during packet forwarding.

F. Packet format of SMCRP
Source | Destination | Hop | Data .| Integrity | FC§
D D Count | Confidentiality
2 2 1 4 4 2

Figure 1 : SMCRP Packet format

in figure I, the proposed packet format of SMCRP is
'shown. Here the source and destination node ID carries
2 bytes. The third field hop count determines the number
of n does connected to the particular node in the cluster.
It occupies 1 byte. The data confidentiality occupies 4

bytes. Each sensor node checks integrity of the packets

to destination nodes. The last filed FCS i.e. Frame Check
Sequence which is for error correction and detection in

the packet while transmission.
G Deseription of SMCRP

The proposed scheme is to identify the
authenticated route in the network. For that, secure
multicast backbone is constructed to find the trustable
and non trustable nodes using the link and node stability
ratio estimation. In previous multicast routing schemes,
either link or node stability is focused. Based on

signeryption, the network achieves high network integrity.

IV. PERFORMANCE EVALUATION

The performance of the proposed approach is evaluated
in this section. The simulation model is discussed in
Section 6.1 and the simulated results are presented and

described in Section 6.2.

A, Network Model

In the proposed network model, it is assumed that K+1
sensor nodes are present in the network while taking the
source node is K and destination node is (K+1). The
packets are received in a queuing order from the rest of K
nodes, The proposed model is symmetric and syntheﬁc
model. Here the sensor node may in the transmission
range or ouf of the range. The packets are transmitted in
a fixed size and the route discovery time is deterministic.
Packets are arrived to the destination according to the
Markovian Arrival Process in discrete time (DBMAP/LY/
1/N). Here, N is the buffer size of the destination sensor

nede. So, the process is in the queuing condition. Mobility
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nodes are randomly chosen while considering the péket

loss probability which involves transition matrix is

KD D (KN,
B. Simulation Model 2nd Parameters

‘We have simulated our results using NS2.34 simulator. It
is an object oriented discrete event simulator to identify
the performance of proposed scheme. The Backend
language 0fNS§2.34 is C++ and front end is Tool command
language (Tcl), NS2 is user friendly and easy to fabricate
our own protoéol. Tel is a string-based command
language. The language has only a few fundamental
constructs and relatively little syntax, which makes it easy
to learn, The syntax is meant to be simple. Tel is designed
to be glue that assembles software building blocks into
applications. Here we made the assumption that adopted
for simulation is all nodes are moving dynamically
including the direction and speed of nodes. Mobility
scenario is generated by using random way point model
with 100 nodes in an area of 1000 m x 1000 m. Our
simulation settings and parameters are summarized in

table .

Tablel. Simulation and Settings parameters of SMCRP

No. of Nodes 100

Area Size 1000 X 1000
Mac IEEE 802.15.4
Radio Range 250m
Simuiation Time 50 sec

Traffic Source Exponential
Packet Size 512 bytes
Routing Protocol SMCRP
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D. Performance Metrics

We evalnate mainly the performance according to the

following metrics.
Average Packet Delivery Ratio :

It is the ratio of the number of packets received

successfully to the total number of packets transmitted.
Communication Overhead :

The control overhead is defined as the total number of
routing control packets normalized by the total number
of received data packets. It suppresses the
communication between the source and destination

nodes.
End-to-end delay :

It depends on the routing discovery latency, additional

delays at each hop and number of hops.
Packet Drop :

1t is the ratio of number of packets dropped to number of

packets successfully sent.
E. Results

We compared our proposed protocel with ECG-1JS{18],
CLS [19] and BANA [20]. The results are examined by
using performance metrics end-to-end delay, packet
delivery ratio, computational cost, computational time,

packet drop rate, end to end delay and overhead.

Fig.2 shows the analysis of Energy efficiency Vs Time.
From the results, our proposed protocol achieves high

energy than the existing schemes namely BANA, ECG-
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{JS and CLS because of secure multicast deployed inthe

optimized routing.

Energy affickerey {))

2k % B N E B 2

Figure 2 : Energy Efficiency Vs Time

In Fig.3, we vary the time from 20 to 200. While increas-
ing the time, the computational time of proposed proto-
col SMCRP has low than ECG-1JS, CLS and BANA. This
is achieved by employing the key factors used in the

transmission process,

[0

Camputational e (msuce)

1 L : L
wn %0 50 E ] 100 1 EL i 150 200

Computatiersal Cost

Ve (saco)}

Figure 4 : Computational Cost Vs Time

In Fig. 4, time is varied from 10 to 100 msec. The
computational cost of proposed protocol achieves fewer
resources than ECG-1JS, CLS, BANA and RMRBDP

because of high path reliability criterion.

Figure 5 : Drop Vs Keys

In fig. 5, we vary keys from 10, 15,...50. The packet
dropping rate of SMCRP achieves lesser than ECG-1S,
CLS, RMRBDP and BANA.

In Fig 6, key is varied as 10, 20....100. When we increase
the number of keys, the delay is also getting increasing.
The proposed protocol SMCRP has low end to end delay
per packet than ECG-IJS, CLS, BANA and RMRBDP.

Dalay (moece}
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Dulveryratio (W)

Figure 7: Delivery Ratio Vs Keys

" InFig. 7, keys are varied as 10, 20....50. The packet delivery
- ratio of the proposed protocol SMCRP is high than ECG-
Bii S, CLS, BANA and RMRBDP. While residual energy of

the path increases, the delivery rate is getting increased.
V. Conclusion And Future Work

A secure multicast certificate less routing prtocol
for WBAN to achieve security challenges. The proposed
protocol contains cluster topology that includes main
server and sub server to verify the authenticity of
biometric information. Through the propsoed
signcryption and unsigneryption scheme, the data is
transmitted securely and the vulnerability of inside and
outside the attackers is avoided. The propsoed scheme
uses symmetric master key to achieve authentication of
sensor node located in BAN. The proposed protocol is
simulated with NS2 to evaluate its performance.
Comparing to previous scheme, it acheives better
perfoménce than existing schemes. In future, we plan 0
combine both elliptical curve and identity based
cryptography schemes to maintain the secrecy policy of
the networks. Energy model will also be integrated in

future to avoid more consumption of network resources.
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