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A DISTINCTIVE PRIVACY BASED ALGORITHM FOR
CROWDSOURCING PLATFORM
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ABSTRACT

Crowdsourcing is modern businesses term where an indi-

vidual, an institution or non-profit organization proposes

to an individual or a group of individuals to accomplish a :

particular task. Crowdsourcing is platforms where employ-
ers are aliowed interact with the employees and get 'thei;
work done. Crowdsourcing environnient may contain sen-
sitive attributes, which may lead to privacy leakage .and
the outsiders could link SA’s with other public databases
to reveal individual conﬁdeotial_ infohna;ion. In recent
years many techniques like -randomiza.t‘ion,' generalizétion,
k-anonymity, l-diversity have been proposed Viby many
researchers in orde.r to'safeguard the prifac.y_of sensitive
data. In this paper we mtroduce an enhanced approach
for crowdsourcmg, whxch helps to overcome privacy vio-
lations to the maximum extent,

L wakonecfio&' L |

Crowdsourcmg[l] database is place where the employer
: acqulre }ns work done from a group of persons based on
his reqmrement The employer and the employee
accomphsh thelr requirements from crowdsourcmg
platform. The employers are given the rights to upload

. their job details to the crowdsourcing platform and provide
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the work when and where needed.

Crowdsourcing platforms, such as Amazon AMT1 and
Crowdflower2, use the new Laa$ (Labor as a Service) {1]
model. Operators process each request from the workers
and publish the records in crowdsourcing platform for
further processing. Many users register their curriculum
vitae (CV) and many companies submit their job positions
in the Websites. Hence these database consist the
educational and experience summary of individuals and
also personal details salary etc.,.These personal
information cannot be shared with public which are
considered to be sensitive information, whereas these
information has to be shared with the employers.’

Employers require these information’s to select the

. suitable candidate for the particular task. The primary work

of operators is to gather the answers related to the queries
that were previously published in the website. For example
human resource agencies receive meny applications from
both the users and companies. Employees submit their
resumes and companies submit their job positions. In
modem years, it has become essential to share private
data. In general data from various databases is collected,
gathered and organized in central place for many reasons .
Crowdsourcing platform is a place where fots of public
interact. Public might share their sensitive data like their
salary etc. Hence it is essential to hide the sensitive data.
The attributes are classified into three types which are

key attributes, quasi identifiers and sensitive attributes.
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. Key attributes are the fields which uniqua&{i
identify the records such as names, identification
number etc., which has to be always removed

before publishing.

° Quasi-identifiers are the fields which do not
uniquely identify the records but are well
associated with an entity. For example a
combination of date of birth, gender and company
name can be termed as guasi identifiers which can
bé-used identify the records. Se it is very
important to partially hide these identifiers before

publishing it to public.

e Sensitive attributes have to be really preserved
| from the attackers. Example salary details of an
employer should be preserved privately. Sensitive
attributes may provide more knowledge to the

invaders and may result in leakage of information
IIL RELATED WORK

Many techniques have been designed to preserve privacy
to data and allow at the same time provide provision to
analyze the data. For example, an attribute can be
generalized or an attribute can be replaced with a less
speciﬁc value. Date of birth of the individual can be

fepiaced by age group.

‘G_eneratiza_ti()n [2][3] is 2 godd‘. practice for privacy
preserving data mining. Generalization replaces the
original data with some false values. Basically quasi-

identifier values are replaced with some false values which

are semantically consistent with the original values.

There generalization algorithms lacks in many aspects

such as heavy loss in information, especially for the high-

dimensional data.

Bucketization [3], is the process of partitioning the tuples
in the database into tiny individual units called buckéts.
Then buketization algorithms provides a separation
between the sensitive attribute and non-sensitive
attributes by randomly distinguishing the sensitive
attribute in each bucket. The data set is processed into
small buckets with sensitive atiributes. Original data is
partitioned into buckets and within each bucker, here we
apply an independent random permutation to each

column. *

A Feedback based algorithm{1] is a one of the best
solution is to iterate all possible K-anonymity strategies
and weigh each strategy based on the sample data. A
heuristic approach is derived by combining the sampie-
based feedbacks from many crowdsourcing platforms and
the muitidimensional K-Anonymity approach [1}. Each
iterations will result in a set of new cells. These cells are
then anonymized based on their cell ranges. The
anonymized samples of crowdsourcing jobs are published

to collect the feedbacks for these cells.
IV, ProBLEM DEFINITION

Major problem while publisﬁing crowdsourcing data are
the attacks by the outsiders. External an& internal
attackers attack the original data for varidl_ls TEAsonS. So
it becomes essential to preserve the original data from
these attackers, Privacy is disrupted if anyone gets to
know anything information about éensitive data. The
uitimate goal of the research work is to publish an

anonymized data, which will resist to internal or external
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attacks. We strongly believe that when dag'-is
anonymized data is not attacked. In this modern world
attackers are too brilliant to hack any of algorithm and
retrieve the original data. So a combination of Slicing and
m-privacy algerithm prevents the original data from

internal and external attacks to a maximum extent.
V. Prorosep Work

The proposed design provides a better solution to
achieve privacy for crowdsourcing data publishing. This
design is a combination slicing techniques with m-
privacy[ 14] techniques. Slicing overcomes the limitations

of generalization and bucketization which preserves

privacy of data against the privacy breaches. m-privacy '

techniques guarantees that the original data is
anonymised and it satisfies the privacy conditions. In
this paper, we study the problem to anonymize horizontally
_partitioned data for inultiple dataset. We consider attacks
caused by insiders by plotting data providers. These
insiders may not only use their own data records which

isa subset ofthe combined data. The external background

knowlédge of the system and. the records donated by

other data providers is provided to all the insiders. The -

aim of our work is to publish incorporated data T in an

anenymized view. Original data could be attacked from

internal and external persons and reduce privacy 6f data.
Data from multiple data providers are combined with one
-another and th.erefore an .individual may have access to
-various _dataﬁases. Here the data provider faces the

different.type of attack called insider attack.The data
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which may be tend to be attacked by the outside world is

said to face outside attacker.
Definitions

B. C. M. Fung defines m-privacy as let T=1t1,12,...gbe
a set of horizontally distributed records among n data
providers P=f{P1,P2,...,Pn,, Ti _T are set of records
provided by Pi. If the records contain multiple sensitive

attributes then a new sensitive attribute can be defined

- as & Cartesian product of all sensitive attributes. Our

goal is to publish an anonymized table T* such that data

canndt be hacked.

In this'p'a'per, we address the new threat and make several
impértént contributions. .We introduce the notion of
distinctive privacy based approach for crowd data
s”c'mi'éihg which will inherent data knowledge and protects

anonymized data against such attacks.

F ollowing steps are followed to attain privacy in multiple

dataset

*  Collect data from various data providers.

‘e The data collected from data providers is ‘sliced

horizontally and vertically using STA algorithm.

» - Once the data is Sliced, the privacy constraint
algorithms are applied to ensure privacy for all .
individual data.

e  All the readings are noted do-wn and the m;st

suitable algorithm is selected
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Table 1: Slicing Technique Algorithm £

AGE | SEX ZIPCODE ~ |EDUCATION
A (34,M) (642134.4) (G4M D
%[ (G4M) (6423234) (34M24)
U | GaMy (642323,4) (34 M4)
45 | @sp (642134,3) 45.E3)
s |@sp | ey | esEy
%6 | (566 | (644545,3) (56,F3)
55 |(65F) (645534,3) (56,53)

Table 2 : Distinctive privacy algorithm

AGE SEX ZIPCODE EDUCATION
A X XXX 34.M4)
£ X KKK (34.M4)
k) X KAXXX (34.M4)
i X | xoox (45,E3)
45 X XXX - (45,E3)
% X XK (56,E3)
55 . X XX (56,E3)
VI. TesTING AND FINDINGS

The anonymization technique and many other algorithms

play a vital role in preserving the privacy of published.

data. Each anonymization technique has its own pros
and cons while preserving the privacy of data from

_multiple data set. Data from multiple databases are taken

and they are collaborated. The original data is -
differentiated as Senitive attributes, Quasi identifiers
and Key attributes. Many preprocessing steps are
applied to data before we apply our distinct privacy
preserving algorithm. Regressive experiments indicate

that the algorithm works efficiently.

“a@Failures-
& Matching

| S0 Y el

Gemmllsanonih
Privacy -
algorithm -

VYII. Dicusston AnD FUTURE WORK

The above discussed technique helps to enhance data
privacy and security when data is collected from
various datasources. Many k-anonymity techniques
are designed to preserve the original data from hackers,

but in this medern world, hackers also too brilliant to

- crack these algorithms. In future, our work in

developing a more effective and enhanced atgorithm
which will reduce limit the privacy breaches to a -

maximum extent,
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