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o ABS-TRAQT

Software testmg provides an environment to reduce

errors, cut mamtenance and overall soﬂware

* costs. There are va_nous so_ftware development and '

 testing 'methodoiogi'es testing techniques' have
emerged over the last few decades to enhance
. software quahty Software testing is an 1mportant

activity in the software development life cycle and it

is commonly and widely used validation approaeh -

in software mdustry, deployed by programmers and

 ‘testers. The program with the high comple)_rity cannot

- be tested eomple_tely_. More Innovative methods are -

-needed to perform testing as a whole and unit testing

' with minimum effort and time. Unit testing is mostly

' 'done by the de\relopers ﬁnder alot of schedule, since

the software compames ﬁnd a compromlse between

the ﬂmctnonahtles time to market and quahty Thus

there is a need for reducing unit testing time by

. optlrmzmg and automatmg the process Test case-

‘ generatlon 1s an- error-prone, tedlous and time

| ~ consuming part of unit testing. Two techniques are '

used to automatically generate the test cases from-

-'the mput domain usmg scatter search and search for

- branch coverage criteria with respect to cycIomatlc :

: _complex_lty measure.
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" 1. INTROBUCTION

Soﬂrvare testing is one of the oldest one as,the hills -
in the history of digital eom[ruters. The testing of ~
software isan important factor in ‘assessing the 7
software to '_c_:l-etermine,i'ts quality. -'Since testirrg -'
typically consumes 40 - SO%of the total *
- development efforts, and consumes more effort
 and time for systems that require higher.. levels of
reliability and quality, it is a significant phase of the
software engineering. Software testin_gr refers to
process of evaluating the soﬂware'WEth. intention .
of ﬁnding errors in it. 'Software ‘testing' is a .
techmque that aims at evaluatmg -an attribute or

capability " of a program -or . product and

_ deterrmmng that it meets 1ts quallty Soﬁware L

factors like rehablhty, usablhty, mtegrity, security,
~ scalability ,_p_erformance, efﬁcIency,._ _portabrhty,
maintainability, compatibility etc. -

I[TYPES OF'SOFPWARE T_EST'IN’G TECHN[QUES :

Software Testmg Techmques can be dwtded into the -

followmg two types:
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A) Manual testing (static testing)

It is a stow pr_ocees where testing s done statically.

-~ ITtisdone in early phase of life cycle. Itis also called

‘static testing. It is done by analyst, the developer -

o arid'the testing team [1].
o ] 'jT_hé giﬁ_‘erent Me,nr_lal tesr_ing Techniques_ are _ |
1) Walk through
| 2) informal Review
3 Technieal -R.evi'ew
- 4)lInspeetien
B) Automated Testirig (Dynamic testing)

_ In this tester executes the testsoript on the testing

“tool and the testing is done.

2.2 Performance Testing

- Performance Testing is the te_stiﬁg thet involves gfl

the phases as the mainstream testing life cycle asan .

 independent discipline which involve the strategies

- such as design phase, design analysis, execution and

' Automated testihg is also called d)rnamietes,ting.'

Automated testing is classified into four types

1_)_Corr_ecﬁiess resting _

2)l i’ei‘formance testing
: 3_) .Reliabrlitjr testing

- 4) Securlty testmg

i 2. 1 Correctness Testing

} The mqst primary purpose of testing is correctness

which is the. minimum requirement of software. -

' C(')rrectness testing tells about the right behavior of

the system from the wrong one for which it willneed

* ‘some type of technique. Either a white box technique

o black box techmque can be taken in testmg the

'software as a tester may or may not know the detalls

 of the software module under test.

B ._ reporting

Performance
Testing

. ‘ v g g

Figure 1. Different forms of software Testing
Technique ' '

2.3 Reliability Testing -

It is very important testing, as it discovers all the

failures of a system and removes them before the
system is implemented [4] Thi‘s type of testing is |
releted to many aspects of soﬁwere m which testing
process is included; this process is an effective |
.samplingrmethod to measure the software réliéﬁilify'

A model for estimation is prepared i’ reliablhty_

_ testing which is used to analyze the data to estlmate |

the present and predict future rehab1hty of soﬁware
2 4 Securlty Testmg

R isanother i important techmque thai makes sure that

only the authorized persons ¢an access the program’ -
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- and only those can access the functions available to
their security level. Security testing is applied to any

: developed system or (system under development) it

- isused to find the major loopholes and weaknesses

~of a system wh1ch can cause any damage to the

- ystem by an authorlzed user.

o III PROBLEM OF SELEC‘I‘[NG TESTING TECHNIQUES

= The _evaluation of software testing techmque isavery

' 'important process, as it is directed to assure the

- software quality. One of the factors that affect the

. cost of testing is the number of test cases that are
used. If the number o_f-testcases that are generated
are more, the'lon'ger itwill take to plan, execute and
analyze the tests. This makes it unworkable to run
ol poss1ble eombmauons of input values that rules

~ out exhaustive testing (Myers, 1970). The tests run

" combinations of inputs which ncludes both validand

invalid test cases. Excluding the cases, exhaustive
testing is an impractical thing for most-softvvare'
systems. It is often noticed that the time and

resources, which can limit the ability to effectively

‘complete the--testiug efforts. It is not mandatory to B

go for exhaustive testing, rather a testing technique .

in relation to the selected test strategy that will detect

" maximum possible critical faults and brings the

| product to an acceptable level whlle consummg less

. or dyna.lmc, there is a selection of testmg methods -

only on a relatively small set of cases that are chosen-

' from the infinite set of system inputs. The choice of

testcases is of very much important, not only because
- the resulting set should be of minimum size, but also
_ because test set must be on the basis of a small

: number of mputs, the behavior of the system for the

' mput umverse Su:table testmg techmques are used '

- 'to ﬁnd a fault with poss1ble set of test cases.
1V. VAUAT;ON 0F SOFTWARE TESTING TECHNIQUES

- Software testing should be very effective in case to

resources and time. Whether the testmg type is static

{6). In each testing method there are varieties of

testing techniques that can be used totesta system. '

Each testing techmque is meant for testing its own
dimensions i.e. for what purpose it'is used what
aspect it will test, what will be its deliverables efc. A -

different approach to software development requires

different testing methodologies and techniques. This

8 limits the ability touse a generic technique for testing

a system At present awide vanety of soﬁware testmg

techmques are used o testa system which will ensure

thata varlety of defects are fo_und_, resulting inmore -

effective testing.

V.. WHY To EVALUATE SOF!‘WARE TEST[NG

-1 Testmg to detect risk: In addltlon to the number_

- prevent critical daiuages to the whole system for -

o users, by takmg mto cons&deratlon of fallures to'the
© pro gram and its envlronments One way to avmd such g

- failures. is to ehoose an exhaustlve testing of the _

| -system, tests,_the .system with all possible

of failures that oceur during testing, one must keep '

track of the costof those failures. For mstance testmg

' teehmque A w1_ll be conmdered more effective than -

" testing technique B if theexpected total.cost_ of .

 failures detected during test is higher for Athan for B
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. 2. Testing and debugging to reduce risk: It is

assumed that cach failure that occurs during testing

leads to the correction of the fault that caused that

. failure, that reduces the risk associated with the

corrected software and the results in the increase of

the reliability of software. In case if testing technique

~ Awill be considered more effectiveness than testing

technique B if A reduces the risk more than B does,

.+ thus resulting in less risky software.

3. Testing to estimate risk: To estimate the software .

reliability, it is assumed that some faults will remain

in the software. The objective is to estimate the -

probability that the software will fail after

implementation (dnring 'some specified time). Here, '

it is said that the testing teehmque Ais better than
testing techmque B for a given techmque for
estimation of risk if A pr_owdes more accurate

" estimates of risk than B.

- V1..SOFTWARE TESTING STRATEGIESS

The strateg1es for software Testmg mcludes software

) 'ltest case desrgn methods mto awell planued series

of steps that result i in successful nnplementatlon of

software. _Software testm_g strategies provides the

- road map for testing. A software testing strategy -

should be 'strong enough to promote a customized

: based testing approach ,but at same time’ it must

be rrght enough. Strategles are generally developed

- by the pro_ject managers software engineer and

e _testmg Specrahst There are different software testmg :

o strategles

1) Umt testmg
-2 Integratron testing.

3) Acceptance/Validation testing.

4) System testing.
VI. MeTHODS OF SOFTWARE TESTING TECHNIQUES ‘

Functional testing techniques are used to design the

test cases based on the functlonal requnrements of :

the software product. The goal of functlonal testing

isto choose possible set.of i inputs according to the
speci.ﬁcations of the program to test the program so
that all the functions and sub functions within the
program are tested at least once. Functional _testi'ng
u'ses the boundary valuel analysis method to identify

equivalence classes in the input data. Then the test

cases are generated based on the analysis by focusing. - -

on equlvalence-class boundaries are chosen runthe
test cases and compare the actua] result: w1th the

expected result to detect failures. -

Structural testing techniques are used to plan and

'design the test cases based on the internal structure

of component or system; most commonly _internal

. structure is referred to as the structure of the code.

- Test cases are designed and generate to get'the

reqmred coverage for the speclﬁed particular item.

The main ob_] ective of structural testing is to choose

. a set of mputs according to. the strueture of the - -

program and ‘aim that all parts of the program ‘

(statements branches or paths) are tested at least. -

once ThlS type of testmg uses branch coverage that

'analyzes a source-code Izstmg to construct test cases

'that willlead to 100% branch coverage and statement .

7 coverage After runmng the tests, the actual output, -

is compared w1th the expected output to detect the

: 'fallures
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VI CoMBINING TESTING TECHNIQUES

One thing that was observed in the survey of

' emp1r1cal studies is that the techniques do appear to

be finding different types of faults. So an obvious

extension of this work is to explore the effectiveness

' using combinations of techniques [5]. All possible.

combinations were taken into account. They are:

1 Co de Reading and Functional Testing
2 Code Reading and Structural Testing
3. Functlonal Testing and Structural Testing
4. Code Ree.ding, Functional Testing and Structural

. Testing
Nunher Tix ;
Techniques of defects T al?:- _
_ detected | oent
Code ‘ :
Reading 6 141
3 Funettonal _ g 169
Testing :
Structural Ces
Testing' ' T 134

Table 1.1 Number of Defects lsolated by each Fault
' .Table 1.1 shows the number of defects detected a.nd
isolated and the time taken by each technique. On an

TESTING TECHNIQUES AND STRATEGIES

T dage of autsdetected
and isolated

8§ Time taken to deted and
isolte favlts

Stmctmt :
S Testing

Codemdmg Funttional
_ - Testing

Figure 2. Effectiveness of Each Testing Technique = .

VIIL CHARACTERISTICS OF A GOOD TESTING TECHNIQUE

Each technique is better for certain things, and not

as good for other things. Each individual technique

is focused on particular types of defect as well. For -

example, state transition testing is more effective to

find the boundatry defects. Testing techniques should '

‘ensure the maximum effectiveness with the least

 possible combination of number of test cases. The

- “right technique at right time” is the one that lets to

achieve the .goal, and which the current situation can

average 63.63% defects were detected and 1solated '

followed by structural techmque which was followed
7 by code readmg technique. Regarding tune ‘the
techniques on average took 86% of the total tlme
: ;taken to detect and isolate the faults in the program

Code readmg was most efﬁelent testing techmque

. ‘7 Functional testmg detected highest number of defects |

be acejomplishe’dt

However, testers have to answer-an. important

question, which are the best-Suited techniques every

time they have to test a system. Some techniques are

more efficient in finding failures and some are easier -

to apply than others. Some techmques are more

applicable to certain- circumstances and test 1evels

othersare applicable to all test levels _[9].Each testing

- followed by structural testmg which is followed by -

' funetionaltestmg. :

technique that is defined is meant forrtesting thathas

its own dxmensmns i.e. for what purpose it is used,

what aspect it will test what: wﬂl be 1ts dehverables

o1
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etc. It is imperative to find the most effective and
efficient testing technique but that should not be

practically- impossible. Focusing on selection of

" testing techniques, there are still many-decisions to * _

~ be made about which techniques are the best.

- Characteristics of good testing techmque are: High

‘probability of fmdmg errors to aehleve the

effectiveness. Probabihty of ﬁndlng undlscovered

errors achieves its desired goal in the least amount

in the particular software. However, based en-the
nature of the techniques that is being-used,-one can
make some observations about the effectiveness for
different types of errors that are present. For
comparison, it is best to identify and classify the -

errors into different categories. Another technique

of measuring the effectiveness is to consider the “cost

effectivene_se” of different strategies, that is, the cost

_of time and budget, with non-redundant and rlght_ _

level of complemty

IX. COMPARISONCRrrERm‘FORTESTmGTECImIQUEs _

_A basic question is that -ho_w the testing techniques

can can,be' compared with each other. A general

approach is te compare the eﬁ'ectiveness of various
~ software testing techniques. Effectiveness of a testing .
is a measure of bug finding ability of the testing -

* technique. It can be calculated as Test Effectiveness

= Errors reported by Testers / Total Errors reported

Where Toral Errors =Tester reported + User repbrted

" Errors.

, Eﬁectivenese of testing can be adjﬁsted by using
several set of parameters which includes Increase in

‘ so&ware rehablllty, Software type, Error detectlon

‘ effectweness (detectlon of most errors), Error .

detection cost (#errors/effort) Error type

' (Classuﬁcatlon of errors found: Cntlcal Ser:ous L

_Medlum and Low) It is not very easy to compare :

" the eﬂ_‘ectlvel_less of the different techmques. ‘

- The effectiveness of a technique for testinig particular

 software will, depend on the type of errors that exist -

of detecting and isolating an error by using a

particular strategy. The cost includes all the effort 7

that is requ;red to plan, test and evaluate '

Classn_ﬁcatlon-of techmques is based on the strengths
& weaknesses of each technique that is applied
(theoretical, technical & pragr'natice' aspects) would

- be much more useful than eiassiﬁeation's'based on

the mechanical or operational considerations.

X. EVAUATIO_N REesvLts

A. There is no clear, and consistent evidence that

one fault finding technique is effective than the
bthers, rather than the evidenc_e te date suggests
that each. technique has its-own merits and
demerits. IR

. Some studies state that teehhi'q.ue.A is ranked
higher than technique B. Some studies conclude
tﬁat techﬁiﬁue A and technique B ﬁn_d‘ diﬁ'erent :

kinds of defects, and are as such eorrlpiementary. R

C. The effectiveness of verification activities is very

low; only 25-50% of the defects arc found by

usmg inspection, where as 30—60% are found

usmg testing.
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D By eombmmg the testing techniques, defects
"uneovered are more than by using a single

~ technique.

. Combining: individual testers seem to increase the
o effectiveness of defect detection that more than

" conib’ining test case design techniques.

_the differences between the individual testers. The

: variatron that arrses between the individuals seems

. 'Defect detectlon effectiveness highly depends on

hence testing technique can suffice for proper
verification and validation. To be able to evaluate

techniques to find out which one is bestamong them

interms of effectiveness, efficiency andappllcamhty, SN

Expenments are to-be conducted on a large scale,

under a common standardized framework But -~

' creatmg a framework for defining, and Just exposmg o )

techmques is not an easy task in present testmg

- scenario.
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