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ABSTRACT

- This paperr proposes a new software quality

assessmenit tool named as SQRA (Software Quality

Risk Assessment), SQRA tool permits user to check
the software quality and risk based on different

- ~ features. -

- The benefits of SQRA comprise early imperfection .

recognition in code, malicious code finding, duphcate

code detection and defect Toot localmatton ete. It
construct_ed amodel that combines memcs_ to provide

and measure of fest code quality and risk assessment.
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{. INTRODUCTION

In general, testing is the process of evaluatmg :
software against bugs and errors. Software testmg
and sofiware development life cycle constitutes an-

important part in it [2]. Many software-related

: problems in the past due to the lack of testing of the "

soﬂware and in fact many of them are dueto somal

" problems [2].

- SoftWare Metrics

The proposed deals with the issues of reliability and -

optimal quality veriﬁcation.using traditional and new
object oriented merics. This also helps to find the
risk and 'qua]ity of software using opcode sequence
detection algorithm. In this paper the SQRA tool

helps to find the m_aﬁcious files using OPCODE -

" sequences and frequency patterns which are extracted

~ from the program files after disassembly. I_n'this
paper the result and analysis of SQRA tool is:

proposed with a fast and accurate report on the

‘ 'selected program or dll which is to detect quahty :

and risk of program files which will laterbe usedto

~ improve the whole software:
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Soﬁware metncs is used for measurmg software, or

some of the property of a segment of soﬁware which ~

is defined by its specifications [1]. Software metn_cs :
using those techniques together are meaningful and
timely management. information (MI)-and - '

measurement-based technologies which are usedto _ -

_deliver the software developmeﬁt process and to

improve. software quality which is the process of

7 assessing the size of its river systems that pfovide '

~ continuous use [1].

r SoftwsremetﬁEs_ I .
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[A Product metrics l Process metfics rPrbject metrics -
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- A number of software metrics widely used in the

 software industry are stifl not well understood [2].

Software metrics can be classified into three

IL Existivg RESEARCH -

_‘There are several tools avallable to detecta vanety

Software metrics Product metrics Process metrics

" Pro ject metrics categones which are product metucs

process metrics and project metncs

Produc_t_ metrics describe the characteristics of the

of software quality [7]. Although each result is a

measurement of permutattons depending on the

- amount of variation in the system, they can be

ptoducts such as size, complexity, design features,

. performance, and quality of the level of the product

[4]. Process metrics are used to improve the software

developme'nt_ and maintenance. Examples of the

process includes , that lack of testing during the

.developme'nt:'of the arrival time, the capability of

' removing the defect, and the standatd pi‘oces's
'mcludes the response time [4]. Pro_}ect metnos

descrlbe the. pro_]ect characteristics and executlon

Examples_ are of the number of software developers -

involved in the proj ect software cost, schedule, and -

product hfe cycle times on the employee [5 1.

Product Metncs

SQRA tool has its dev‘eloj:meut (analysis, d'esign,'

‘ 'codmg, and testmg) at any stage of the productlon .

- and quallty of the soﬁware solution which glves the

software quality research to understand the defining |

. cheracteri_sﬁc of this product to handle measurements
[6). Xt also measures the software design, source code,
practical designs of complex measurements,

‘ maintenance, performance, ease of preparation on

o the scale, the size of the project, experu:uental

' techmques [6}

dtfﬁcult to find the meanmg is dlfferent f1l. A
program such as heuristic analys:s in which, some
of the quality or availability of d1aguost1c methods .
used to detect malicious oodc,_however, these me_thods )
are rarely used for quality care with a petsonel

system, they generally are proﬁe to false pos_itives.

Object - Oriented Metrics :

Number of scenario sci'ipts (NSS)
® Number of key classes (NKC)

® Number of support classes (e.g. Ul classes, .
database access classes computatlons classes, efc.)
L] Average number of support classes per key class

e Number of subsystems (NSUB)
Risk identification metrics: -

Code Emuletion :

~ Code emulation is an effective tool for detecting
malicious codes, since it involues in emulate the .

software on a virtual machine rather than a real

processor [8]. Because when the viris is in a4

prohibited environment, the system that emulates the

. vu'us will not run any risk of dangerous smle—effects

of the virus [9].

' Pattern Based’ scanning:
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One of the most common approaches that are used is

string or. signature scanning for detecting viruses;
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[10]. Ata higher level, a variety of signature scanning

techniques are ax?ailable , but in nonmalicious code

" viruses are not found [11], which are not found in.

' the wild cards contain bytes, involves a string. While

) scanmng the s1gnature works well for most viruses,

o the possibility of a mutatlon of the virus, which it is
~ almost impossible to create enough differences in the

~ use made of a reliable signatures.
1. PROPOSED SYSTEM

‘This paper proposes a new tool named as SQRA
(Soﬁware Quality Risk Assessment) for determmmg
the quahty of the software.

| Contnbuhons:

Opcode sequence detection algorithm along with

object oriented metrics, which is used to verify

assembly code compiled from a C #code fromthe .

‘compiled assembly language as the paper source '

object-oriented metrics, which are used to verify,

using combined Opcode sequence detection

- algorithm, SQRA (software quality and risk

The contrlbutlons of the work in thls paper are

summanzed as follows

1t constructed a model that combines metrics to

- provide.a measure of test code quality and risk

assessment) of the multi-parameter quality checking
tool. It reduces the const:raihts on the'imple'meﬁtation
of the testing process for this type of a namespace,
comprehensivé code of points required m the rprogram
Data \rslues. The SQRA tool performs the following.

® SQRA, the program code is used to check the
_quahty and risk assessment, and integrates .

metrics.

The connection parameters are the ‘as
objectoriented measure of coherence and security

- related metrics. )
'Using the Opcode sequence, the SQRA can
‘ perform safety related metncs

_ Opcode sequence also helps to find the code reuse

, or misuse attack in the software

Tl'us customizes user polley, whlch can be
‘ ‘changed accordmg their dlfferent quality

| reqmrements

~ The paper has mvestxgated opcode frequency, which

is used to identify and differentiates the malicious

. code from th_e other codes. The main contribution of

- assessment. )
.o Software Quahty and Risk Assessment (SQRA)
| tool has been proposed.
® This follows the ob_]ect oriented metrics such as
coupling and coherence and safety related
' metrics. |
o ‘ Tool customlzahon optton
5. K Usmg the Opcode sequence the tool can perform“
o safety metrics. . |
iUser pohcy baser.l quahty venﬁcatlon |

ThlS paper describes the construction -of a mult;

' this research includes safety metrics with opcode -

- frequency for a'eompilecl executable files, whichcan’t

' parameter quahty testmg tool called SQRA— _

‘(Software Quallty and Risk Assessment), usmg

be analyzed in the previous tools. The testing -

procedures went beyond standard Chi-Square tests
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in an attempt to isolate the opcode that are most

strongly associated with certain malware classes. 7

The SQRA overcomes the challenges in the Existing

system The challengmg tasks with type-cheekmg

B assembly code versus Source code:

' - 1.Program sequence deteetlonmechamsm 1srequ1red '

- with unrelated type at different level of pomts Some :

: p;og_rams may differ and the end users requirements
may diﬁ‘e’f.-_

2. T certain cases, there are critical dependency is

not easily identified, so it’s done using this tool. The

SQRA tool covers the above issues along with overall

© - performance analysis.

The following tables list outs the metric used in

- the proposediframework:‘
Metric

-00
Construct
Method

Source

“| Cyclomatic Complexity (CC}
Lines of Code (LOC) Comunent
Percentoge {CP)

Traditional”

Numnber of attribotes defined in the
elass

Nuuber of niethods defined in the
class

Weighted Method Per Class (WMC)

New Object . ClassMethod

Crlented

A

r‘l
.1 Class’Cobesion

Response for Class (RFC)

Lack of Cohesion of Metltods
(LCOM)

Coupling between Objects (CBO)
Malietous Objects

Sequence métrics

- Conpling

" Risk Metrics .

~ Figure 2. Software Quality and Risk Metrics .

IV, METHODOLOGY

Figure 3. Methodology - -

The idea of applying Machine Learning (ML)
techniques for the detection of different malwares
based on their respective binary codes. The 3 different
feature extraction (FE) approacll,es were empl_oyed:
features that are extracted from the POrtaBle
Executable (l_E’E) section, and thie meaningful i)lain-
text strings that are encoded in the programs 'f'iles,
and the byte set;uence features. Additionally ali the
code will be tested with the opcode consideratiehs.‘

So in this paper the fastest tool among other eXistiné

approaches are been developed.

" OPCODE:

An_ opeode is short for ‘Operation Code. An opcode
is a single instruction that can be executed by the
CPU. . AR

Example -
MOV, AL, '31411

The opcode is the MOV instruction. The other parts |

- are called the operands

- Operands are max_:ipulatedby'the opcode. Inthls

example, the operands are the register named AL and
the value 34 hex ' ' -

OPCODE EXTRACT]]ON‘

-The process of 1dent1fymg and extraetmg opcode'

from the-assembly is the major process, where the o

system stores-its assembly data in the form of dlt :
(dynamw Imk llbrary) '

 The first step consisted of gathermg random samples .‘ o e

of mahclous and non—malmlous bmanes
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 Figure 4. Opcode Extraction Process

This paper will be able to find the malware and

. ~ mismatch files w1th the help of sequence of opcode.

The frequenoy measurement has been used here. .

* Some of the opcode (i.e. mov or push), however, Have

* ahigh frequenoy.of appearance within malWare and

' bemgn executables therefore the resultant snmlanty
degree Gf based on opeode frequency) between two

less can be som_ehow distorted. Hence, this propo_ses

a way to avoid this phenorenon and to give each

opcode the relevance that it really has.
OPCODE CHECKING ALGORITHM:
SAMPLE_-CQDE: |
| Input: Assembly file

Output: opcode o_ount
' ‘,S'te'ps:.
1 Get the file name (f) of the assembly f(As)
2. load the assembly

a. Loao(Asje—'readall(f)

3. getall the methods(M) within the _10atiod_ -
o assettlbly Ls - .
A t‘or .e:ach, M m Ls.,

Met;sl;z;s'z. Lsn.

4. check if the mothod has a body. -
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5. get the operand of the current operatiOﬂ. o
Sequ'ence testing:

The algorithm performs the sequence test by applying

the sequence feature iderttiﬁcation.
1.Read etrery opcode and finds sequence number .
-2 Checlt opcode name wittt the fotiowing opcodes
3. If(opcode equal to oolist(i)) then add to list
a. plist="MOV”, “JMP”, “NOP”,
. “SUB”, “EBP”, “ADD”, “PTR”,
“CMP”, “DWORD”, “4F”, “INZ’, .
| “'SHORT”., “LOCK”, “PUSH”,
| “CALL” , “PULL”, “AND”
4. Store the opeode details into count.dll
5. Get count and opcode details and check

6. If the details are mismatched then return code

" as malicious

7.Else retutn valid(true)

R The proposed system performs the foIlowmg steps -

to 1dent1fy the mallcmus or abnormal code. -

" The SQRA tool technlque has been mtroduced

 withthe help of opcode

IV EXPEMNTAL RreSULTS.

The experimexital results show that the tool is been
designed to check out the quality of the program by
testmg the dilor. exe files.
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The risky files are been shown in red color to deter-
mine that the files have the malicious code and green
color determines that the codes are out of risk.

Th1s tool is desxgned to check the step by step metncs
that is been hsted out.

list.

- HeRuaxiy
TlesEed;

g8t S
Ttk € s £

The number of opcode are been matched and

been listed as per the training opcode. The useless codes are been calculat_ed and the final

quality risk is identified.

A
o
nmuwwnmumal
a
m%ﬁk’“ﬂim T .
TACES PR ELTEni e

L ) . The chart shows the ccimparisoh for existing pro- |
The count of the opcode for the exe or dll files is cess and proposed process and the accuracy for the
been listed out . process is been calculated by using chart.

* Towe Comprriom
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V. CONCLUSION AND FUTURE Work

This paper has presented a new method for the tool
- that performed an extensive evaluation using a test
rcollectmn comprising more than 30 methods with 4
assembly files. The evaluation con51sted of three
 experiments. In the first experiment, this found. hat
| the frequency and sequence representation then it will
count the opcode and provides the results. For the
future work the codes from the begmnmg of the
prdcess- cém b'_e cﬁecked oﬁt By modernizing the tool
so that the accuracy and time can be determined

~ earlier for faster approach.
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