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“ABSTRACT

This paper contributes towards effecting the security
-technique to protect data stored in cloud environment.
‘The cloud computing is to make the business

activities more potential and useful to the end user at

all times when it is required. In this scenario, the
services those are available as a resource in the cloud
has to-be protected from the unauthorized access. In
this paper, the existing security techniques in
protecting data stored under cloud is analyzed and
| reviewed those security aspects and suggested better
security solutions in the cloud environment,

Enterprises are striving to reduce their computing
cost through the means of virtualization. Cloud
" computing offers better c_omputing cost model
through potential utilization and reduced
infrastructure cost and administration. Cloud
computing is suitable for medium and small sized

enterprises with respect to cost and security.
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INTRODUCTION

Cloud computing provides many benefits such as low
cost, high performance and delivery of variety of
services. Cloud computing policies are necessary to
ensure that the cloud computing resources are not
misused by the unauthorized access. The policies
such as user accounts access, storage-access, data
fnanipulations and cdnﬁdential data access that are

laid by the company must be followed by the

employees of an organization strictly and any

violation to it may jeopardize the'secl__lrity_of the
business activities. Solutions to variods cloud
security issues vary, from c.ryptography,. particularly
public keyinfrastructure (PKI), to use of multlple
cloud providers, standardization of APIs, and

1mpr0v1ng virtual machine supportand legal support
[ | |

Cloud computing security has been referred to asa
sub domain of computer network and information
security in a broader aspect. Security has been
designed to safeguard organizations policies and
technologies. Controls are déployed to protect
company’s data, applica:tions and frame work of
security protocols. Cloud computing is an emerging
model where users can gain access to their.
applications from anywhere thrcugh therr connected
devices. A smphf" ed user mterface makes the
infrastructure supporting the apphcatlops transparent

to users. The applications reside in massively-
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scalable data centers where compute resources can
be dynamically provisioned and shared to achieve

significant economies of scale.

In this paper, security policies to be adhered by the
organization to secure their data have been reviewed.
The employees of a company should not reveal their
login credential to others outside the organization.
Service Level agreement must be laid between the
cloud service provider and cloud service consumer.
The laws and regulations related to accessing the

financial data must be followed.
CIIARACTER[STICS or Croup COMPUTING

| -!- On-demand self-service: The consumer can
.provision multiple computmg capablhtzes as
needed. The provisioning can be entirely onlme.

% Broad network access: The services are
avallable over the network and access. lS
_ _supported through multiple platforms (e B
and

mobile phones, tablets, laptops,

-workstations).

oo

Resource pooling: The cloud service provider
computing resources are pooled to serve rﬁultiple
consumers at the same time the consumers can
be from anywhere in the world. Examples of
resources include storage, proeessmg, memory,
and network bandwidth.

&P _.Sc'a‘lahility:‘ Cloud resources. can be easily
provieioned and released. It may appear to the
consumerthat the resources available for
provisionlng to be unlimited and can be

appropriated in any quantity at any time..

% Measured service: Cloud systems automatically
control and optimize resource use. Resource
usage can be monitored, controlled, and reported,
providing transparency for both the provider and
consumer.

ServiCE MoDELS OF CLoup COMPUTING
The service models of cloud computing is as
shown in figurel. _

% Software as a Service (SaaS): This model oﬁ'ers
the state agency the facnllty to use the Cloud
service prov1der s appl;cations runnmg on a
c]oud infrastructure. The software apphcatlons
are accessnble online viaa web interface or via
desktop application. The consumer has no

control over the lxnderlyihg. hardware
configuration. ' -

4 Platform as a Service (PaaS): This model offers
the state agency the facility to deploy or install
onto the cloud infrastructﬁre a state agency-
created or acquired'_ apblicatidh with the
condition that the apblleation is created using
programming languages hbraries services, and
tools supported by the cloud semce provu:ler
The consumer has no control over the underlymg

hardware configuration, storage, network,

operating system or management lay_ers. 7
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Figurel: Service model of cloud computing [14]

& Infrastructure as a Service (IaaS): This model
offers the state agency the facility to utilize
processing, storage, networks, and other
computing resources where the consumer is able
to install and run any software, which inay
include operating systems and applications. The
state agency does not manage or control the
underlying cloud infrastructure but has control
over operating systems, storage, and deployed

apphcatlons

DEPLOYMENT MODELS OF CLoOUD COMPUTING

L3

Private cloud: [2]The cloud infrastructure is
commissioned for exclusive use by a .single
organization/state agency comprising multiple
consumers {e.g., different departments). It may
be owned, managed, and operated by fhe
organization, a third party, or some combination
of them, and it may exist on or off premises. It

. ’may-also existin or outside the country.

Community cloud: The cloud infrastructure is
commissioned for exclusive use by a specific
community/sector of consumers from
organizations that have shared nature of work
and obligations (e.g., same mission, ICT. s'eourity
requirements, .legai, and sector specific
compliance considerations). It may be owned,
managed, and -operated by one or more of the
organizations in the community, a third party,
- ‘or some combination of them,vand it msy éxist
“. onoroff premises. It may also existin or outside

the couritry. (e.g., Qatari Government Network).

Types of Cloud Deployment Models

110

Public Cloud

Private Cloud
Figure 2 : Types of Cloud Deployment modeis [13]
% Public cloud: The cloud infrastructure is
commissioned for open use by any organization,
It may be owned,"iﬁa"ﬁaged, and operated by a
private or public organizations or a combination
of them. It exists on the premises of the cloud

service provider.

Hybrid clond: The cloud infrastructure is a
composition of two or more different cloud
infrastructures (private, community, or public)
that remain separate. entities, but-are’'bound
together by standardized or propriétary
technology that enables data.and application

portability (e.g., load balancing between clouds).
Literature review

Cloud computing comes with [4] numerous
possibilities and challenges simultaneously. Of the
chalieﬁgés security is -oonSidefed to be a ofiticaf

barrier for cloud computmg m its path to success The

security challenges for [S] cloud computlng approach '
are somewhat dynamic and vast. Data locatxon isa
crucial factor in cloud computing security. Cloud

users’ personal data security [3] is thus a crucial
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concern in a cloud computing environment. In terms
of customers’ personal or business data security, the
strategic policies of the cloud providers are of highest
significance as the technical security solely is not
adequate to address the problem. Trust is another
problem which raises security concerns to use cloud
service for the reason that it is directly related to the
credibility and authenticity of the cloud service
providers. Security and privacy both are concerns in
cloud computing due to the nature of such computing
approach The approach by which cloud computmo
is done has made it prone to both information security
and network security issues. Third party relatlonship
mlght emerge as a risk for cloud enwronment along
with other securlty threats inherent in mfrastructural
and virtual machine aspects. Factors like software
bugs, social engineering, human errors make the
security for cloud a dynamically challengmo one.

Intrusion detectlon is the most 1mportant role in

seamless network momtormg to reduce security risks.

If the contemporary IDSs (Intrusion detection
Systems) are inefficient, the resultant consequende
might be undetected security breach for cloud

environment.
SECURITY CONCERNS IN CLOUD COMPUTING

1) Loss of governance: When the potential
| business activities moved from the customer
premises to cloud environment then there is a
lack of control over the resources deployed in

" the cloud. It comprises transferring data to the
cloud, it refers to losing control over location,

redundancy and file system [9]. Service-level

111

2)

3)

4

agreement (SLA) may not have guaranteed on

cloud provider zone [10].

Loss of trust: Cloud user may not aware the
security policies implemented by the cloud
providers and also what measures are taken by
‘the provider in case of data loss or data stolen -

by the other cloud users.

Vendor lock-in: 'l_"he lack freedom the cloud
user faces at the time of dissatisfaction of

services rendered by the cloud service provider.

Data loss orData Leakage It may be poss1ble
when the encrypted keys lost or theft by
mtruders Vulnerable authenttcatlon code and
access prmleges are the major cause for data

leakage or loss.

What aspect of cloud secusity congems you th_e most?
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~ Figure 3 : Aspect of Seclirity Concerns {12]

OS and Network Secarity: A cloud service
provider must attempt to allow legitimate
network traffic and drop malicious network

traffic, just as any otherrlntemet-conneeted

* organization does. However, unlike many other

organizations, a cloud service provider will not
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necessarily know what network traffic its
consumers plan. to send and receive.
‘Nevertheless, consumers should expect a certain
amount of external network perimeter and
internal network separation measures from their
cloud service providers.The operating system

implements the level of security and quality of

service to ensure that applications are able to’

access the resources needed to dehver an

acceptable fevel of performance

6) Identity and access management cItis
| necessary to have suitable Identity & Access
Management (IAM) in place to ensure that'a
person must identify and authenticate themselves
when using the cloud service and that they are
granted access rights which are appropriate to
their role. The cloud service customer should
demand fine grained access control and a
separation of roles between cloud service users

and cloud service admmlstrators

7) Security Standards: The exiting security
standards common use around the world can be
applied to the governance of cloud computing,.
Because there are no specific security standards
available for cloud computing.

8) Multi-tenancy: Miilti-tenancy means that the
cloud infrastructure is shared andused by
multiple users. As such, in a virtual environment,

- - data belonging to differentusers may be placed
.on the same physical machine, based on acertain
resourceallocation policy. Although muiti-

- ‘tenancy is an essential choice of cloud
* vendorsdue to its economic efficiency, it provides
.new vulnerabilities to the clond platform. That

is, malicious users may exploit this co-residence
issue to perform flooding attacks [8].

FUNDAMENTALS ON CRYPTOGRAPHY

For many years, cryptography was the exclusive
domain of' military, diplomatic and governmental
secret services, and has been used to mainly provide
security properties, such as data confidentiality, data
integrity and data origin authentication [ISO89].
Presentedas the art of coding information into secrets,
cryptography enables the intended receivers to
recover the original content of messages. During the
second part of the twentieth century, the ﬁeld of
cryptography has expanded due to the prohferation
of computers and networks and the appearance of

new cryptographlc systems .

Cloud Storage is an evolving paradigm, shifting the
computing and storage capabilities to external service

providers. Especially due to this loss of direct control

onoutsourced data, users are reluctant for adopting

cloud services. The data security andprivacy concerns
are quite legitimate, given the latest mediated

revelations.
DaTA SECURITY CONCERNS

Securing the data in the cloud environment poses the
challenges- data confidentiality and data inteority

which mﬂuence onthe secunty and performances of

the cloud system. Securlty desngners propose a hlgh-

level security assuranee such as stormg eucrypted

data i m cloud servers to support data prlvacy end
conf' dentlahty, and to be resistant to unauthorlzed

access to data during the sharing process,
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The client data transit protection policy is to be
ensured through encryption and network protection
mechanisms. Current WAN technology has no means
of protection of customer data that resuit in loss of

confidentiality and data integrity.

Proper SLA must be written between the cloud
service provider and cloud service consumer on
physical location transparency where client data is
stored. ‘There. may be multi-tenancy approach

deployed by the CSP that gives threat to the business

opponents.

Cloud pro_vider'may store the client data in 'multiple
: 1ecﬁtions_ to avoid the any loss of data and provide
potential data backup facilities. However, those data
under the CSP hand to be protected by their own
local unauthorized personals. In this scenario the
service provider should implement the robust
encryption algorithm to protect business transaction
and also provide physical security controls such as
validation procedures thet facilitate a comprehension

data protection system.

Cloud data storage services bring many challenging
design issues, considerably due to the loss of physical
control. These challenges have significant influence
on the data security: and performances of cloud
systems.' ‘That-is, cloud data-are often subjectto a

large numberf attack vectors. .-

_ ThlS 1s largely due to the fact that users outsource
theirdata on remote servers, wh:ch are controlled and
managed by possible untrusted: CIoudServ:ce

_Prov:ders (CSPS) Itis commonly aoreed that data

encryption at the client side isa good alternative to

mitigate such concerns of data confidentiality [7].

Data storage integrity is one of the challenging tasks
in the cloud. Thus, in [11] author proposes a novel
approach for overcome this data integrity issue by
using remote data integrity checking protocol, which
is based on RSA and HLA signature with the support

of public verification.

Coz\cws:on _

This paper studied the security pohcles tobe adhered _
by the organization to secure their data. Suggests
stern legal agreements must be laid between the cloud
service provider and cloud service consumer. Italso
identified the spectrum of security risks and provided
the solutions to improper use of security policies.
By applying secure coding and implementing data
protection techniques the confidential data of the
business activity can be protected from unauthorized
usage. Cloud security concerns have emergedto be
of an increasing interest and lmportance in the
applied cryptography and computerresearch
community, while demandmg adequate measures for
cloud challenges. For thispurpose, we consider a
storage scenario, where the client outsodr_ces data m

remote servers.
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