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ABSTRACT

In today’s digital world, we are dependent on intemet

for a variety of things and in many- situations we

haveto disclose our personal mformatton Preventmg '
~ algorithms. for providing conf1dent1a11ty,

an unauthor1zed person from vxewmg and usmg our -.

personal information is-a great challenge. Most of.

the websites where online transactions take place are
secured by security protocols. These security
protocols use various symmetric key and asymmetric

key encryptmn algorlthms Elhptlc curve

cryptography is an asymmetrlc key encryptlon.

algorithm which is suitable for enoryptmg short

messages. In this paper we present a method to .

enhance the security of Elhptlc Curve ElGamal
System. The security of El G_amal system is

,ilm‘proved by using a polyaiphobotic cipher at the

time of mapping plaintext message to an elfip_tid

curve.
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L INTRODUCTION

* Intoday’s digital world, many financial transactions

| take place over internet. Online shopping has become
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popular s0 is net banking. Though these websites
are secured with strong security protocols, there are

reports of sites being hacked and customers losing

‘their money. Security protocols use encryption

authorization and for key exchange. The commonly
used asymmetric key éncryption in security protocol
is RSA. But in Jast few years the key size of RSA is
increased to withstand attacks and large keys have

created burden on web servers. Elliptic curve

cryptography is an asymmetric key encryption

scheme which can be used for creating digital

mmatures key exchange and also for message

'encryptton The advantage of using ECC is high

‘security with smaller keys.

A. Overview.of Elliptic Curve Cryptography

Elliptic curve cryptography (ECC) was introduced

by Victor'Miller [1] and Neil Koblitz [2]. Though

ECC was introduced in mid-80, it was not a popular
encryption technique until fast decade. But now ECC -
is an active research area and there are many
protocols, products and standards which use ECC
for asymmetric key encryption. ECC is suitable for
securing applications running in power constraint

devices like mobile phones.

Elliptic Curve Cryptography uses elliptic curves over

a finite field F and elliptic curves are defined by the

equation y2=x*+ax-+b,together with a point 0, called
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as the point at infinity. EHiptic curves-over prime
field ¥ aremore suitable for software implementation
where p is a large prime number. The equation of the
elliptic curve over F_is defined as y*mod p
=(x*+ax+b) mod p where (42’+27b?) mod pt=0 and
X, v, a,b 2 [0,p-1]. The security of ECC relies on
hardness of discrete logarithm problem defined over
the points on the elliptic curve. Elliptic Curve Discrete
Logarithm Problem (ECDLP) s explained as for a

base point P and a_.point Q=kP lying on the curve, it

is hard to determine__k.

Elliptic Curve analogue of ElGamal sy.stem. is
described in {2]. For message encryption using
Elliptic curve ElGamal system, the characters in the
‘plaintext message has to be mapped to an elliptic
curve before encryption. Each character is mapped
to a point P on the curve and the point P is then
* encrypted and transmitted as a pair of points (kG, P
+kPB'), where k is a random integer chosen by the
Sender A, G is the base point and P, is the public
key of receiver B. To read the message, B multiplies
the first point with his private key and subtracts the
result from the second point' in the paif._ The 6ipﬁer
text obtained is a mono alphabefic cipher. S;‘l;ce_ the
same characters in the plaintext are fnapped to saime
~ characters in the cipher fext, 1etté;f frédu'en;:)-/- based
_ cryptar_lalysis is possible. One method th defeat

fré.'quenléy‘ baséd ﬁry'ptanalysis is to ﬁiake the

encryption scheme poiyalphébe;tic. In this research
~ work TDMRC code [3] , which is a symmefﬁc key
encryption algorithm is used before mapping the
points to the c_:urvé and the application of TDMRC

- code makes the encryption scheme po!yalpha.betic'.

B. Time Dependent Multiple Random Cipher
Code (TDMRC) Code

TDMRC code is'an ASCII value based symmetric
encryption method. Data in any form can be
encrypted by treating it as a chain of ASCII
characters. Each ASCI! character is then substituted
with TDMRC virtual character. The features of
TDMRC code are (i) Time dependent as master key
is caleulated from real time clock (ii) Polyalphabetic
and Poly Alphabetic Coefficient (P) decides the
number of codes used in the algorith_m;
(iii) Pseudorandom number genération fechnique is
used to generate TDMRC chérac_fer set; The
algorithm for TDMRC encryption and decryption

are explained in [3].
11. RELATED WORKS

Many algorithms are available in the literature for
mapping points to the elliptic curve and to make
ElGamal encryption polyalphabetic. In [4] characters

in the plaintext are mapped to an elliptic curve with

~ the help of a code table agreed upon by both

communicating parties. They make use f random
numbers while encrypting characters to make the
algorithm polyalphabetic. In [5] authors have used a
non-singular matrix to map same characters in the
me‘ssagé'to different points on the curve. To make

the algorithm polyalphabetic, in [6] _the'message is

encxyptéd using hill cipher algorithm'_bé.fore mépping _

the points to the elliptic curve. In [7]rraulthors have
applied transposition techniques on the plain text
before using Koblitz method to encode méssage to

the curve. The authors of [8] have done an XOR
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operation on plain text character and initial vector
before the characters are mapped to the curve and
thus encryption of mapped points result in 2

* polyalphabetic cipher.

I, Methodology

The proposed method provides an additional layer

of security in the elliptic curve ElGamal system. This
is done by encrypting plain text using TDMRC

encryption before mapping the pointsto elliptic curve.

The flowchart of fhe proposed method is shown in-

.F_ig.l below.

| |
. : .Y
Generate TDMRC DECWPF clghenext
Code fo curve points
: !
Convert niessage Decode curve
characters to points to TDMRC
" TDMRC virtual o virtual characters
characters l
. J’ - “Decrypt virtual
Encode virtual characters to plain
- characters to curve fext lnessage
using Koblitz
-method
4
Enerypt the encoded. -
points to ciphertext
points
L J—

To generate. TDMRC code, & Pdlyalphébétic

-.coefﬁci.e'nt P is chosen, where P is 2 single digit

number . P subkeys of four digits have fo b'é_chbsen.

Master key has to be derived by reading the Syétem
time with accuracy to centisecond to form 8 digit
“number. P random seeds have to be generated by

_multipiying master key with sub keys and taking 8

characters from the right. P number of random series
have to be generated using the random seeds. The
random series have 256 unique values in the range

0-255,

TDMRC code is a block cipher and block size is
same as thé value of P. To convert message chéracters
to TDMRC virtual characters, ASCH value of each
plain text character has to be found and has to be
substituted by corresponding value in the random

series to obtain cipher text character. The first

-character has to be substituted by the element

from the first series and the second character from

second series and so on.

An elliptic curve Ep (a, b) has to be selected and the
virtual characters have to be mapped to the curve
usihg Koblitz method[2]. Let ‘n’ be the ASCIH value
of the first virtual character. ‘n’ is multiplied by an
auxiliary base parameter ‘k’ Inthis méthod k'is talcen
as 2P, polyalphabetic coefficient. The product of ‘n’
and °k’ is taken as the x coordinate of the point and

y is found out by substituting x in elliptic curve

equation.to solve for y. If y can’t be solved then try

by taking x=nk+1, nk+2 ...nk+ (k-l) and find y (x,
¥) will be the encoded point. The proceduré is
repe;aféd for all other-charact.ers in ffhe plain fext.

After encoding, the point (x,y) can be encrypted to
two cipher text points using ECC, ElGamal
encryption. Since TDMRC code is used before
ehcbding, same charz‘lqtg.rs‘ih thé méséégé: ._are mappedl‘
to different points on tﬁe curve and théy are enc_ry;;tad
tqrdifferent cipher points and thus the encryption

b.écqmes polyalphabetic.
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ElGamal decryption is used to decrypt the cipher text
back to the point (x,y). Then the point (x,y) is decoded
~ to the value ‘n’. This is done by dividing x/2P. The
- greatest integer less than or equal to x/2P, will be the
number n TDMRC decryption algorithm is applied

to convert virtual characters to plain text character.
I Resuuirs

Proposed method is implemented in Matlab by
éhoosing proper curve parameters. TDMRC code
is generated by taking polyalphabetic coefficient P
as 3. The elliptic curve chosen has parameters p(809),
a(1)and b( 135). Lei: the plaintext to be encrypted is
“IMPLEMENT”. This text is first mapped fo 1-t'he
©oourve wit.hout applying TDMRC code and we got
only 7 different cufve points as the letters ‘M’ and
‘E’ are repeated. But when the text is mapped
according to thé proposed method afier applying
TDMRC code, we get 9 different points' as same
characfers are not mapped to same poinfs. These
mapped points are then converted to cipher points
using ElGamal encryption.' The result of encoding is

shown in Tablel.

TABLE1
RESULTS OF IMPLEMENTATION
Plain | Enceded poinés | Encoded
text wsing TDMRC peoints withont
with . Xeblitz | TDMRC
: '| methed : . :
i {210,340y - (438,265)
M | (593,117) (462.87)
P (543,134) (480,395)
L (248354) (456,227)
E (656,150) (415,196)
™ (402,384) (462,87}
E (236,209) (415,196)
N (468.104) {468,104)
T . | (456,227) (504,260}

V. DiSCUSSION

‘The implementation results show that the use of

TDMRC code gives more cipher-points. By
incorporating a polyalphabetic symmetric key
encryption at the encoding stage ElGamal encryption
scheme is made polyalphabetic. Thus cryptanalysis
based on letter freéuency can be defeated.

Monoalphabetic ciphers are not safe as frequency of

 letters in the ciphertext can be directly mapped to

frequency of letters in the English alphabet. The
execution time of the proposed method is alﬁ_l_osfsamé

as the time for normal encoding. The number of

TDMRC codes generated depends on Polyalphabetic

coefficient P.When more codes are used, algorithm
will be more secure but more codes increases
execution time which is undesirable. In'power
constraint devices, TDMRC encryption and
decryption can be done using previodsly generated

codes to avoid time deIéys.
VI. ConcLusioN

Reliable and strong encryption schemes are available
to secure data transmitted over network. But
increased computing poWer and advancement in
cryptanalysis reguires new encryption schemes or
enhancement of existing schemes. Elliptic curve
cryptography can provide adequate 'Sec1|rity' with
smaller key size without creating burden on
processors. Elliptic Curve ElGamal system is widely
used for encrypting text messages. The proposed

method makes Elliptic Curve ElGamal Encrypﬁon

more secure by using a symmetric polyaipha_bet_ilp |

. cipher. Plain text characters Var'e ﬁrst converted to
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TDMRC trirtuat characters and these virtual

characters are mapped to curve points and same

characters will be mapped to different points. When
| these points are enerypted using ElGamal encryption,

ﬂte resulting cipher potnts are also polyalphabetic.
- ‘Thus the EiGamal encryption will be resistant to letter
_frequency attacks. Since plain text is encrypted twice
the proposed method is strong and reliable.
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