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ABSTRACT

Security is one of the primary goals of each and every
system.Images are communicated widely over the
internet,and the security and privacy during image
transfer has become the primary concern. The proposed
framework is an optimized system for a secure digital
image transfer. The system uses random permutation
and prediction error clustering for encryption. The
compression of those encrypted images is done using
arithmetic coding.GAP algorithm is used for
encryption. The system encrypts the image first and
then compression is performed which is transmitted
through the internet. Therandom permutation and
prediction errorclustering enhances the security of the
images.CALIC algorithm is used for image
compression. The framework optimizes the resources

andtime, and gives better compression ratios.

Keywords: GAP, Predictionerrorclustering,Random

Permutation
1. INTRODUCTION

A user wants to efficiently and securely transfer a
digital image to a receiver through an untrusted channel

provider. [1] Conventionally, the user first compresses
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the image and then encryptsit using a secret key. The
encrypted image is then passed to the channel provider
which in turn is forwarded to the recipient. The receiver
sequentially performs the decryption and
decompression to get the reconstructed image. The
above paradigm meets the demands of many
transmission scenarios, but the order of encryption and
compression needs to be reversed in some
situations.The user will be keen to protect the privacy
of the image through encryption.Nevertheless,with her
limited computational resources to run the compression
algorithm, the user has no incentive to compress the
image before encryption. But the channel
provider,inorder to maximize the network

utilization,compresses all the network traffic.

The need for an optimized system for secure image
transmission[16][17] is the need of the hour.
Considering the above scenario, the following things
are to be optimized: resources,time,compression
efficiency and security.[19] The proposed system
performs encryption prior to compression so that the
content owner need not perform the compression with

its limited computational resources.

Initially the image is divided into pixels and the
prediction error[8] for each pixel is calculated. The
prediction errors are then clustered to improve the
security. The encryption is done using GAP algorithm

and compression is accomplished by arithmetic coding.
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The decryption and decompression are done at the

receiver side.
II. DESIGN
A. Sender

The sender is the one who performs
encryption.Encryption is performed through random
permutation and prediction error clustering. The
context adaptive feedback mechanism is used to refine
the prediction results. The prediction error is calculated
and for 8-bit images prediction errors can take the
range[-255 255].[2] The prediction errors are
rearranged and mapped to a value between 0-255.The
image encryption is performed over the domain of
mapped prediction error e.Then, using a context
adaptive approach, prediction errors are divided into L
Clusters.The selection of Lshould balance the
encryption complexity and the security. The larger the
value of L the more the security.The sender performs
the following operations.[3][4][5] It computes all
mapped prediction errors of the image and divides the
prediction errors into L clusters. The mapped prediction
errors are concatenated in a raster scan order to form the
cluster.Each clusteris reshaped into a 2D block having 4
rows and 4 columns.The two key driven cyclical shift
operations are performed to each resulting prediction
error block. The dataare read out in raster scan order to
obtain the permuted cluster. The assembler
concatenates all permuted clusters and generates the
final encrypted image. The file size before and after

encryption is preserved.[6]
B. Server

In server, compression [11][18]should be performed in

the encrypted domain,since the channel provider does
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not have access to the secret key. Adaptive arithmetic
coding[7] is used to encode each prediction error
sequence into a binary bit stream.Then an assembler
concatenates all binary bit streams to produce the final
compressed and encrypted bit stream[15] B. The
compressibility of each Cluster relies on the fact that
random permutation only changes the locations, not the

values of the prediction errors. [8][9]]
C.Receiver

The main function of the receiver is decompression and
decryption.With the informationthe receiver divides
Binary stream into L segments B.For each B an
adaptive arithmetic decoding is applied. The prediction
error sequence is obtained. The original Clusters is
obtained after the depermutation.Decoding of pixel

valuesis donein raster scan order.

Fig 2.1 :Design of the proposed system
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Figl.1: After Encryption

Encryption is accomplished by using GAP algorithm,
which is a set of procedures to convert the plain text to
unreadable form of text, and it provides privacy. The
compression is performed using arithmetic coding.[3]
The receiver decrypts the text using the secret key. The
encrypted bit stream which is compressed is received,

and thereceiver aims to recover the original image.
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Fig 3.1: Image compressor
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Fig 3.2:Image Decryption and Image Decompression

The technique arithmetic coding[11][12] uses for
compression is highly suitable for small alphabets with
skewed probabilities[13][14].This technique is very
popular in the compression applications of videos and

images.

The procedure for image decompression and

decryption is shown above.
IV RESULTSAND DISCUSSIONS

The optimization of digital image transfer is obtained
through the order of applying encryption and
compression,[20] usage of prediction error clustering
for encryption and arithmetic coding for
compression.[8]The compression ratios obtained using
this technique is 50% more efficient than the existing
compression techniques.These technique improves the
resource utilization as well as the decrypted image
clarity.The compression performed is lossless and
thereby the image quality is completely retained.Hence
the techniques used here optimizes the image

clarity,size and therby the transfer speed.
V CONCLUSION

Secure data transfer is one of the primary concerns of
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all the organizations and individuals. The system
developed using random permutation and prediction
error clustering, GAP algorithm and arithmetic
encoding and the approach of applying encryption first
resulted in an optimized image transfer approach as
compared to the existing ones.The compression
efficiency is higher as compared to the conventional
methods.The more the number of clusters the better the

security.
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