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Abstract

IoT, Internet of things can better be referred as a field
where we are discussing of smart titled things which includes
the altogether concept of, where smart cities, smart homes,
smart industries and what not for the industry revolution 4.0.
And to that technology being existing as wired and wireless
networks and a combination of topologies for the
infrastructure. Being security mechanisms a common breach
now, it cannot be compromised with the health and the single
“physical unit” of all invention-Man who is behind the
finding and also the breaches.so healthcare needs more
security mechanisms both in areas of algorithms and
techniques as well as tools are being studied through various

papers mentioned below.
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I. INTRODUCTION
Internet of things is the giant topic branched and the
independent centralized system of working with networks
with the adapted network concept which will help a person

getanything from internet if he or she can name it.

Network itself is a vast area, which is the collection of

systems, hosts, and changing roles of clients and servers.

The importance and role of protocols cannot be
disregarded, technology and techniques implied for
implementing security features is a must discussed topic for
connected environment which is the ongoing era, that with

the connection zika billion devices in the networks, Security
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is the most sought out topic under discussion. Internet of
Things (IoT), which joins and webs the network of smart
devices which will serve and do the surveillance within the
healthcare systems connected being e-bands, tags, healthcare
databases which are confidential in nature according to the
technology which joined them further specialising to areas of
medical lots. Due to its nature to ever time modifiable and
confidential information of patients is to be an area which
needs inurement of security as a critical issue in the
development of IoT-based healthcare system and the related

domains and protocols proposed

The identification process and the features, concepts
associated with security requirements of IoT in healthcare
system is a broad area which cannot compromise neither on
integrity and accountability of data been transferred through
devices which has now reached the stage of wireless body
area networks(WBAN).The cyber studies have shown that
the requirements in cyber space is too big to Cyber security
requirements are divided into two parts: CIA T (three
features) and non-CIA (seven features) spectrum. Both
traditional (cyber security) and breach out detection and
devise-based requirements should be taken into
consideration in order to achieve the complete secure
network architecture and skeletal outline of data transferred
between layers of ISO OSI & TCP/IP levels in loT-based
healthcare system also for the offending and defending

processes.

II. LITERATURE SURVEY
1.Dia M. Ali, Department of comm and electronics,
Nineveh, Mosul/Iraq, Ahmed S Mahmoud, Electronics

and communication, College of engineering, Mosul,
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IoT security Assessment in Healthcare Environment [1].

IoT security Assessment in Healthcare system.

Internet of Things (IoT) can be referred according to the
paper as a customised design of or in other words the
topological framework of physically connected sensor-based
devices forming in to a finalised network.it contains the
built-in technology where the sensors are communicating as
the protocol transmissions with both internal and external
IoT, The environmental issues are also well taken care of,
Any how the new buzzword of today’s technological niche
the terminology of integrating machines and networks for
surveillance process and monitoring devices are there in the
plan and action of many men and countries since years and
they are just refreshing it with the ideas of advancement in
in wireless technological areas of Machine to Machine,
machine to man as Stephen hawking said we are all
interrelated and communication happens as neurons of a
brain and DNA, MONACO molecular networks [2] studies
are all new branches sprouting as the support system and
inventions are happening in these fields with the connected
facility provided by internet of things[3] where ventures as

well diligence diagnostics for perimeter based surveillance.

METHODOLOGY

The paper details with the cohort of cyber space devices
that is presently named as Internet of Things or the net and
more concerning the health care management systems. That
web area of health sector and hospital management allows
comprehending the devices connected amongst themselves,
where because of this interconnection they suffer outbreaks
of threats over the vulnerabilities in a network and when
referring to these again the point which becomes valid is with
the lives of the many ranging from the rags to riches, because

people matter to places as well as to countries.

The alternate option or a logical method to apply is with

encryption techniques and masking techniques passing over
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the internet. The coders of the passwords and the decoders of
the data are ciphering it in a way that the plain text is moulded
in particular pattern that peeping to it cannot assume or guess
the content of the data wrapped in it. Here the discussions go
as such there are brokers [4] or third parties where the content
encapsulation and polymorphic texts are generated between
the sender location which usually will be the home server and
with today’s terminology of cloud storage [5] and all, it
reaches to the cloud servers for the particular. The result as
such gives the assurance on the intermediate security for the

wide range of applications that is to be operated with it.

The new cryptographic technology [6] related with
irreversible storage base where the concept is having a secret
and hidden key for transmission of the message from the
beginning of a sensor end or a port to its endpoint within the
given period of time [7]. Advantage defined with the method
is to reduce complexity and transfer safe as far as possible in

the internet of things [8].

Sec Rout Protocol

The protocol design is as such each node will be having
the structure as per the plan the topological network structure
is classified into clusters that have heads and to each head
cluster, self-alignment and the identified sensor node

recognises the cluster’s master or the head node [8].

The architecture details the parallel and partial route
which includes the data also the details of routing packets, in
the table which is usually small in number. As the nodes gets
integrated the in-between nodes recognises its route
acceptance, a new concept other than source routing is used.
AODV Protocol is the idea introduced so has to go with its
two phases, one being discovery of route phase and the
second being maintenance of route phase [9]. Here a source
node will not be possessing no route information and the
functionality remains with the transmission of a data packet

to the destination port. The route discovery thus deals with
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the traversal routes of a node. The node which initiates will
send a route request RREQ by broadcasting the data with a

unique ID so as to stop hoping in route.

The time when a RREQ request [10] is reached to the
neighbour node, that then connects to a route which will
exists as the temporary one to the end point, and is returned to
the source for the reply as a method of the old handshake
connection. This is transferred into the neighbouring nodes
through a RREQ.The end which accepts the RERP
information forms the route to route for sending the
information from source to the destination node. The node
detects the source part and checks whether valid or not. It
keeps alive the procedure into cracked parts where the
computing route responding a RERR packet to neighbour
nodes that repeats the procedure. Later the process is
repeated to as many nodes in the table for transmission of

data from the sender to the destination [11].

2. Somayeh Nasiril, Farahnaz Sadoughi2, Mohammad
Hesam Tadayon3, Afsaneh Dehnad4

Security Requirements of IoT based Healthcare systems
[12]

The IoT terminology shared where the contemporary
ideas are given by Kevin Ashton during 1999. Where the
concept connects innumerable number of devices together
that no simulation or machinery support is further needed
from the human side once connected to the network. The
mobile data transmissions and cloud storage of today will
ensure and visualises the reality and virtual gap between the
world and connection with internet[ 13].10T powers over the
all sustainable, life supporting ,economic areas of a nation
including its prestigious glamour for agriculture, healthcare,
smart cities ,logistics to automated vehicles in the mini list
taken[14].it relates not only to the ambient assisted living
AAL but also with the health care in diagnosing the diseases
earlier and monitoring it without interruption. It is thus found

to be the best fitness support [15] program at the earlier stage
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and support for the elderly [15][16].

METHODOLOGY

The applications and advantage over that will be
innumerable but the sensitive data of the patient related with
the medical systems [17] are the prone areas of vulnerability-

based attacks,

The IToT attack [18] may vary from complicated to life
threatening, the implant givers and medical device
manufacturers of medical IoT devices often neglect the
issues and risks of security levels. And thus, stressing with
the keyword terminologies of integrity [19], confidentiality,
accountability becomes the point of discussion and

importance.

Thus, the [20] compromise over medical devices is outdated
and proper monitoring is done over the titles of privacy,
security, and integrity of the health care devices and its

transmissions.

3. RiaDas, Indrajit Das
Secure Data Transfer in IoT environment: adopting both

Cryptography & Steganography techniques [21]

The IoT framework outlines the story part as the
networking, computing of best paths or routes, storage
botheration, the connection modes, the connection
architecture, the loop holes left over. The supporting factors
being sensors, objects, sensor- embedded smart devices and
also the commonly used devices of a common house or an
office. The idea is to support, generate, transmit,
communicate and consume without storage and human
support systems [22]. To describe it in a more judicial and
intellectual way it is a compound of inseparable
collaboration of many hardware and software things put
together, where the acronym any can be mixed with time,

place and what not as a wish you can name. To sum up as just
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a beginning of a spark where the flame and fire is left over
with this fantastic sought out architecture of IoT in a way
such that, how thoroughgoing was the impact that a person
gets connected to a system especially because of the network

as per the statistics taken entitled to smart devices [23].

METHODOLOGY

As per the positioned status of [oT devices, the numbers
give the hoping alarms of the devices which is about to get
doubled in the upcoming years in trillions as per the annual
reports of network giants of the world. Many surveys are
conducted including siemens, IBM, cisco [23], the network
giants of the world, the specimens shows that the IoT
applications has the succeeding years with e-health-finance
and e-cities to say. There are top threats found out with the

study as targets [24].

Along with the advent of a new technological
functioning came the ticklish question whether the security
[25] is met to the necessity and to the unexpected at the
unexpected times and which, when is the exact time of a

security breach.

To say the supplied throughout and diversified character
of IoT connected objects integrated together with adequate
security measures paved the way to jeopardised condition of
cyber security breakups as per the observation.
Eavesdropping, peeping up, Sniffing, whaling and
masquerading are the many among the list of breaches
happened. The technique of wrapping up of confidential data
via texts and images where the secret data gets hidden inside

is known by the name steganography.

Cryptography technique [26][27] cannot stop the
exposure of data from the attacker’s line drawn virtually.as
sensors are the major workable units embedded in the IoT
devices which is the vulnerable point, employers need to

make sure whether proper configuration checks are done
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with the processing part, limited memory area, and the
cryptographic technique’s security with the power of
algorithm wused for various orders. Thus, Lightweight
cryptography is the area specialised for the cases where the
niches like hospital and healthcare devices, smart car like
upcoming IoTs having RFID tags use an algorithm where
number of code length is less and the RAM size also. The
special highlights of this methods are higher end to end
communication with great effectiveness and durability with
less complications as per the study. Again, when it comes to
the limitations are with the less and decreasing encryptions
rounds with the bits and reduced length with the key size
[28]. As the common cryptographic classifications, the
cryptographic techniques are of symmetric and asymmetric
innature. The light weight cryptography [29] also follows the
same. The communicating ends use a shared key and
common key, where the common key is used for doing both
encryption and decryption. In symmetric, whereas
asymmetric is a bit detail to know better after analysing the
examples of symmetric [30]. In the list of symmetric light

weight encryption examples:

1.XOR 2. PRESENT,3. HIGHT.4. AES,5.CS,6. SCA etc can

be mentioned.

In relation with the XOR operation, a lightweight
protocol [30] is suggested with the concept of RFID tags so
as to confirm the working. The quixotic part of the work to
the concept of researchers is design with the latest finger
print device design and the system-based chip embedded in
the microcontroller with the IEEE 802.15.4 and AES
algorithm [31]. Where the finger print analysis will be
limited when the person to be subjected is having injured or
impure hands [32] for eaves droppers, as per CC2530[33] the
received signal strength indicators will have the key
distribution and, user’s fingerprint feature information

detection to perform the extraction and distribution.
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The asymmetric cryptography working, it consists of a
public key [34] familiar to all, a private key which is only
familiar to the specified Port which is the destination node.
The public key is usually sent by the receiver to encrypt the
data, the receiver’s private key is used for decrypting data

[35].

Examples of Elliptic Curve Cryptosystem (ECC) and
Ciphertext-Policy Attribute-Based Encryption (CP-ABE).
There happens the encryption technique with CP-ABE [36]
is able to analyse entities that needs to be accessed for data.
Many proposed techniques are under research, where
Cooperative Ciphertext-Policy Attribute-Based Encryption
is adopted to further enhance security of CP-ABE

encryption.

4. Sundeep Selvaraj Pundamale Department of
Computer Science
Survivable networks [37]

Day by day the network devices get added the global
internet and survivable networks is efficiently proven to be
more efficient in nature, but the administration is as of central
and more complex with the overlapped network architecture

[38].

various definition of sustainability is referred as
maintenance of several feature-based attributes, the
attributes being performance, security, reliability,
availability, fault- tolerance also in the list modifiability [38].
Capacity of a system is the potential to output the required
and expected services. The functional and design features
and working needs is to be met. The capacity is measured in
its independent status to survive the threats against
vulnerabilities as well the information with a specific clause,
computation and communication clause. The feature in the
list to lookout for the further approval of security is with the
services and properties of functions associated with. The

service is finding in terms of accuracy and the reach without
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any loss of hop is by finding the path or route even in the case
of root/node failures and the adaptation to that. It varies with
application or areas of specialization when it is to be
explained with the military powers or connections the
superior order commands to possessing the confidential and
integrity of messages transferred through nodes under the
maintenance [39] of technical superiors of that particular

applicable area.

METHODOLOGY
Network structure of various security self-features

associated in the methodology [40].

When to say something is self-aware, it is the ability best
described with the management itself without assistance.
Where the facilitating functions not only relies with the
management and assistance like features of network but also

the interruption free facility enclosed with it.

There are again four points discussed with utmost care
and considered as the measurement units or features for a

self-sufficient network.

self-configuration: The ability of the system to configure

automatically with some high-level policies.

Self-optimization is the potential of a system to
accelerate the system performance and also the performance
of the sub and minor components related with it

automatically.

Self-Healing, whereas can be referred as the self
patching up features in built in it so as to defend the
maximum, detect when attacked, diagnose the particular
type of interruption occurred and treat for the repair both with

the tangible and intangible parts of a system.

Self-Protection is perfectly explained as the ability of a
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system to be alert with the precautionary methods and alarm
for, when attacks are happened, the alarms can either be as a
warning message through alert boxes with frequent

occurrences to the sight of a user.

5. Svetlana Budko, Norwegian Computing Centre
Habtamu Abie, Oslo, Norway, Adaptive Cyber Security
Framework for Health Care IoT [41]

As per the above papers study, the e- health networks are
under the surveillance of many directive boards of network
and the related associations, so it is high time to look in to the
matters where cyber space’s critical area of access will be
hospital networks and healthcare management systems,
officially carried out to the outsiders view with the
technological advancements and monitoring and thus data
beyond expected are being surveyed with out any
authenticity and confidentiality is totally exploited and
sometimes the data repositories are knock out with the

modified data being damaged with the integrity part.

METHODOLOGY

The computational intelligent society alarms of the threat
that can be related with the emerging areas of cyber physical
systems and the security related to it. It warns how
metamorphic developments in the areas with the
computation and security [40] [41] transformation can be
reverse engineered for the security to the systems itself as a

counter method.

The study further elaborates that the system’s property to
stand as a dependent and independent system functioning is
the main cause where the interconnection can be the chain
reaction for the vulnerability spread and the flow of failure
issue with one node to the other or an error with the route as
part of the inter connection with the topology layout and
infrastructure-based working. The aggregative and lively
studies show the results summarising and concludes for the

above said failure interventions.
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With the summary of the cause study, next comes the
researchers’ study with the understanding of mechanisms
that can be put forward to limit the issues and further attacks,
it justifies with previous attacks and studies show that
traditional methods cannot single handed solve these, rather
intelligent and innovative ideas need to be put together so as

to tackle these.

A framework for designing resilient distributed intrusion
detection systems for critical infrastructures is introduced in

[42] the architectures.

The game-theory approach is one particular case of
simulation-based attacks and the threats related components,
where protection with e-health networks is estimated. This
particular showed that the suggested methods are
functioning well with the attacks simulated and better
mechanisms are also suggested with the game-theory

approach.

Ensuing years are of the machines monitoring rather
man, the detailed understanding and conclusions are to be
derived from the man, then only it can be fed as inputs to the

machine, which decides the action to be performed.

Through the gaming simulations and statistical data
collected with the data science areas and all we can believe
that a better world of new measurements unlearned relearn
understandings of intelligent thoughts welcomed over
traditional approaches where cyber data security, physical
cyber systems, threats to even the machine learned robots
needs to be self sufficient and sustainable of the attacks
mentioned above and the attacks which is to be appeared in

the research study papers of tomorrow.

I1I. CONCLUSION
Having gone and analysed the discussions of wireless

sensor network moulding to IoT transformations, various
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assessments will be required especially during the cyber
security breach era and packet transmissions needs to be
monitored with the traffic where exploitation of networks
and network devices are happening including monitored and
unmonitored still connected environment through
penetration testing like tools, Both offensive and defensive
areas with the tools and precision study for better priority
based protocols are also carried out.so as to hinder the e-
breaches or to limit them, Still the breaches also grow

together with the added device to the network every second.
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