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DIGITAL FORENSICS AND ARTIFICIAL
INTELLIGENCE FOR CYBER SECURITY
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ABSTRACT

We have the benefit of technological advancements and
digitalization and also security threats that come along with
them. Therefore, security of information in the network is a
vital element today. Many researchers suggest different
security mechanisms such as models, steganography and
cryptography algorithms for a secure way of access
information in cyberspace. But,there are unethical and
malicious activities in the network infrastructure that
humans cannot identify. The Digital Forensics and Artificial
Intelligence (AI) are gifts to cyber security offering
asignificant solution to hackers' malicious activities, and Al
also makes stronger information security by security tools
based ondeep learning and machine learning. The aim of this
article is to survey various algorithms for deep learning and

machine learning approaches.
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I. INTRODUCTION

In the aspect of cyber security, there are constant
threats,and securing the information is a very difficult
task. The main aim of Infosec is to assure the business
against malware and offer securityby providing
availability, integrity, confidentiality and non-
repudiation. As per Internet Security Threat Report,

2017, MongoDBis an open source database
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II.

programshowing increased severity of the ransomware
attacks [18].

Application is a machine-learning-algorithm that allows
machines to learn automatically and surpass from
experience. To identify dangerous risks in network Al
gives accurate result in predicting malware [17].
Structured data can be processed by machine-learning-
algorithms,whichare used for malware, detection
Intrusion Detection System/ Intrusion Prevention System
(IDS/IPS), spam detection, phishing, hardware security,
cloud security and IoT security.Deep learning depends on
multilayers of Artificial Neural Networks (ANN). Deep
neural network is used to solve complex data with
mathematical model, which imitates a network form
consisting of hidden layers with a large number of neuron

layers [7].

Digital Forensic Investigations (DFIs) are the foremost
step in the determination of security threats. In 1980, law
enforcement departments began to setup expert groups to
handle cyber crimes cases [19]. Digital forensics solution
is provided to civil,criminal, corporate andmilitary

investigations [14].

Machine learning and deep learning algorithms
areexplained in section III, digital forensics steps
andtools in section IV andconclusion given in the last

section.

MACHINE LEARNING AND DEEP LEARNING
ALGORITHMS

Machine learning can be categorized as semi-supervised,
unsupervised or descriptive, supervised or predictive,
reinforcement learning, transduction and learning to

learn.
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Semi-supervi sed learning is a combination of supervised
and unsupervised learning for processing unlabeled and
labeled data, for example Constrained clustering.
Unsupervised learning has the facts without the preferred
output, for examples Clustering and dimensionality
reduction. Supervised learning is used to identify and
response to cause reasonable predictions to set of classes
[2].

Reinforcement learning has vital role in environment that

Examples: Regression and classification.

gives feedback for further learning process [8][16].

Transduction predicts new input or output according to
new facts. Learning to learn method learns from own
inductive prejudice on older experience [8].Further, it can

be classified from the above types of learning.

Classification is a task of separating things into different
groups and using themto identify different classes of
network attacks such as scanning and IP spoofing
[4].Clustering is similar to classification, but grouping
things by similarity groups, it is used for forensic analysis
[2]. Association Rule Learning (ARL) is an unsupervised
data mining approach andobserves a correlation among
variables in a range of data. Regression is a task of
predicting the next value based on the previous values and
is used to predict the network-packet parameters and
compare them with the normal ones.Generative model is a
task of creating something based on previous knowledge
of the distribution.Dimension reduction or
Dimensionality reduction is ageneralization process of

searching common variables and lower the value of

random variables [2].

TABLE1

Machine learning and Deep Learning Algorithms for Supervised, Unsupervised and Semi supervised Approach

Machine Learning

Deep Learning

Regression Classification Clustering Dimensionality Regression Classification Clusterin Generative Association
Reduction =3 Models Rule
Learning
Linear Logistic K- means Principal Artificial Artificial Self Markov Deep
Regression Regression Component Neural Neural Organize Chains Restricted
Analysis (PCA) Network Network d Maps Boltzmann
(ANN) (ANN) (SOM) or Machine
Kohonen (RBM)
Networks
Polynomial K- Nearest Mixture Singular Value Recurrent Convolution - Genetic Deep Belief
Regression Machine (K- model Decomposition Neural Neural algorithm Network
NM) (LDA) (SVD) Network Network (DBN)
(RNN) [1] (CNN)
21 Support Bayesian Linear Long Short - - - Stacked Auto
Decision Vector Discriminate Term Encoder
trees- 1ID3, Machine Analysis (LDA) Memory
1D4,IDS5, (SVM) [2] (LSTM)
ID5R, C4.5 [11
algorithm
[2]
SVR Kernel SVM Gaussian Latent Semantic Generative - - - -
(Support Mixture Analysis (LSA) Adaptive
Vector Model Neural
Regression Network
) (GANN)
Random NaviceBayes Agglomera Factor Analysis Echo State - - - -
Forest [2] tive (FA) Networks
(ESN) [1]
Linear Decision Mean - Independent - - - - -
regression Tree shift Component

Classification

Analysis (ICA)

Polynomial

regression

Random
Forest

Classification

Non — negative
Matrix
Factorization
(NMF)
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Learning algorithms can be used for security task using
static and dynamic analysis.The machine learning
approaches are practiced for network traffic scanning,
process, application, user-intrusion-detection and
endpoint. The following outlinesthe basic learning
algorithms used in this survey. It is clear that supervised
learning approaches are commonly used algorithms for
identifying threats. Semi-supervised learning methodsare

inexpensive and less time-consuming [3].

ITII. DIGITALFORENSICSTEPSAND TOOLS

Digital forensics is the process of finding and
processing electronic data. The goal of the study is to
preserve evidence by collecton, identification,
interpretation, validation, documentation, preservation
and presentation.The following steps are used in digital

forensics for implementing a structured investigation

by seizure, acquisition, analysis and reporting for the

purpose ofrestoring past events.Seizure.

Seizure

Acquisition

\ 4

Analysis
(Verification, Validation, Analysis)

A 4

Reporting (Documentation

Preservation, Reporting Presentation)

Fig 1. Steps in Digital Forensics

Tools for Digital Forensics

The need of digital forensic investigation tools is to
correctly present all facts that accumulate during the
computer crime activities; it is proof of evidence by the
investigator. Translation and presentation are the tools
used for analysis. Intelligent analysis method is applied
for investigating offline malicious network occurrence
and intrusion data information.

TABLE 2

Tools for Digital Forensics Investigation

Tools Descriptions

Autopsy worked in The Sleuth Kit, GUI, to flag
relevant sections of data.

Volatility Analysis RAM

Oxygen forensics

Digital forensics application, access

insights faster and critical data

Bulk extractor tool

scans a file, disk image, or a directory

and extracts vital information

Redline Memory forensic tool

Computer Aided Software tools,GUI modules
Investigative

Environment

(CAINE)

Xplico Cloud analysis tool

Parrot GUI, Javato investigate CAN traffic,

recording, GPS tracking

Digital Evidence &
Forensics Toolkit
(DEFT)/ Deft OS

Mobile forensics tool
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IV. CONCLUSION

There are various cyber security threats and data
breaches happening, and digital information has more
risks in today's digital world. Digital forensics and
learning algorithm consist of valuable tools for cyber
security for detecting malicious software. From the
survey, we understand that Information security can be
strengthening by digital forensics using Al applications.
This is the primary stage for doing research to a great

extent.
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