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Abstract

The Internet of Things (IoT) is sole like today’s better
prominent and current research topics. It's a novel system in
which physical objects are seamlessly integrated in the
networks in order to deliver progressive and intelligent
services to humans. People's use of the internet and smart
phones has increased dramatically as a result of these
developments. IoT applications are eventually introduced.
Equipment in the Internet of Things (IoT) are resource-
constrained. As a decision, it is susceptible to a variety of
intrusion and malfunctions, obliterating all the benefits of
IoT applications. As a result, it's critical to think about IoT
protection. The current research examines multiple IoT

attacks and identifies the most significant ones.
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I. INTRODUCTION

Internet of Things (IoT) as a term was firstly coined in
1999 by Kevin Ashton [1]. It represents a network of devices
that has the ability to connect and provide communication
for billions of things simultaneously. This kind of network
does not require expensive components but can be made out
of cheap sensors [2] and interconnected objects, which
collect information from the environment and enable the
improvements in the people’s life. The Internet of Things is
the next step in the path for the fourth industrial revolution,
where the Internet is extended to include more of the physical
world, introducing both more intelligence to everyday

objects and hence there will be more control over the
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physical world. The I in IoT[3] refer to the universal
interconnectivity between all perceivable objects, including
the traditional computing objects such as computers and
smart phones, and the new generation of smart objects. The T
in IoT enabled by sensors, actuators, and all embedded
computers into everyday objects, from toys and wearable to
home appliances, manufacturing equipment, vehicles and up

to buildings, power grids and the entire urban city.

Nowadays, [oT is implemented in many domains (Fig.1)
like transport [4], farming, primary-care and power
manufacturing and dispensation due to the fact that it makes
the life easier aside by the use of smart devices everywhere in
the day-to-day works [2]. Given the above facts, it is natural
to assume that [oT plays the important part in the daily lives
which is why it is predicted [3] that [oT devices will reach the
usage of 28.1 billion by 2020 thus making the increase for
about 30 times of that in 2009 [3].

Fig. 1. Internet of Things Applications

II. TYPES OF ATTACKS
2.1. Passive Attacks

A Passive attack attempts to learn or make use of

India information from the system but does not affect system

resources. All methods can be used to detect it. The reason for
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this is that the attackers [5] do not emit any radio signals.
Since the invention of wireless, Wireless networks are
further vulnerable to these attacks, such as shown in Fig.2
Eavesdropping, Node Destruction, Node outage,
etc...because connections are easier to tap, a simple task of

listening to wireless communication sensor nodes.

2.1.1 Eavesdropping

Communication lines may be tapped to listen the
classified info. As a result of the ease with these wireless
connections can be tapped, wireless networks [6] are also
vulnerable to previous intrusions. Since, Wireless Sensor
Networks use precise-space communications, an intruder
may do close enough to eavesdrop on useful information.
Since signals are transmitted over shorter distances, wireless
technologies are used. Interception [14] of messages sent
over WSNs could disclose the group of useful info: cluster
heads, gateways, key delivery centers, and other nodes'
physical locations; message diagnose, time space, and other

areas; and around everything that isn't converted.
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Fig.2. IoT Attacks in Each layer

2.1.2 Node Elimination
Physical Elimination [7] of nodes by any means

(electronic surge and physical power).

2.1.3 Node Malfunctioning
This can be caused by including defective sensors [11],

energy depletion as a result of sensor overloading.
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2.1.4 Node Interruption

If a node’s normal functionality fails, this attack occurs.
In a heterogeneous network, for example, if a cluster head
fails during normal operation, the WSN protocols must be
able to mitigate the bad consequences of the node’s failure by
electing new cluster heads and offering alternate network

path way.

2.1.5 Traffic Analysis

For attackers, a network’s traffic pattern must be a
commodity in the group of information packet [8]. The
networking topology is used to derive by considering
congestion arrangements. In Wireless Sensor Network, a
sink node, which is closer to the base station, allows more

transmission.

2.2 Active Attacks

IoT Layers are shown in Fig.3; Perception or sensor
layer, Network or transmission Layer, Middleware or
support Layer and Application Layer. Malicious actions are
accomplished not only for data privacy [9] but also against in
alive attacks. It’s also used to gain intruder for accessing and
use the resources, as well as disrupt an opponent’s
communications. A Denial-of-Service intrusion mainly
focuses the availability of web benefits. A denial of service
[10] is defined as any situation that absorbs resources and
reduces a network's capability, preventing the network from
executing its intended functionality correctly or in a timely

manner.
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Fig. 3. IoT Layered Architecture
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2.2.1 Attacks towards Perception Layer

A sensor layer is another name for it. Its functions same
to a person’s eyes, ears and nose, in charge of analyzing
objects and gathering data from them. Radio Frequency
Identification, 2-Dimension barcodes, and sensors are just
some of the types of sensors. Common Security attack of this

layer;

2.2.1.1 Physical Damage
The attacker damages [11] components of the IoT device

physically, resulting in a denial service attack.

2.2.1.2 Jamming

By transmitting at the same density as the signal, a
malignant device can jam it. This signal [12] commits to the
carrier’s exploiting, and its merit is sufficient, lower the SNR
below the threshold needed for the network using that route

and to receive data properly.

2.2.1.3 Tampering

A physical attack [13] on the sensor node, as well as
continuing transmission in the Wireless Sensor Network,
such as connecting points to its circuit panel and gathering
stored data, allow an attacker to take control of the sensor

node.

2.2.2 Attacks towards Network Layer

An attacker sends large number of packets into the hub,
causing traffic bottleneck [14] and depletion of power
resources across the network. Network layer attacks are
classified as node replication, routing attack, Sybil attack and

sinkhole types.

2.2.2.1 Node-Replication

To cause inconsistency [7], an attacker positions clones
of anegotiated system in several locations in the web. One of
the most terrible attacks is the node replication (clone) attack,

which allows an attacker to deflect the action of a network.
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2.2.2.2 Routing Attack

In distraction attack, an intruder sends data to the
incorrect destinations on purpose. These are accomplished
by fabricating false routing broadcast and induce
neighboring nodes routing suggestions to update with false

information.

2.2.2.3 Sybil Attack

Sybil system [15] gets the identification of multiple
nodes for a single node and behaves like them in the Sybil
attack. This form of attack causes the surrounding wireless
sensor network devices to agree on incorrect messages. For
instance, the WSNs polling method, in which a single
malicious device votes multiple times being chosen as the

main portion of the routing.

2.2.2.4 Sinkhole Attack

This is a routing attack [16], and it is one of the most
damaging of all routing attacks in wireless networks. The
attacker tells its neighbors that it is very familiar with the
shortest path to a targeted destination in this type of attack.
The goal of this attack is to draw attention to a specific area so
that packets can be discarded and network communication

can be disrupted.

2.2.3 Attacks towards Middleware Layer
The middle level, intrusion accomplish the protocols that
use contact data at each of two ends. All middle layer attacks

are summarized as follows:

2.2.3.1 De-Synchronization

Through this attack [17] the data flow between two
nodes, an intruder disrupts the real connections between
them. Sending forged data, such as sequences of defective

flags.

2.2.3.2 Session Hijacking
The “exploitation of” and “mitigate with” an appropriate

communication [5] discussion in order to gain pirated access
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to a system's information session hijacking of TCP messages

as an extension of IP networks is defined as this assault.

2.2.3.3 Synchronize-flooding

An attacker sends out a large number of emails to a large
number of aims to deplete one’s resources and memory by
flooding a node with bogus messages, and can take control of

it.

2.2.4 Attacks towards Application Layer

DOS [6] attacks can also target application layer
protocols. Node localization, data aggregation, association,
and fusion are all protocols that can be hampered. The

following Application layer attacks are,

2.2.4.1 False Data Injection

Captured nodes [18] insert false data into the WSN in
order to manipulate the overall outcome of a calculation. As a
result, this attack occurs on a symbolic basis, and has little

impact on anything other than rationale.

2.2.4.2 Path-based Denial of Service

This attack that occurs in the application layer, an
attacker overcomes the nodes by flooding [11] point to point
communications path with either concoct package, but this

time from a great distance.

2.2.4.3 Re-programming
Every network unit must be patched every now and then
Version restraint, code procurement [12], and encoding

decoding to a freshly written program.

2.2.4.4 Sensor Overwhelming
Attacking the sensor measurements sensitivity sensors
are targeted with spurious intervention, they are totally

overwhelmed with fake signals and false stimuli.
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ITI. SECURITY ATTACKS IN AGRICULTURE
FIELD

3.1.1 Perception Layer

Perception layer contains the majority of hardware
components. E.g. Sensors, RFID tags and play an important
role. An information is gathered inside the node and master
mounted in the built Information and Communication
Technology like smart farming system, as well as contact
between the involved devices. Malicious code is present.
Non repudiation [9] is a well familiar service that delivered
verification of data integrity as source in an enforceable
relates that can be justified at any time by any other party with
high trust and genius during the authentication process.
Information repudiation causes an attacker to reject all of
agriculture ICT systems Energy consumption, generated
data and manufacturing process, potentially leading to a
situation where facilities, authentication [18] data, or data

flows are rejected through the network’s node.

3.1.2 Network Layer

The most critical layer for connecting two ends, such as
machine to machine, machine to fog, and back edge data
sharing. In the case of a fault, connection is corrupted, and the
device is essentially turned off. Inadequate email systems
and a need of automated restores can force to data security
concerns. Phishing Attacks [9], Data transit Attacks and

Routing attacks are the most common attacks of this layer.

3.1.3 Middle Layer

This layer works in a two-way fashion, between
application layer and Hardware layer. Data system
management issues such as Knowledge discovery may all be
affected by intrusions. Man in the Middle intruder [15],
Structure Query Language Needle intruder, and Flow

intruder in Fog.

3.1.4 Application Layer

The lack of service is delivery between the two parties.
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Users from a variety of domains, including Farmers,
Manufactures may be involved. The common attacks [9] are
Data embezzlement, Entry restraint Attacks, Service rupture

Attacks, and Reprogram Attack.

IV. Security and Privacy Requirements in [oT

Security Specifications

Non-
repudiation

@ Accountability

Fig. 4. IoT Security Specifications

Availability

The Security Requirements shown in Fig. 4 concern
with, Confidentiality [17]: Assuring that the data is only

accessible to those who are authorized.

Integrity:  Assuring the precision, completeness, and
absence of unauthorized data manipulation.
Availability:  Assuring that all device resources are

accessible when an approved user requests them.

Accountability: A system's ability to keep users

accountable for their behaviour.

Auditability: The capacity of a device to continuously track

all activities.

Trust worthiness: A system's ability to create confidence in

athird party by verifying identity.

Non-repudiation: A system's ability to validate the

occurrence or nonoccurrence of an action.

Privacy [19] in the scope of IoT can be classified into the
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following categories;
» Consciousness of the privacy threats presented by smart

stuffand services in the data subject's environment.

* Individual control over the collection and processing of

personal data by smart thingsin their environment[20].

*  Due to the network's complexity, a single flaw will bring

the entire system down, impacting everyone.

V. CONCLUSION AND FUTURE WORK

This paper discussed attacks on IoT layers as well as attacks
in Agriculture Applications. Sensors are used to collect
information from the domain, so IoT device are important,
before being sent to the end user, this data is further
aggregated, analyzed and visualized. These devices are
vulnerable to a variety of attacks. Any application's success
is determined by its security. Because of the limited resources
in sensors and other characteristics of the IoT environment,
traditional protection measures are ineffective for this
application. For agriculture applications, trust-based
protection is a major concern. As a result, ensuring protection

in loT agriculture needs a trust-based approach.
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