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ABSTRACT

This paper provides detail description for developing the
operational profile which is essential in any software
reliability engineering application. An operational profile
of software is a key factor to analyze failure behavior of
software and the relationship between software reliability
and operational profile has been recognized as a major

issue in estimating software reliability.
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1. InTRODUCTION

The functions of the computers depend on the correct
operation of their software. Unlike computer hardware,
whose reliability has improved dramatically with the
advances in integrated circuit technologies, the
improvements in the reliability of software have been
lagging. A series of accidents caused by unreliable software
proves that the reliability of the software is a matter of life
and death. Software reliability is defined as the probability
of failure free operations for a specified period of time in

a specified environment. Failure rate of software depend
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critically on the environment in which it is executing.
Software may frequently fail for a given input space, or in
other words if software has faults, only input space will
exercise that fault to affect failures. The input space causing
failure will decide the software failure rate [1]. Reliability
is based on the failure which in tum depends on the nature
of input being used by the software during execution,
reliability is clearly dependent on the operational profile
of the software. If the operational profile of software
changes dramatically, reliability of systems will need to

be either recomputed or recalibrated [2].
2. SOFTWARE RELIABILITY

According to Bew Littlewood “Software reliability means
operational reliability. Who cares how many bugs are in
the program? We should be concerned with their effect

o its operations” {3].

As per IEEE standard [[EEE 90]; “Software reliability is
defined as the ability of a system or component to perform
its required functions under stated conditions for a
specified for a time”. Software reliability is also defined
as the probability that a software system fulfills its assigned
task in a given environment for a predefined number of
input cases, assuming that the hardware and the inputs are
free of error. Hence it is the probability that the software

will work without failure for a specified period of time in

a given environment. Here enviromment and time is fixed.

Reliability is for fixed time under given environment or
stated conditions. So, reliability is always for a well defined

domain.
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The most acceptable definition of software reliability: “Tt
is the probability of a failure free operation of a program
for a specified period of time in a specified environment
[4]. A time sharing- system may have a reliability of 0.95
for 10 hr when employed for the average user. This system,
when executed for 10 hr, would operate without failure
for 95 of these periods out of 100. The reliability of a
software-based product depends on how the computer and

other external elements will use it [5].

It is well known of major factors driving in any production
discipline is quality of software product has three
dimension in which product operation deals with the key
factor reliability [6]. Software reliability is an important
attribute of software quality, together with functionality,
usability, efficiency, maintainability and portability.
Reliability is the property referring to how well software
meets its requirements and also the probability of failure
free operations for the specified period of time in a
specified environment. It is a probabilistic phenomenon.
This randomness means the failure may not be predicted
accurately. Software reliability is hard to achieve, because

the complexity of software tend to be high.
3, OPERATIONAL PROFILE

A software system can fail due to the inputs it receives
from the external environment [7). The environment in
which software is executing affects the failure of the
software. Perfectly working software may also breakdown
or fail if the ranning environment is changes. After success
of Ariane-4 rocket the maiden flight of Ariane-5 ended up
in the flames while designing defects in the control
software were unveiled by the faster horizontal drifting
speed of the new rocket. It seems that the greatest problem
in the field of software reliability estimation is the accuracy
of operational profile. The operational profile is defiled

as the probability density function (over the entire input
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space) the best represents how the inputs would be selected
during the life time of the software. The operational profile
of the software reflects how it will be used in practice. It
consists of a specification of classes of input and the
probability of their occurrence. When an existing manual
or automated system is being replaced by new system, it
would be easy fo assess the probable pattern of usage of
new software. The reliability of a software-based product
depends on how the computer and other external elements

will use it.

The operational profile is a quantitative characterization
of how the softwére will be used, assuming occurrence
probability to software operations. Therefore operational
profile is essential in any Software Reliability Engineering

(SRE) application.

The operational profile is defined as the probability density
functiont (over the entire input space) that best represent
how the input would be selected during the life time of
the software. The operational profile of the software
reflects how it will be used in practice [8]. It consists of a
specification of class of input and the probability of their
occurrence. When an existing manual or automated system
is being replaced by new software system, it would be
easy to assess the problem pattern of usage of new
software. It may roughly correspond to the existing usage
some allowance made for the new functionality, which is

included in the new software.

The operational profile is a quantitative characterization
of how a software system is used, assuming occurrence
probability to software operations. It is used in the test
environment to ensure that the most used operation

receives the most testing {9].

The operational profile is a fundamental concept which

must be understood in order to apply SRE effectively and
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with any degree of validity. This section provides a detailed

description of the Operational Profile.

A profile is a set of independent possibilities called
clements, and their associated probability of occurrence.
If operation 4 occurs 60 percent of the time, B occurs 30
percent, and C occurs 10 percent, for ¢xample, the profile

15 [4, 0.6..8,0.3..C, 0.1].
4, DEVELOPING AN OPERATIONAL PROFILES

Operational profile is a complete set of operations with
their probabilities of occurrence. Probability of occurrence
refers to probability among all invocations of all
operations. Developing an operational profile for a system

involves one or more of the following steps [10].
1. Find customer profile

2. Establish the user profile

3. Define the system-mode profile

4. Determine tﬁe functional profile

5. Determine the operational profile itself

4,1 Customer profile

It is an array of independent customer types. A customer
type is one or more customers in a group that intend to
use the system in a relatively similar manner, and in a

substantially different manner from other customer types.

An example of a software system with different customer

types would be a database package. (Table 1)

Various customers could be Industry, Railway, educational
institutions, businesses, and individual home users. Each
of these types of customers may be expected to utilize the
database in a substantially different way. For instance,
Industrial organization might use them for inventory
control and payroll system. Railway might use them for

reservation system. Schools might use them for tabulating
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and updating student grades. Businesses might use them
mainly for financial and operations controls. Home users
could keep track of their monthly income and expenses,
as well as investments and savings plans. The customer
profile is the list of customer types and the associated
probabilities. These probabilities are simply the
proportions of time that each type of customer would be

using the system.

Table 1 : Customer profile

Occurrence
Customer type Probability
Industrial 0.55
Organization
Railway Organization | 0.20
Educational 0.13
Institution
Business 0.11
Organization
Individual Home User | 0.01

4.2 User Profile.

The user profile is the set of user types and their associated
probabilities of using the system. A user type is a set of
users that will operate the system similarly. Identification
of different user types allows the task of operational profile

development to be divided among analysts.
4.3 System Mode Profile.

A system mode is a way that a system can operate. The
system includes both hardware and software. Most
systems have more than one mode of operation. For
example, system testing may take place in batch mode or
user-interactive mode. An airplane flight consists of takeoff
and ascent mode, level flight mode and descent and land

mode. A system can switch among modes sequentially, or
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it can permit severai modes to operate concurrently,
sharing the same system resources. For each system mode,
if there are more than one or two, an operational profile
(and sometimes functional profile) should be developed.
There are no technical limits on how many system modes
may be established. The system mode profile is represented
- by the list of system modes and their corresponding

occurrence probabilities. (Table 2)

Table 2 : System mode profile

System Mode Occurrence
Probability

Batch Mode 0.65

User-Interactive Mode 0.35

4.4 Functional Profile.

Functions are essentially tasks that an external entity such
as a user can perform with the system. For instance, the
payroll system has following functions open an employee
account, enter the monthly attendance, and print out of
the pay slip etc. Functions are established during
requirements based on what activities the customer wants

the system to be able to perform.

The functional profile can be either explicit or implicit,

depending on the key input variables.

Akey input variable is an external parameter which affects
the execution path a software system traverses based on
the different values the parameter takes on. These key
parameter variables in many cases consist of ranges of
variables that cause different operations to be performed.
These various ranges are referred to as levels. A profile is
explicit if each element is designated by simultaneously

specifying the levels of all key input variables needed for

sub profiles of each key variable. That is, each key
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environmental parameter is assigned probabilities

associated with the ranges it can legally use.

Suppose there are two key independent parameters, X
and Y, each taking on three discrete values. Nine operations
can be defined based on the combinations of the variables.
(Table 3). The main advantage of using the implicit profile
is that a significantly smaller number of elements need to
be specified, as few as the sum of the number of levels of
key input parameters. {Table 4) The explicit profile can
have as rﬁany as the product of the number of levels for
each variable. In most cases it is not necessary to generate
the explicit profile, because it exists by default from the

implicit profile.

Table 3 : Implicit Operational Profile

Key input variable Qccurrence
Values Probabilities

X1 0.5

X2 0.3

X3 0.2

Y1 0.7

Y2 0.2

Y3 0.1

Table 4 : Explicit Operational Profile

Key input variable Occurrence
Values Probabilities
X1Y1 0.35
X2Y1 021
X3Y1 0.14
X1Y2 0.01
X2Y2 0.06
X3y2 0.05
X2Y3 0.04
X2Y3 0.03
X3Y3 0.02
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Development of the functional profile generally involves

the following four steps:

1. Generate an iniﬁal function list

2. Determine environmental variables
3, Create final function list

4. Assign occurrence probabilities

The initial function list should be comprised of features
and capabilities needed by the users. This list can be
organized by functions relevant to each key input variable
if an implicit profile is used. Features should be obtained

from the customer and/or users, and may be stored in a

system requirements specification. The functions should -

be identified rather easily if a good job of requirements
evaluation has been done. If functions are difficuit to
identify, the requirements may be incomplete or unclear.

A Request for Proposal is often issued for government

programs which contains a list of capabilities or features '

that 2 system must have.

The next step is to define the envirommental input variables
and their value ranges that segregate development.
Functions will many times be broken up and allocated to
different modules for development based on environmental
variables. These environmental variables characterize the
conditions that influence the paths traversed by a program,
but do not correspond direcily to features. Examples of
environmental variables include hardware cohﬁguration

and traffic load.

The system design team should work together to
brainstorm a list of environmental variables that would
cause different behaviors of the software program, and

pare this list down.

Prior to creating the final function list the key
environmental and feature variables should be examined

for dependencies. The list should be as orthogonal as
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possible. If one variable is significantly dependent on
another, it can be eliminated from the final function list.
Partial dependencies can cause difficulties because all
possible combinations of levels of both variables may need
to be listed. Those interactions which cannot occur and
which have insignificant likelihood of ever occurring
should be removed from the list. The final number of
functions in the list is then calculated as the product of the
number of functions in the initial list and the number of
environmental variable levels, minus the combinations of
initial functions and environmental variable values that
do not occur. The final function list consists of the functions

and environmental variables for each function.

The final step in functional profile development is the
assignment of occurrence probabilities. The ideal data
source for these values consists of usage measurements
taken on the latest release or a similar system. These
measurements may be obtained from system logs or data
storage devicegl Occurrence probabilities computed with

the historic::ai data should be updated to account for new

_finctions, users, or environments. In the event that a system

is completely new the functional profile might be very
inaccurate. It should still‘be developéd, however, and
updated as more is known about how the system will be
operated. The process of predicting‘usage forces
interaction with the customer, which can be very important.
The required dialogue may highlight the relative
importance of the various functions, indicating that some
functions may not be necessary while others are most
significant. Reducing the number of functions should

increase reliability [11].
4.5 Operational Profile.

Figurel shows the elements involved in determining
operational profiles from functions. A function may

comprise several operations. In proper order, operations
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are made up of many run types. Grouping run types into
operations partitions the input space into domains. A
domain can be partitioned into sub domains, or Tun
categories [12]. To use the operational profile to drive
testing, first choose the domain that characterizes the
operation, then the sub domain that characterizes the run

category, and finally the input

Fam Catagory

(Sub Domain) Pun Type

(Input State)

4 Operation
- (Domein)

Figure 1 Operational Elements

state that characterizes the run. The functional profileisa
user-oriented view of system capabilities. From the
developers® perspective, it is operations that actually
implement the functions. Operations are usually the focus
of testing. An operation represents a task being
accomplished by the system from the viewpoint of the
people who will test the system. To allocate testing effort
and develop a test description, the operational profile must

be available for the purposes of test planning.

The operational architecture describes how the user will
likely employ operations to accomplish functions. In
general there are more operations than functions, and, as
Figure 1 shows, operations tend to be more refined. The
primary objectives in determining the operational profile
include' listing the operations and determining the

occurrence probabilities [13].

The list of operations can be extracted from the functional
‘profile, mapping functions to operations using the
operational architecture of the system. If possible,

functions should be defined so that there is a one-to-many
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correspondence between functions and operations. This
greatly simplifies the derivation of operational profile from

functional profile.

The three steps in determining the operations list are to
divide the execution into runs, identify the input space,

and partition the input space into operations.
4.5.1 Divide execution into runs.

A run is essentially a discrete task performed by a system
in response to external variable(s). Runs from the same
class form a run type. To be in the same class the runs
should take the same execution path through the software.
Any variation in the level of any input variable resultsina
separate run type. Each run type has an associated input
state, a set of input variables and their associated levels
that generates the run. The input state from an input space
uniquely determines the path of control of an execution of
a run. An input parameter is allowed only one value for
each run. BExternally initiated interrupts would be
considered input variables because they are parameters
which exist external to the program. Intermediate data

items, obtained within a run, are not input variables.
4.5.2, Identify input space.

A software system’s input space, combinations of inputs
and the number of different values they can take on, is
prohibitively large for a program of even low complexity.
An input state profile is the set of input states and their
associated occurrence probabilities. The complete input
state profile is never really measured in practice because
any continuous variable can potentially take on an infinite
number of values. It is important to understand because it
can help inidentifying approximations that cost-effectively
approach the ideal scemario. An input space can be
identified by simply listing the set of input variables

involved.
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Partition input space.

In practice, the profiles should be limited to several
hundred elements due to cost restrictions. The input space
can be dissected by selecting ranges for input variables
that belong to the same run type. By grouping run types
into operations, the input space can be partitioned fo
significantly reduce the number of elements. The larger
the ranges (less Ievels ), the smaller the input space. The
ranges should be selected so that each range represents a
different execution path. Each combination of ranges then
would represent a run type. Partitioning in this way
provides the framework for sampling non-uniformly across
the input space. If operations are selected randomly
according fo the operational profile and input states drawn
randomly from the input space, non-uniform random tests
matching operational profile will be selected. We judge
the reliability of a program by the output states (sets of
values of output variables created) of its runs. As run
represents a transformation between an input state and an
output state [14]. Multiple input states may map to the
same output state, but a given input state can have or_liy
one output state. The input state uniquely determines the
particular instructions that it will be executed and values
of their operands. Thus, it establishes the path of control
taken through the program. It also uniquely establishes
the value of all intermediate variables. Whether a particular
fault will cause a failure for a specific tun type is

predictable in theory.

4.5.3. Reducing the number of operations.

The operational profile may create an unrealistic set of

tests because the list of operations is too long. There are

at least three ways to restructure it:

1. Reduce the number of run types.

2. Increase the number of run types grouped per
operation.

3. Ignore the remaining set of run types expected to
have total occurrence probability appreciably less

than the failure intensity objective,
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The number of run types can be reduced by reducing either
the size of the input variable list or the number of levels
of the input variables. To potentially reduce the number

of input variables, one of the following can be performed:
1. Reduce functionality.

2. Reduce the number of possible hardware

configurations.

3. Restrict the environment the program must operate
in.
4.  Reduce the number of fault types.

5.  Reduce unnecessary interactions between successive

muns,

The first four of these alternatives change the system’s
features, thus impacting the customer and reducing
flexibility, robustness, and possibly reliability. The fifth
option, however, is a desirable one. Design changes can
be implemented whickh should not impact functionality for

the customer.

4,5.6. Methods for reducing run interactions are as

follows:

1. Minimize the input variables that application

programs can access at any one time.
2. Reinitialize variables between runs.

3. Use synchronous, as opposed to asynchronous,

design.

Although reducing interactions can effectively reduce input
space, it adds another level of complexity. It is much more

risky than the other approaches to reducing input space.

4.5.7. Occurrence Probabilities.

After each input variable is partitioned into ranges,
probabilities associated with each range for each variable
must be identified. In some instances field data may already
exist on the frequency of key input variable ranges. It is

highly recommended that an attempt to find this data or
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data on a similar system be undertaken. In the long run,
this may be more cost effective than attempting to estimate
probabilities with no usage background. Validity of
reliability estimates is directly related to the proximity of
the probability estimates to the actual occurrences in the
field. To minimize the risk of obtaining inaccurate
reliability estimates, start by taking measurements of input
variable ranges on an initial release of a system, updating
the occurrence probabilities used for testing associated
with later releases if it is determined that the estimates
made during testing differ from those observed in a target
environment in the field. Beta testing may be  useful.
The initial estimation effort should be performed by an
experienced systems engineer or smeone who has a
thorough understanding of both the system and user needs.
Experienced users should be interviewed to verify that

estimates are within reason.

It may also be helpful to create an interaction matrix of
input variables plotted against other key input variables.
The matrix should reveal combinations of variables that
do not occur or contain dependencies. The remainders of
the matrix contain independent combinations where the
estimates of occurrence probabilities are the product of

individual input variable probabilities.
4.6. Example of Data-driven system:

Financial and billing systems are commonly data driven.
Suppose a cable television billing system was designed as
an account processing system. This system processes the
charge entries for each account for the current billing
period and generates bills. The reliability to evaluate is
the probability of generating a correct bill. This involves
determining the relability over the time required to process

the bill and its entries.

Assume that the design was not anticipated when the

functional profile was developed, so the relationship
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between the fanctional profile and operational profile is
complex. For instance, typical functions might have been
bill processing, bill correction, and delinquency.

identification.

The account-processing system has an operational profile
that relates to account attributes. Its operations are
classified by customer type (business or residential),
service type (basic, expanded basic, premium package),

and payment status {paid, delinquent).

Assume that 90 percent of the customess are residential
and 10 percent are businesses. Forty percent of the
customers subscribe to the basic cable service. Half of all
customers receive expanded basic, and the remaining 10
percent pay for the full premium package. History shows

that 2 percent of the accounts are delinquent, on average.

Table shows the set of operations and the associated

probabilities.

Table 5 : Operational Profile for Account-Processing

Billing System
Operation Occurrence
Probability
Residential, Expanded Basic, Paid 0.4410
Residential, Basic, Paid 0.3528
Residential, Premium, Paid 0.0882
Business, Expanded, Paid 00490
Business, Basic, Paid 0.0392
Business, Premium, Paid 0.0098
Residential, Expanded, Delinquent 0.0090
Residential, Basic, Delinquent 0.0072
Residential, Premium, Delinquent 0.0018
Business, Expanded, Delinquent 0.0010
Business, Basic, Delinquent 0.0008
Business, Premium, Delinquent 0.0002

This concludes the general discussion on operational

profiles.




Karpagam Jes Vol. 5 Issue 2 Jan. - Feb 2011

5. CONCLUSION @

The operational profile plays a central role in commonly
used reliability prediction models. However the exact
operational profile of a system is usually not known during
the testing and certification process before actual system
usage. In best circumstances where extensive empirical
and/or theoretical information on operational profile is
available, only a good approximation of operational profile
can be determined. In practice, there will always be
uncertainty; hence the applicability of reliability prediction
method is in doubt when system operational profile cannot

be accurately determined.
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