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(c) (d)

Figure 2: a, Blurred Image of Window,;
b, Mosaic Image of window

¢, Demosaiced Image of Window,;

d, Error During Demosaicing and Sharpening.

Table 1 shows the comparison of CPSNR with seven
existing methods BI [14], OR [4], ECT [13}, ESSC 3],
AHD [8], SA[15], VCD [7}.

4,2 Structural Similarity Comparisen

For image quality assessment, the Structural Similarity
(SSIM) index is a highly useful metric, since image
statistical features are highly spatial and non-stationary
in general [16]. And at a typical viewing distance only, a
local area in the image can be perceived with high
resolution by the human observer at the instance. The
SSIM index is defined as the function of luminance,
contrast and structure. Figure 3 shows the SSIM index
values comparison between the color interpolation using

variances of color differences and the proposed method.
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Figure 3: S5IM Comparison

5. CoNCLUSION

A novel highly edge preserving, adaptive weighted color
interpolation algorithm along with adaptive weighted
sharpening for single sensor digital still cameras
equipped with Bayer color filter array is presented. This
proposed adaptive weighted sharpening method
effectively enhance the image with the help of edge
details. The proposed weighted color interpolation
algorithm makes use of the variance of color difference
to estimate the interpolation direction and weight value
according to the edge value for interpolating missing
samples. The refinement of red and blue pixel values
using weighted color difference effectively exploited the
spectral correlation and resulted in consistent and
optimal image quality. Sinwlation resuits show that the
proposed interpolation algorithm is able to produce
subjectively and objectively better results as compared
with a number of existing algorithms. By introducing
adaptive weighted method for texture region, the

performance of the algorithm can be improved.
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Specifying Secured Recuirement

R. A, Khan', K. Mustafa?

LY
ABSTRACT

Generally, software engineers are poorly trained to elicit,
analyze, and specify security requirements, often
confusing them with the architectural security
mechanisms that are traditionally used to fulfill them.
There is a great demand to apply a continuous security
mechanism when developing the systern. One of the most
ignored parts of a security-enhanced software
development lifecycle is the security requirements
engineering process. This study presents a structured
approach for security requirement specification. A
prescriptive framework, Secured Requirement
Specification Framework (SRSF), has beén proposed as

a major contribution in this paper.

Keywords : Software Security, Security Requirement,
Risk Analysis, Use Cases, Abuse Cases, Secure Software
Development Life Cycle.

1. InTRODUCTION

Software is said to be secure if it can function properly
despite of malicious attacks and threats. Security is
important in all aspects of life, and the increasing
pervasiveness and capability of information technology

makes IT infrastructure security increasingly so [1]. The

continual and increasing publicity given to failures of IT .

security demonstrate the importance of developing and

assuring software to appropriate levels of security. An

'Department of IT, Babasaheb Bhimrao Ambedkar University,
Lucknow, UP India e-mail : khanraces@yahoo.com
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article by C. Mann 'Why is Software So Bad', concludes
that bad habits and inadequate software life cycle
processes have led to the development of poor software
{2]. No doubt, there is advancement in the software
engineering process and tools, but the literature survey
reveals that the progress in improving the quality of
software is still lagging [3]. This assessment can be made
with respect to security by answering the question why is

software 50 insecure and vulnerable?

Secure software is software that is able to resist most
attacks, tolerate the majority of attacks it cannot resist,
and recover quickly with a minimum of damage from the
very few attacks it cannot tolerate. Secure software
cannot be intentionally subverted or forced to fail. It
remains dependable in spite of intentional efforts to
compromuse that dependability {4]. The lack of rigor and
discipline in the software development process, driven
by the focus on short time-to-market, performance and
functionality, has produced rampant security
vulnerabilities that gravely affect a large range of
computing environments, from small deeply embedded

safety applications to large enterprise software platforms [6}.

In the traditional software development lifecycle
(SDLC), security is often an afterthought, and security
estimation and prediction efforts are. delayed unti] after
the software has been developed. Vulnerabilities are an
emergent property of software which appears throughout
the development phases. Therefore, it is highly desirable

to adopt a 'before, during, and after' approach of

software security to software development process [7). A -
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life cycle process that includes security assurance is

needed for improving the overall security of software {3].

Requirements engineering is critical to the success of any
major development project. Several efforts have been
made to prove that requirements engineering defects cost
10 to 200 times as much to correct once fielded than if
they were detected during requirements development [4].
It is also proven by the researchers and industry
personals that reworking requirements defects on most
software development projects costs 40 to 50 percent of
total project effort, and the percentage of defects
originating during requirements engineering is estimated
at more than 50 percent. The total percentage of project
budget due to requirements defects is 25 to 40 percent
[4]. The need to consider security from the ground up is
a fundamental tenet of secure software development.
While many development projects produce next versions
that build on previous releases, the requirements phase
offers the best opportunity to build secure software.
Therefore, it is highly desirable to define security

requirements during software requirement specification.

2. SEcURITY LiFE CyCLE

Applications developed with security in mind are safer
than those where security is an afterthought [9].
Researchers and practitioners working in the area of
Software Security Engineering have focused on using so-
called best practices in the software lifecycle. These are
the security-enhanced software development
methodology which provides an integrated framework,
or in some instances, phase-by-phase guidance for
promoting security-enhanced development of software

throughout the life cycle phases.

Secure software development is the term largely

associated with the process of producing reliable, stable,
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bug and vulnerability free software. There are a number
of ways that this can be undertaken within traditional
application development, but the most common
procedures involve phased security assessments and
reviews that encompass knowledge sharé; design and
implementation assessment and regular security health
checks. There are several reasons why organizations

choose to follow a secure software development program [27].

Therefore, a Secure Development Process should be
integratefi with all phases of the software development
lifecycle. It ensures that security is a consideration at all
stages of software development lifecycle, from
requirement analysis through design and implementation

to deployment in production eavironments.

Literature survey reveals that much work has been done
in developing such a methodology [14-21]. Following
section describes security enhanced software
development methodologies proposed by various

researchers and practitioners.

2.1 Microsoft's Framework (SDL)

Microsoft developed a trustworthy computing Security
Development Life Cycle (SDL) in 2002 during its
security pushes. The framework encompasses the
addition of a series of security-focused activities and
deliverables to each of the phases of Microsoft's software
development process. The entire product team focuses
on updating the product's threat models, performing code
reviews and security testing, and revising documentation.
The major objective of the proposed framework was to
confirm the validity of the product's security architecture
documentation through a focused, intensive effort,
uncovering any deviation of the product {rom that
architecture, and identify and remediate any residual

security vitlnerabilities.
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2.2 Oracle's Framework (0SSA)

Oracle Corporation has made an extensive effort in
developing a framework to secure software development.
Its product development and maintenance process
includes a comprehensive set of security assurance
- mechanisms and processes. The goals of these processes
are to improve the strength of security mechanisms and
reduce the likelihood of security flaws in products.
Collectively these assurance mechanisms and processes
are known as Oracle Software Security Assurance

(OSSA).

2.3 Comprehensive, Lightweight Application
Security Process (CLASP)

John Viega, chief security architect and vice president of
McAfee, Inc, made an effort in developing a framework
for secured software development in 2004, and
developed a Comprehensive, Lightweight Application
Security Process (CLASP) to insert security
methodologies into each phase of SDLC [14]. CLASP
provides a well-organized and structured approach to
moving security concerns into the early stages of
software development life cycle, whenever possible.
CLASP consists of a set of 30 process pieces that can be

integrated into any software development process.

2.4 McGraw's Approach

Gary- McGraw describes Seven Touch points for
Software Security in his book Software Security:
Building Security In [22]. This set of software security
best practices referred to as touch points. Putting
software security into practice requires making some
changes to the way organizations build software. These
security best practices have their basis in good software
engineering and involve explicitly pondering the security

situation throughout the software life cycle.
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2.5 Team Software Process Approach{TSP)

The SEI's Team Software Process (TSP) provides a
framework, a set of processes, and disciplined methods
for applying soﬂwalre engineering principles at the team
and individual level [23). TSP for Secure Software
Development (TSP-Secure) extends the TSP to focus
more directly on the security of software applications.
The TSP-Secure framework is a Jjoint effort of the SEI's
TSP initiative and CERT program. The principal goal of
this framework is to develop a TSP- based method that

can predictably produce secure software.

2.6 Secure Software Development Model {SSDM)

It has been observed that producing secure software
requires integrating Software Engineering (SE) process
with Security Engineering [17). Simon Adesina Sodiya, a
researcher at the Nigerian University of Agriculture
developed a Secure Software Development Model
{(SSDM), which integrates security engineering with
software engineering so as to ensure effective production

of secure software products{21{12].

2.7 Ratienal Unified Process-Secure(RUP)

The Rational Unified Process (RUP) is one of the most
popular and complete process models being used by
developers in recent years. This process model is
extended to be used in developing secure software
systems by researchers at Amirkabir University of
Technology (Tehran Polytechnic) [24](25], and named as
RUPSec. The major objective of the RUPSec is to define
a software process model in which security requirements

are considered in all development phases of a computer-
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based systent: business modeling, requirements, analysis

and design, implementation, and testing

2.8 Security Extension to MBASE

Model-Based Architecting and Software Engineering
{MBASE) is a set of guidelines that describe software
engineering techniques for the creation and infegration of
development madeis for a software project. The models
to be integrated extend beyond Product {development)
models such as object ortented analysis and design
models and traditional requirements modeis, to include
Process models such as lifecycle and risk models,
Property models such as cost and schedule, and most
notably success moedels such as business-case analysis

and stakeholder win-win.

3. SECURE REQUIREMENT
Software engineering research has recently focused on
improving the modeling abilities in terms of non-

functional requirements such as stability [10],

performance [11], fault tolerance [12] and security {13].
Unfortunately, security is assumed to be a technical issue

and therefore best handled during architecture and design
or, better still, during implementation. Since software
requirements are often written by non-technical business
analysts, this is a common conclusion [8}. An extensive
literatuze survey reveals that a lot of work has already
been done on how to effectively elicit, validate, and
document software requirements, which may be extended

to include security at requirement specification [8].

Security should begin at the requirements lfevel, and must
cover both overt functional security and emergent
characteristics. One way to cover the emergent security
space is to build abuse cases. Similar to use cases, abuse
cases describe a system's behavior under attack, providing
explicit coverage of what should be protected, from
whom, and for how long. Table I describes the activities

proposed by various researchers and practitioners in the

requirement phase of the software development life cycle to come up with the secured requirement.

Table 1: Activities to be carried out for Securing the Requirement Phase

Microseft SDL Oracle Secure Software CLASP McGraw’s 7 Touch TSP-Secure
Assurance points
s Review, = Ensure developers are o Specify operational e Develop security ¢ Design security
recommend and SeCurily aware; environment requirement specifications
ensures for | « Ensure security standards | ¢ Perfonm security specification e Identify assets
securit team | " exist and docu : analysis of .
lans: Y ex3 . mented b ® Build abuse cases @ Develop use cases
plans; e Ensure security tools and requirements
i - S - and abuse cases
+ ldentifies critical libraries are available. P
A @ Detail misuse cases
objectives;
e Identify security
feature
reggirements;
@ Conduct sk
analysis of
requirenents
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4. THE FRAMEWORK

Literature survey reveals that security mechanism should
be implemented at the user interface level as well as at
the application-under-development level. At the user
interface level security mechanism started with an analysis
of user's security requirements. In order to accomplish
the goal of the theme on security at requirement phase,

following objectives are set forth:

e To ensure that users and client applications are

identified and identities are properly verified.

® To ensure that users and client applications can only
access data and services for which they have been

properly authorized.

@ To detect intrusion attempts by unauthorized users

and client applications.

e To ensure that the unauthorized malicious programs
(e.g., viruses) do not infect the application or

component.

e To ensure that communications and data are not

intentionally corrupted.

e To ensure that parties to interactions with the
application or component cannot later repudiate

those interactions.

¢ To ensure that centers and their components and
personnei are protected against destruction, damage,
theft, or surreptitious replacement (e.g., due to

vandalism, sabotage, or terrorismy).

¢ To ensure that system maintenance does not
unintentionally disrupt the security mechanisms of

the application, component, or center.
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Taking into account the objectives discussed above a
roadmap or framework for developing secured software
specification, an integrated and prescriptive framework
SRSF is ht'areby proposed. SRSF has been atternpted to
be highly implementable and prescriptive in nature. It
has been structured into a hierarchical description
including premises, generic guidelines and secured
requirement specification process to be followed in order

as follows.

4.1 Premises

The following premises have been considered when the
proposed framework is being used to develop a securad

software requirement specification:

e There is no universally agreed-upon definition for

¢ach of high-level security requirement attributes.

¢ The set of security attributes used in the development
of the framework has been defined operationally in the

context,

° A common set of features for the desired requirement
specification may be used to form the basis for its

development.

o The recourse optimization in SDLC depends on the
early use of procedure for requirement specification and

uncovering of vulnerabilities as far as possible.

¢ The approach to risk estimate should be more
applicable to identifying low security software than the

highly secured code.
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4.2 Guidelines

The guidelines before following the process to develop
the secured software specification may be listed as

follows;

° Assure compliance/ adherence to collect 2 generaily-
accepted set of characteristics that good

requirements possess.

® Identify and persist with all the security-specific

issues involved in requirements engineering.

¢ Identify policies and standards as a source of sofitware

security requirement.

e Assure to control somehow all the extraneous and
intervening factors that may affect the cutcome based

prediction.

4.3 The Process

The development process of the security requirement is
comprised of five phases together with prescriptive steps
for each and has been depicted pictorially in SRSF, Fig,
1. Such a framework has been proposed on the basis of
integral and basic components for designing secured
requirement specification. The first phase starts with the
identifying functional and non-functional requirements.
Identifying security goals for the desired specification is
treated as an important task and has been putforth as a
second phase, followed by the phases termed as perform
security analysis of requirement, validation and testing,
review and revision and packaging. An attempt has been
made to symbolicaily represent the spirit of developing
the secured requirement specification make the
framework prescriptive in nature followed by a brief
description of each of the phases comprising the
depicted steps in the special reference to development of

the same,
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4.3.1 Identify Functional and Nor-Functional

Requirement

One of the foremost tasks of this comprehensive
problem-solving activity is to identify the functional and
non-functional requirements. This phase will elicit the
application goals and quality goals. System context will
be designed. Revision of the identified finctional and
non-functional requirement will be based on the review
of the same. Importance of this phase lies in the fact it

serves as the basis for evolving imitial set of

specifications to subsequent phases of development.

4.3.2 Identify Security Goals

There are five general steps required to identify the
security goals including identification of security
specification issues, identification of the assets,
development of asset compromise cases, identification of
the security objectives, and validation of security goals

against assets, threats and application goals. The result is

a set of security goals, which are validated by ensuring -

that the business goals remain satisfied,

4.3.3 Perform Security Analysis of Requirement

Before performing a security analysis, one must
understand what is to be built. This task should involve
reviewing all existing high-level system documentation.
If other documentation such as user manuals and
architectural documentation exists, it is advisable to
revicw that material as well. This phase comprises of the
sub activities including identification of security
requirements, ensuring developers security awareness,
identification of global security policy, conducting risk

analysis of requirement.
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4.3.4 Validate & Test

Common wisdom, intuition, speculation and proof of
concepts may not be reliable sources of credible
knowledge, hence it is necessary to place the specified
requirement under testing. Testing is one of the best
empirical research strategies, performed through
quantitative analysis of experimental data on
implementation. Testing is crucial for the success of any
software measurement project. This phase comprises of
assuring theoretical basis, performing expert review and
examination observation, designing viable experiment,
performing pre-tryout and tryout, and analyzing the

result and finalizing the specification.

4.3.5 Review and Revision

This phase is informal and has been placed as the fifth
phase with free-to-enter at any of the earlier phases.
Basic idea of such a prescription is to have adequate
enough exposure and then turn back for better review, in
the light of all the previous phases. However, informal
reviews and revisions may be carried out at any of the
stages in the requirement specification deveiopment

process.

4.3.6 Packaging

This phase is the last and conclusive phase of the
specification development process. During this phase the
developed requirement specification is prepared with the
needed accessories to become a ready-to-use product,

like any other usable product.

5, FinpINGs AND FuTURE WORK

A key verification step for the framework described in
this paper is the ability to show that the system can satisfy
the security requirements. An experimental tryouts and

statistical analyses at a large scale with typical
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representative samples may be needed to standardize the
framework, and will be carried out in next phase. It may
assist other researchers and practitioners for more
developmental activities. This framework may form the

basis for the development of better-refined roadmap.

6. CONCLUSION

Application designed with security in mind is safer than
those where secutity is an afterthought. Traditionally,
security issues are first considered during the Design
phase of the software development fife cycle once the
sdftware requirement specification has been frozen. This
paper has presented a prescriptive framework for security
requirement specification comprising of six steps
including identification of functional and non-functional
requirement, identifying security goals, performing
security analysis of requirement, validation and testing,
review and revision, and packaging. The developed
framework may be used to ensure the software
requirement specification contains the security
specifications which helps improve the security of

application and reduce the cost of re-work later.
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