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Abstract
The global use of the internet has increased significantly

inrecent years. Attacks on computer security are on the rise at
the same time as new developing tactics and technologies.
The connected devices in the networks were experiencing
security problems brought on by malicious content or other
hacker activities. The two systems utilised for the detection
and prevention of these malicious softwares are the intrusion
detection system (IDS) and intrusion prevention system
(IPS), respectively. This essay examines the security
principles and methods that are employed in intrusion
prevention systems to stop assaults caused by malicious
software. Additionally, it describes how various platforms'

Intrusion Prevention Systems operate.
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I. INTRODUCTION
The ability to use the internet has emerged as a

necessary component of society. The security of every
computer network is compromised. The ability to use the
internet has emerged as a necessary component of society.
The security of every computer network is compromised.
Every computer network system on the planet is insecure and
vulnerable to attack from any direction. We have two systems
for the detection and prevention of these compute network
challenges. both an intrusion detection system and an
intrusion prevention system to stop malicious stuff from

entering the network. In this study, we discussed the security-
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related technologies used in intrusion prevention systems.

II. LITERATURE STUDIES
The intrusion prevention system is used to stop attacks

in computer networks that have been flagged by intrusion
detection systems. To stop malicious content from entering
the network, intrusion prevention systems use a variety of
different tactics and precautions. The measures and
technologies utilised in intrusion prevention systems in
various environments will be detailed in the information that

follows.

1. Android Platform
Android platform security concerns related to wireless

assaults cannot be disregarded. Only relatively
straightforward attack scenarios can be prevented using the

conventional intrusion

The most frequent assaults on the Android platform are
wireless cracking and phishing. In this area, a novel intrusion
prevention system was developed that uses TcpDump and
VPNService as data sources to collect traffic. Real-time
intrusion is carried out by the single-step attack rule in
conjunction with the attack chain signature database and the
signature database. In order to determine the detection,
penetration intent and output alerts are combined with these

detections [1].

2. Cloud Computing
Traditional intrusion detection and prevention systems

(IDPS) are mainly ineffective to implement in a cloud
computing environment. The open and distributed
architecture of cloud computing and services makes them an
appealing target for possible cyberattacks by outsiders. IDPS
and alarm management were both built using thorough

taxonomy methodologies. The primary characteristics of
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IDPS and cloud computing systems identify a set of needs,
and the most pertinent concepts—self-management,
ontology, risk management, and fuzzy theory—are

discovered to satisfy these requirements [2].

3. Mobile ad-hoc Network MANET

Computer networks can be secured in a number of ways
using encryption, firewalls, DMZs, and other techniques. An
intrusion detection system is used to find and report the
attacks. Additionally, the intrusion protection system will
protect the system from these additional attacks. There is a
combined system for these two types of systems known as an
intrusion detection and prevention system (IDPS). This IDPS
can identify and stop harmful activities simultaneously. a
MANET vulnerability not present in a wired network.
Artificial neural networks are one type of architecture that
can be used to construct hardware circuits for detecting and
blocking attacks [4]. The standard wired network cannot
withstand certain types of attacks that MANET needs to deal
with, such the selfish attack, black hole attack, sleep
deprivation attack, and others [3]. It is challenging to execute
this architecture on a little wireless device because it calls for

alot ofresources.

4. ToT Environment

10T security refers to the process of protecting networks
and IoT devices. In this study, intrusion detection systems
(IDS) and network-based intrusion prevention systems
(NBIPSs) are developed with the purpose of protecting
Network systems from unauthorised access to cloud servers
and IoT systems [5]. To secure top-level engineers, a
network-based intrusion prevention system was put in place.
This NBIPS operates behind a firewall and offers an
interactive layer of inquiry that picks out dangerous
substances negatively. It is possible to install NBIPS
sensors to keep an eye on any passing traffic. utilising IoT
signature-based technology Sensors are installed to intercept

traffic and thwart attacks. It will limit obligations to violate

copyright. If the attack has a recognised attack signature,
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NBIPS can thwart any network-based attack based on
malicious traffic. [5][6].

5. Deep Learning onlIoV

Traffic updates and other information about road safety
will be transmitted via internet of vehicles, which is utilised
to lessen traffic accidents. Sometimes, any misleading
information that some attackers may have gotten will stop
this IoVs. In its initial state, the network will pre-process data
using an auto encoder to remove unwanted information.
Deep learning techniques are used to distinguish between
legitimate and malicious communication packets (packets).
The first step in the procedure is to create a training dataset
using the free and open-source KDD99 and CICIDS 2018
datasets. 1,20,223 network packets with 41 characteristics
were present in it [8]. To remove undesirable data early on,
the one-dimensional network data is pre-processed using an
auto-encoder. One-dimensional data is pre-processed using
an auto encoder in the initial stage to remove unnecessary
data. after which the Softmax classifier and the Relu
activation function were integrated. The specific Intrusion
Prevention System model is tested using Google Collab, a
cloud service that runs on an open platform, and TensorFlow.
This prevention system was validated in Twerk Simulation,

witha 99.57% accuracy rating [7].

6. Rreal Time Network And Hybrid Machine Leaning

Different types of network attacks are developing. Two
main strategies—signature-based and anomaly
detection—exist to combat such attacks or threads. Risky is
signature-based detection. Variant assaults cannot be
detected with anomaly detection, but real-time data traffic
can. a two-level classifier that can accomplish high
performance and real-time classy classification at the same
time [10]. Internally, it employs classifiers at levels 1 and 2.
Initial Actual-Moderate accuracy time for incoming data
flow is carried out by a level 1 classifier. If the classifier
cannot sort the data by a higher priority, it will likely wait

classifying the data until traffic is at its peak. Classifier at
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Level 2 gathers data on traffic flow statistics to carry out
precise classification. The suggested two-level classification
system can perform better in terms of accuracy and detection

time when compared to existing strategies [9].

The two stages of the intrusion detection strategy that allows
for great detection precision in real-time processing. It makes
use of flow- and packet-based classifiers. to make up for
accuracy and performance. Level One The classifier takes
out from the packet a few chosen features. In order to
enhance quicker classification Attack detection, real-time is
first realised. Only Level 2 classifiers deal with flows. Not
classified by level 1 classifier, hence machine learning-based
classifier. Traffic is little enough to be processed quickly.
Such a distinctive building Both classification speed and
precision can be offered by a two-level classifier. We can
attest that it works. Extensive performance evaluation is
advantageous for this strategy. We want to construct real-
time IPS that effectively addresses the security flaws in

contemporary networks [9].

7. Real Time Network Incremental Feature

Generation
The proposed method's machine studies were designed

and investigated to efficiently identify different network
threats. These are not only passive methods that are helpless
against network attacks; they also catch them after the
session has ended. The suggested classifier structure has two
levels. Real-time classification is supported by the first-stage
classifier. Furthermore, accurate classification is supported
by the second-stage classifier [11]. Even in areas with high
traffic, this was once utilised to confirm whether an attack
took place. This technique has a high rate of real-time

detection because it is quick and light.

8. Intelligent IPS on Snort

It is a new generation of intrusion detection and firewall
technology for information security. It is also a safe solution
that shields the system and network against attacks in real-

time and is currently the focus of research in the field of
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network security. Support vector machine (SVM) applied to
the Snort intrusion detection system is the major emphasis of
this, which then develops a small-scale intelligent intrusion
prevention system by fusing the Snort intrusion detection

system and firewall [13][14].

9. IoT Based Machine Learning

The three key obstacles provided by machine learning
are code, IoT devices, and sensors. In general, idea drift and
high dimensionality are IDSs for the Internet of Things (IoT),
and computational complexity is the third IDS [14]. a set of
three distinct datasets, KDD99, NSL, and Kyoto. The three
elements of idea drift-high-dimensional awareness,
computational awareness, and the conclusion of this article
are symmetrical in their effects and ought to be addressed in

Aneural network (NN) based model foran IDS in IoT [14].

10. Hardware Platform
The analysis of intrusion detection should be outsourced

to network node IDS (NNIDS) executing in hardware on end
hosts. A Network Node IDS (NNIDS) can inspect traffic to
and from the host implicitly. The network interface is built in
hardware and can run independently of the host operating
system to give better protection with less overhead software
implementations. Intel leverages COTS components such as
IXP networking processors and Xilinx Virtex FPGAs to map
these operations to a hardware platform. The NNIDS is
capable of achieving high performance pipelines and careful
assignment of processing steps to the most appropriate

hardware resources [15].

III. SUMMERY AND CONCLUSION
The internet with security systems is a very complicated

thing as it deals secure connection. To secure the network
devices, it must overcome numerous obstacles. Malware
intrusion can be extremely destructive to both the network
and the network devices. These malwares can be found using
the intrusion detection system, and these types of attacks can
be stopped using the intrusion prevention system. The actual

preventive system operates significantly differently on
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various platforms. Every platform makes use of its own
algorithm, methodologies, equations, and fresh approaches.
Malware is now more prevalent on these platforms, whether
they are made of hardware or software, including ones like
the Internet of Things. The introduction prevention system
worked as intended regardless of the study's context (Cloud,
IoT, Machine Learning, Android MANET). It includes
appropriate techniques, algorithms, and tools. All of the
platforms this paper covers make this clear. In the near future,
a setting can be picked and new approaches and methods can
be specified for it. Malware may be becoming more potent
concurrently. It is advantageous to have in-depth research in
this field. The society will then be able to use the Internet

without feeling too nervous.
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