Karpagam JCS Vol. 2 Issue 4 May. - June. 2008

iii.) Validation of Centerline Segments

Every candidate segment is confirmed or rejecied as a

valid centerline segment based on two features:

¢ Intensity of the segment, evaluated by the geometric
mean between the average and maximum intensity
values of the segment. The reference values
associated with direction x, / ff , is defined in equation

(2) as
I¥ =maxl,,[), Jor x=hv,dis,dyys (2

where L , is the directional intensity value calculated
from the subset of candidate segments with direction

x and and. are obtained from four subsets.

e Length of the segment, measured by the number of
points of the candidate segment. The length value is
approximated using a scaling factor equal to (-1 2).
The length reference values associated with direction

X, Lff is defined in equation {3) as
Lff = maX(Lx,Lg) Jorx=hvdsdis O

Comparing its intensity and length features with image
dependent reference values that validates each centerline
candidate segment. The classification of each individual
segment s of a particular directional set x as a crack
centerline segment is based on the inequality presented
in equation (4). In this equation, where a product rule is
used for combining the two feature values, I, and L),
are, respectively, the intensity intensity and length
features calculated intensity and the length features
calculated for the segment s, and [ ff , Lff , are the
references obtained from {2) and (3) for the directional

set containing the

I;\/E 2ILY for x=hvdgd, (@)

segment under analysis
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C. Crack Segmentation
a. Crack Enhancement

In out method, the background-normalized image is
processed by top-hat operators using elements of
increasing radius. The option for such a multiscale
approach, instead of using a single monoscale operator,
is justified by the expected dependence of the operator
response from the vessel width. The range of the radius
of the structuring elements varies from 1 to 8 pixels,
covering the overall range of crack widths. For images
with different scales, the set of structuring element radii
should be adapted accordingly. The classical top-hat
transform is defined as the difference between an image
and its opened version. A problem associated with this
classical implementation is sensitivity to noise, as a
consequence of the fact that pixel values.in an opened
image are always less than or equal to the original ones;
in such conditions, the difference image retains all small
intensity fluctuations that can be found in the data. To
overcome this inconvenience, a modification was
adapted from [13], by considering two new steps in the
top-hat definition: a closing precedes the opening result
which is followed by a comparison, using a minimum
operator, to get an image equal to the original one
everywhere except for peaks and ridges. Equation (5)
represents this modified top-hat transform, where I is the
image to be processed, while S, and S, stand for the
structuring elements for closing ( e ) and opening (o)

operators

TopHat, =1 -min({¢5,)oS;I) (5)

As a consequence of the distinct size of the structuring

elements, each image is adapted to highlight cracks
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Figure 5. Output for Crack Filling
Figure 5-a Original Image Figure 5-b Crack filled

(region growing method)

within a limited range of widths. Essentially, the images
obtained with the smallest structuring elements just
retain correct width data for small cracks, since only the
central part of the other crack segments is represented.
On the other hand, larger structuring elements are able to
extract larger cracks, but thinner structures are naturatly

blurred.

b. Crack Filling Method

I) Crack Filling Based On Seed Points And Region
Growing Techaique

After identifying cracks and separating misclassified
brush strokes, the final task is to restore the image using
Jocal image information to fill the cracks. We obtain a
final image with the segmented cracks by iteratively
combining the centerline image with the set of images
that resulted from the crack segments reconstruction
phase. In the first iteration, crack centerline pixels are
used as seeds for a region-growing algorithm, which
breed these points by aggregating the pixels in the
reconstructed image derived from the top-hat operator
with the smallest structuring element size. In each of the
subsequent three iterations, the reconstructed images

corresponding to the cracks with increasing width are in

661

turn used for extending the output of the previous region-

growing step.

The final crack segmentation is obtained after a cleaning
operation aiming.at removing all pixels completely
surrounded by crack points, but not labeled as part ofa
crack. Considering that each pixel with at least six
neighbors classified, as crack points must also belong to
a crack does this. The final results of the iterative crack-

filling phase are illustrated in Figure 5.

4. CONTROLLED ANiSOTROPIC DIFFUSION

Anisotropic diffusion [12] is an image enhancement
method that successfully combines smoothing of slowly
varying intensity regions and edge enhancement.
Smoothing is modeled as a diffusion that is alfowed
along homogeneous regions and inhibited by region
boundaries. Anisotropic diffusion is described by the

following equation (6)

Q%ﬂ:div c(x,y,f W("sy>f))=

d(x’y’f) AI(x,y,f) +Vc(x,y,f)-VI(x,y,f) (6)

Where, div denotes the divergence operator and V, A
the gradient and Laplacian operators with respect to the
space variables x, y. At each position and iteration,
diffusion is controlled by the conduction
Coefficiente(x,,f).Since diffusion should be inhibited
across regions separated by discontinuities,the
conduction coefficients should obtain small values in
pixels with large intensity gradient magnitude.the
iterative discrete solution to equation (6) is governed by

the equation N

=1+ 2[Cy Dyl +Cs - DI +Cy - Dyl +Cy D, IY, (7)
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where 0= =% for the scheme to be stable, N, S, E,

and W are the mnemonics for North, South, East, and

West, and the symbol D indicates nearest-neighbor

differences as in equation (8).

DN%jELAJ_LJ
D.S‘Ii,j Efm._,u _Ir'.j
DEI[.j E'Ii'j+f _Ii.j
DWA;_L¢4“LJ

(8)

The conduction coefficients are evaluated at every
iteration as a function of the magnitude of the intensity
gradient. In our implementation, the following

approximation was used as in equation (9).

&)

The following function equation (10), proposed in [12],

and has been used in our case:

gvr)=———
i+ HEZ{H

(10)

In our experiment, we fixed the value of K as 25. In

order to fill the cracks, the anisotropic diffusion
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algorithm was applied selectively, in neighborhoods
centered on crack pixels. All pixels within these
neighborhoods participate in the diffusion process.
However, only the values of the crack pixels are updated
in the output image. Further improvements were
obtained by taking into account crack orientation, i.e., by
applying the operation only in a direction perpendicular
to the crack direction. The final results of the iterative
crack-filling phase by anisotropic Diffusion method are

shown in Figure 6.

(b)
Figure 6. Output For Crack Filling
a) Original Image
b) Crack Filled (Controled Anisotropic Diffusion)

The final results of the iterative crack-filling phase by
region growing method and Anisotropic Diffusion

method is shown in figure 7.
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(a) and (b)

{(¢)and(d)
Figure 7. Qutput For Crack Filling
a) Original Image
b) Detected Crack Centerlines
C) Crack Filled {(Region Growing Method)
d) Crack filled (Controlled Anisotropic Diffusion)
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5. DISCUSSION AND CONCLUSIGN

In this paper, we have presented an integrated strategy
for crack detection and filling in digitized paintings. Our
method can be classified as a pixel processing-based
approach. The initial step of crack centerline detection
combines local inforration, used for early pixel selection,
with structural features, as the crack length. Global
intensity characteristics and local crack width information
are adaptively exploited in the subsequent crack-filling
phase. . A major feature of the method is its adaptability
to particular image intensity properties, as most algorithm
settings are based on threshold values computed from
local or global image information. In our work Cracks
are filled by using region growing technique in the seed
points (Figure 7.¢) and Anisotropic Diffusion technique(
Figure 7.d). Region growing approach gives better results.
When compared with crack segmentation approaches, the
present proposal assigns a hard classification result to

each image point.
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Discovering Significant Rules For
Constructing An Network Intrusion Detction Model

Mrutyunjaya Panda!, Manas Ranjan Patra’

ABSTRACT

Network intrusion detection systems (NIDSs) have
become an important component in network security
infrastructure. Currently, many NIDSs are rule-based
systems whose performances highly depend on their rule
sets.Unfortunately,due to the huge volume of network
traffic, coding the rules by security experts becomes
difficult and time consuming. Since, data mining
techniques can build intrusion detection model
adaptively, data mining based NIDSs have significant
advantages over the rule-based system.Therefore, we
apply Association rute mining for network intrusion
detection. Its mining algorithms discover all item
associations (or rules) in the data that satisfy the user-
specified minimum support (minsup} and minimum
confidence {minconf) constraints. In many applications,
association rules will only be interesting if they represent
non-trivial correlations between all constituent items. In
this paper, Apriori and predictive Apriori methodologies
are used for discovering the significant rutes .We also
report the experimental results over KDDCup'99
datasets. Finally, the result analysis shows that the
proposed approach provides the most significant rules,

thereby providing strict control over false discoveries.

Keywords: Intrusion Detection, Data Mining,

Association Rule Mining, Network Security.
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1. INTRODUCTION

With the tremendous growth of network-based services
and sensitive information on networks, network security
is getting more importance than ever. Although a wide
range of security technologies such as information
encryption, access control, and intrusion prevention can
protect network -based systems, there are still many
undetected intrusions.thus,network intrusion detection
systems(NIDSs) play a vital role in network security.
Network intrusion detection systems detect attacks by
observing various network activities, while Host-based
Intrusion Detection systems (HIDSs) detect intrusions in
an individual host. An IDS usually does not affect the

normal network operation of the targets.

There are two major approaches for detecting intrusions,
signature -based and anomaly-based intrusion detection.
In the first approach, attack patterns or the behaviour of
the intruder is modelled (attack signature is modelled).
Here, the system will signal the intrusion once a match is
detected. However, in the second approach, normal
behaviour of the network is modelled. In this approach,
the system will raise the alarm once the behaviour of the
network does not match with its normal behaviour, There
is another Intrusion Detection {ID) approach that is
called specification -based intrusion detection. In this,
the normal behaviour {expected behaviour) of the host is
specified and consequently modelled [1]. In this
approach, as a direct price for the security, freedom of
operation for the host is limited. Currently, many NIDSs
such as Snort [2] are rule based systems, which employ

misuse detection techniques and have limited
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extensibility for novel attacks. Their performances highly
rely on the rules identified by the security experts.
However, the amount of network traffic is huge, and it is
very difficult to specify some intrusions using the rules.
Therefore, the process of encoding rules is expensive

and slow.

To overcome the rule based systems, a number of IDSs
employ data mining techniques. Data mining is the
analysis of (often large) observational data sets to find
patterns or models that are both understandable and
useful to the data owner {3]. Data mining can efficiently
extract patterns of intrusions for misuse detection,
establish profiles of normal network activities for
anomaly detection, and build classifiers to detect attacks,
especially for the vast amount of audit data. Data
mining-based systems are more flexible and deployable.
The security experts only need to label the audit data to
indicate intrusions instead of hand-coding rules for

intrusions.

Another major problem in ihis research area is the speed
of detection. Computer networks have a dynamic nature
in a sense that information and data within them are
continuously changing. Therefore, detecting an intrusion
accurately and promptly, the system has to operate in real
time. Operating in real time is not just to perform the
detection in real time, but also is to adapt to the new
dynamics in the network. Real time operating IDS is an
active research area perused by many researchers. Most
of the research works are aimed to infroduce the most
time efficient methodologies. The goal is to make the
implemented methods suitable for the real time

implementation.
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Association rule discovery [4] finds collections of items
that co-occur frequently in data. In many applications,
such tules will only be interesting if they represent non-
trivial correlations between all constituent items. In this
paper, such associations are described as significant rules
and all remaining associations are treated as false
discoveries [3, 6, and 7]. This paper builds upon this
body of previous work in terms of arbitrary statistical
hypothesis tests, while providing strict control over the
risk of false discoveries. The proposed approach is
evaluated using the KDDCup'99 datasets, which were
used for the third International Knowledge Discovery
and data Mining Tools Competition {8]. The contest
involved building 2 classifier for detecting computer
network infrusions from a very large database of network
traffic. Qur experimental results show that the detection
performance is improved by employing various
interestingness measures, using Apriori and Predictive
Apriori algorithm. The rest of the paper is organised as
follows. The éectionz, we describe about the problem
statement of the proposed approach, The experiments
and performance evaluations are presented in section3.
In sectiond4, some related work will be discussed. Finally,
conclusion and future scope of the research will be

outlined in sections.
2. PROBLEM STATEMENT

In this section, an overview of the proposed framework
is discussed at first. Then, we will illustrate how to apply
the association rule mining to build patterns with the

most significant rules for detecting network intrusions.
2.1. Overview Of The Framework

The proposed framework applies association rule mining
technique to build patterns for network intrusion

detection. The working environment of the proposed




